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POST-COVID
CHALLENGES IN
CRIMINAL JUSTICE

The web, the dark/deep web and other sources of
evidence available online: what legal practitioners
need to know

Lisbon, 16-17 May 2023

Speakers and chairs

Steven David Brown, International Cybercrime Consultant,
Vienna

Laviero Buono, Head of Section for European Criminal Law,
ERA, Trier

Savina Gruicié¢, Digital Forensic Consultant, INsig2, Zagreb

Rata Jasinskiené, Intelligence Analysis Expert, NRD Cyber
Secuirity, Vilnius

Christos Karagiannis, Prosecutor, Court of First Instance,
Larissa

Eneli Laurits, District Prosecutor, Department for Drug Related,
Grave and Organized Crimes, Tallinn

Jordy Mullers, Part-time Judge at Zeeland-West Brabant District
Court, Legal Advisor at the Criminal Investigations Division of the

Dutch National Police, Regional Unit Limburg

Vitor Neves, Criminal Defence Lawyer, IT Law, Data Protection
and Fintech, Porto

John Van Krieken, Judge, Court of Appeal, Tilburg

Fernando Vaz Ventura, Judge of Appeal; Director, CEJ, Lisbon

With the support of the of the European Union
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Key topics

e Understanding the internet and
associated technology

e Dark web investigations
e  Open source tools (OST)

e How to conduct a forensics
analysis

e Handling e-evidence in court

Language
English

Event number
323DT12

Organisers

ERA (Laviero Buono) in cooperation
with the Portuguese Centre of
Judicial Studies

CENTRO
DE ESTUDOS
JUDICIARIOS



POST-COVID CHALLENGES IN CRIMINAL JUSTICE
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Tuesday, 16 May 2023 Objective

The main objective of this seminar is to
train EU legal practitioners on the
fundamentals of computer forensics
enabling them to gain an understanding of
the complex challenges related to criminal
cases with tech/internet components. This

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF THE event will focus on dark web investigations.
INTERNET ACHITECTURE AND OPEN-SOURCE INTELLIGENCE TOOLS

09:00 Arrival and registration of participants

09:30 Welcome and introduction to the programme
Fernando Vaz Ventura & Laviero Buono

Chair: Laviero Buono

About the Project

09:35 Cyber Post-Pandemic: The internet unmasked ; o )
o The different dimensions and manifestations of the Internet (LAN, WAN, Ww\y, ~ 'his seminar is part of a large-scale project

Cloud, Deep, Dark) qunsored by the Eutopean. Cqmm|SS|on
entitled “Preparing criminal justice
professionals to address new (post-)
pandemic challenges as a result of
criminals’ new modi operandi”. It consists
of seven seminars to take place in
Bucharest, Dublin, Lisbon, Cracow,
Barcelona, Thessaloniki and Tallinn over
the period 2022-2024.

Threats and opportunities in obtaining Internet evidence
The challenges of live forensics

How users mask their locations

e Logs, browser fingerprints and data breadcrumbs
Steven David Brown

10:45  Discussion
11:00 Break

11:30 Using open-source intelligence to gather evidence online
OSINT and SOCMINT: is this a silver bullet for evidence search?
Search engines: how does it work? o
Alternative search engines to explore the hidden Internet Judges, prosecutors and lawyers in private
Main obstacles getting data from online sources or “How to think as a hacker”  Practice from eligible EU Member States.
Visualization of forensics findings: must or nice to do

Rata JaSinskiené

Who should attend?

12:30  Discussion Venue
12:45 Lunch break Centro de Estudos Judiciarios,
Largo do Limoeiro
PART Il: CARRYING OUT REAL DIGITAL FORENSIC INVESTIGATIONS - Lisbon (Portugal)
DEMOS

Chair: Steven David Brown

CPD
13:45 Conducting forensic analysis at the crime scene
e Triage of the crime scene (search warrant, equipment considerations, protocols, ERA’s programmes meet the standard

interviewing the suspect) requirements for recognition as Continuing
e Gathering digital evidence from live memory Professional Development (CPD).
e Labs Participation in the full programme of this
e Scripts in digital forensic examinations event corresponds to 8 CPD hours.
e Computer and mobile forensics A certificate of participation for CPD
Savina Gruici¢ purposes with indication of the number of
training hours completed will be issued on
14:45 Discussion request. CPD certificates must be
requested at the latest 14 days after the
15:00 Break event.

PART lll: COMPUTER FORENSICS AND LEGAL ASPECTS

15:30 Cross-border access to data and admissibility of evidence
e  Obtaining e-evidence
e Voluntary access to evidence
e Direct access and legal process
Jordy Mullers



16:15

16:30

20:00

Discussion
End of first day

Dinner offered by the organisers

Wednesday, 17 May 2023

PART IV: HUNTING IN THE DARK...

09:30

10:00

10:15

10:45

11:00

11:30

12:00

12:15

12:45

13:00

Chair: John Van Krieken

Hunting in the Dark: a prosecutor’s experience to the darknet
Eneli Laurits

Discussion

Digital evidence and cloud forensics: contemporary legal challenges and the
power of disposal

e Cloud storage and cloud forensics

e Power of disposal

e Case studies

Christos Karagiannis

Discussion

Break

Chair: Laviero Buono

Special investigation techniques in the Darkweb: a new evidentiary frontier
for the judge

e Challenges posed by the darkweb

e Proving the authenticity of the data

e Presentation of evidence in court

John Van Krieken

Discussion

Computer forensics, dark web investigations and electronic evidence in
court: the experience in Portugal
Vitor Neves

Discussion

End of seminar and light lunch

For programme updates: www.era.int.
Programme may be subject to amendment.

Your contact persons

Laviero Buono
Head of Section
E-Mail: LBuono@era.int

Susanne Babion

Assistant

Tel.: +49(0)651 9 37 37 422
E-Mail: sbabion@era.int

Save the date

Legal Challenges of the #Metaverse
Trier & Online, 23-24 March 2023

Annual Conference on Atrtificial
Intelligence Systems and Fundamental
Rights 2023

Trier & Online, 27-28 April 2023

This programme has been produced with
the financial support of the European
Union.

The content of this programme reflects
only ERA’s view and the Commission is
not responsible for any use that may be
made of the information it contains.


http://www.era.int/

Application
POST COVID CHALLENGES IN CRIMINAL JUSTICE
Lisbon, 16-17 May 2023 / Event number: 323DT12/SBa

Terms and conditions of participation
Selection

1. Participation is only open to judges, prosecutors and lawyers in private practice from eligible EU
Member States.

The number of places available is limited (30 places). Participation will be subject to a selection
procedure. Selection will be first come first served and according to nationality. Spanish applicants
who work for the prosecution service must apply for this event through CEJ.

2. Applications should be submitted before 10 March 2023.

A response will be sent to every applicant after this deadline. We advise you not to book any
travel or hotel before you receive our confirmation.

Registration Fee
4. €130 including documentation, lunches and dinner.
Travel and Accommodation Expenses

5. Participants will receive a fixed contribution towards their travel and accommodation expenses
and are asked to book their own travel and accommodation. The condition for payment of this
contribution is to sign all attendance sheets at the event. No supporting documents are needed.
The amount of the contribution will be determined by the EU unit cost calculation guidelines,
which are based on the distance from the participant’s place of work to the seminar location and
will not take account of the participant’s actual travel and accommodation costs.

6. Travel costs from outside Portugal: participants can calculate the contribution to which they will
be entitled on the European Commission website (https://era-comm.eu/go/calculator). The
distance should be calculated from their place of work to the seminar location (in case of Spanish
participants the amounts for Inter-Member States return journeys between 50 and 400 km is fixed
at €54, please consult p.11 on https.//era-comm.eu/go/unit-cost-decision-travel).

7. For those travelling within Portugal, the contribution for travel is fixed at €40 (for a distance
between 50km and 400km). Please note that no contribution will be paid for travel under 50km.
For more information, please consult p.10 on https://era-comm.eu/go/unit-cost-decision-travel

8. Accommodation costs: international participants and national participants travelling more than
50km one-way will receive a fixed contribution of €109 per night for up to two nights’
accommodation. For more information, please consult p.13 on https://era-comm.eu/go/unit-cost-
decision-travel

9. These rules do not apply to representatives of EU Institutions and Agencies who are required to
cover their own travel and accommodation.

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation
11. Participation at the whole conference is required and your presence will be recorded.

12. Alist of participants including each participant’s address will be made available to all participants
unless the ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

13. The participant’'s address and other relevant information will be stored in ERA’s database in order
to provide information about future ERA events, publications and/or other developments in the
participant’s area of interest unless the participant indicates that he or she does not wish ERA to
do so.

14. A certificate of attendance will be distributed at the end of the conference.

ERA

Apply online for
“Post-Covid Challenges in
Criminal Justice” online:
www.era.int/?131839&en

Venue

Centro de Estudos Judiciarios,
Largo do Limoeiro
Lisbon (Portugal)

Language
English

Contact Person

Susanne Babion

Assistant

Tel.: +49(0)651 9 37 37 422
E-Mail: sbabion@era.int
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