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POST-COVID CHALLENGES IN CRIMINAL JUSTICE
T

Tuesday, 16 May 2023 Objective

The main objective of this seminar is to
train EU legal practitioners on the
fundamentals of computer forensics
enabling them to gain an understanding of
the complex challenges related to criminal
cases with tech/internet components. This

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF THE event will focus on dark web investigations.
INTERNET ACHITECTURE AND OPEN-SOURCE INTELLIGENCE TOOLS

09:00 Arrival and registration of participants

09:30 Welcome and introduction to the programme
Fernando Vaz Ventura & Laviero Buono

Chair: Laviero Buono

About the Project

09:35 Cyber Post-Pandemic: The internet unmasked ; o )
o The different dimensions and manifestations of the Internet (LAN, WAN, Ww\y, ~ 'his seminar is part of a large-scale project

Cloud, Deep, Dark) qunsored by the Eutopean. Cqmm|SS|on
entitled “Preparing criminal justice
professionals to address new (post-)
pandemic challenges as a result of
criminals’ new modi operandi”. It consists
of seven seminars to take place in
Bucharest, Dublin, Lisbon, Cracow,
Barcelona, Thessaloniki and Tallinn over
the period 2022-2024.

Threats and opportunities in obtaining Internet evidence
The challenges of live forensics

How users mask their locations

e Logs, browser fingerprints and data breadcrumbs
Steven David Brown

10:45  Discussion
11:00 Break

11:30 Using open-source intelligence to gather evidence online
OSINT and SOCMINT: is this a silver bullet for evidence search?
Search engines: how does it work? o
Alternative search engines to explore the hidden Internet Judges, prosecutors and lawyers in private
Main obstacles getting data from online sources or “How to think as a hacker”  Practice from eligible EU Member States.
Visualization of forensics findings: must or nice to do

Rata JaSinskiené

Who should attend?

12:30  Discussion Venue
12:45 Lunch break Centro de Estudos Judiciarios,
Largo do Limoeiro
PART Il: CARRYING OUT REAL DIGITAL FORENSIC INVESTIGATIONS - Lisbon (Portugal)
DEMOS

Chair: Steven David Brown

CPD
13:45 Conducting forensic analysis at the crime scene
e Triage of the crime scene (search warrant, equipment considerations, protocols, ERA’s programmes meet the standard

interviewing the suspect) requirements for recognition as Continuing
e Gathering digital evidence from live memory Professional Development (CPD).
e Labs Participation in the full programme of this
e Scripts in digital forensic examinations event corresponds to 8 CPD hours.
e Computer and mobile forensics A certificate of participation for CPD
Savina Gruici¢ purposes with indication of the number of
training hours completed will be issued on
14:45 Discussion request. CPD certificates must be
requested at the latest 14 days after the
15:00 Break event.

PART lll: COMPUTER FORENSICS AND LEGAL ASPECTS

15:30 Cross-border access to data and admissibility of evidence
e  Obtaining e-evidence
e Voluntary access to evidence
e Direct access and legal process
Jordy Mullers



16:15

16:30

20:00

Discussion
End of first day

Dinner offered by the organisers

Wednesday, 17 May 2023

PART IV: HUNTING IN THE DARK...

09:30

10:00

10:15

10:45

11:00

11:30

12:00

12:15

12:45

13:00

Chair: John Van Krieken

Hunting in the Dark: a prosecutor’s experience to the darknet
Eneli Laurits

Discussion

Digital evidence and cloud forensics: contemporary legal challenges and the
power of disposal

e Cloud storage and cloud forensics

e Power of disposal

e Case studies

Christos Karagiannis

Discussion

Break

Chair: Laviero Buono

Special investigation techniques in the Darkweb: a new evidentiary frontier
for the judge

e Challenges posed by the darkweb

e Proving the authenticity of the data

e Presentation of evidence in court

John Van Krieken

Discussion

Computer forensics, dark web investigations and electronic evidence in
court: the experience in Portugal
Vitor Neves

Discussion

End of seminar and light lunch

For programme updates: www.era.int.
Programme may be subject to amendment.

Your contact persons

Laviero Buono
Head of Section
E-Mail: LBuono@era.int

Susanne Babion

Assistant

Tel.: +49(0)651 9 37 37 422
E-Mail: sbabion@era.int

Save the date

Legal Challenges of the #Metaverse
Trier & Online, 23-24 March 2023

Annual Conference on Atrtificial
Intelligence Systems and Fundamental
Rights 2023

Trier & Online, 27-28 April 2023

This programme has been produced with
the financial support of the European
Union.

The content of this programme reflects
only ERA’s view and the Commission is
not responsible for any use that may be
made of the information it contains.


http://www.era.int/

Application
POST COVID CHALLENGES IN CRIMINAL JUSTICE
Lisbon, 16-17 May 2023 / Event number: 323DT12/SBa

Terms and conditions of participation
Selection

1. Participation is only open to judges, prosecutors and lawyers in private practice from eligible EU
Member States.

The number of places available is limited (30 places). Participation will be subject to a selection
procedure. Selection will be first come first served and according to nationality. Spanish applicants
who work for the prosecution service must apply for this event through CEJ.

2. Applications should be submitted before 10 March 2023.

A response will be sent to every applicant after this deadline. We advise you not to book any
travel or hotel before you receive our confirmation.

Registration Fee
4. €130 including documentation, lunches and dinner.
Travel and Accommodation Expenses

5. Participants will receive a fixed contribution towards their travel and accommodation expenses
and are asked to book their own travel and accommodation. The condition for payment of this
contribution is to sign all attendance sheets at the event. No supporting documents are needed.
The amount of the contribution will be determined by the EU unit cost calculation guidelines,
which are based on the distance from the participant’s place of work to the seminar location and
will not take account of the participant’s actual travel and accommodation costs.

6. Travel costs from outside Portugal: participants can calculate the contribution to which they will
be entitled on the European Commission website (https://era-comm.eu/go/calculator). The
distance should be calculated from their place of work to the seminar location (in case of Spanish
participants the amounts for Inter-Member States return journeys between 50 and 400 km is fixed
at €54, please consult p.11 on https.//era-comm.eu/go/unit-cost-decision-travel).

7. For those travelling within Portugal, the contribution for travel is fixed at €40 (for a distance
between 50km and 400km). Please note that no contribution will be paid for travel under 50km.
For more information, please consult p.10 on https://era-comm.eu/go/unit-cost-decision-travel

8. Accommodation costs: international participants and national participants travelling more than
50km one-way will receive a fixed contribution of €109 per night for up to two nights’
accommodation. For more information, please consult p.13 on https://era-comm.eu/go/unit-cost-
decision-travel

9. These rules do not apply to representatives of EU Institutions and Agencies who are required to
cover their own travel and accommodation.

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation
11. Participation at the whole conference is required and your presence will be recorded.

12. Alist of participants including each participant’s address will be made available to all participants
unless the ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

13. The participant’'s address and other relevant information will be stored in ERA’s database in order
to provide information about future ERA events, publications and/or other developments in the
participant’s area of interest unless the participant indicates that he or she does not wish ERA to
do so.

14. A certificate of attendance will be distributed at the end of the conference.

ERA

Apply online for
“Post-Covid Challenges in
Criminal Justice” online:
www.era.int/?131839&en

Venue

Centro de Estudos Judiciarios,
Largo do Limoeiro
Lisbon (Portugal)

Language
English

Contact Person

Susanne Babion

Assistant

Tel.: +49(0)651 9 37 37 422
E-Mail: sbabion@era.int
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With the support of the Justice Programme of
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This publication has been produced with the financial support of the Justice Programme of the
European Union. The content of this publication reflects only the ERA’s view and the Commission
is not responsible for any use that may be made of the information it contains.

l. GENERAL INFORMATION ABOUT THE SEMINAR
Il SPEAKERS’ CONTRIBUTIONS

M. BACKGROUND DOCUMENTATION

Work carried out by the European Union on e-evidence

1 Proposal for a Council Decision authorising Member States to 1
ratify, in the interest of the European Union, the Second
Additional Protocol to the Convention on Cybercrime on
enhanced co-operation and disclosure of electronic evidence
(Brussels, 25.11.2021 COM(2021) 719 final)

2 Proposal for a Regulation of the European Parliament and the 25
Council on the European Production and Preservation Orders for
electronic evidence in criminal matters (Strasbourg, 17.4.2018
COM(2018) 225 final)

3 Proposal for a Directive of the European Parliament and of the 81
Council laying down harmonised rules on the appointment of
legal representatives for the purpose of gathering evidence in
criminal proceedings (Strasbourg, 17.4.2018

COM(2018) 226 final)

Other EU criminal justice documents
A) The institutional framework for criminal justice in the EU

A1) Main treaties and conventions

A1-01 | Protocol (No 36) on Transitional Provisions

A1-02 | Statewatch Analysis, “The Third Pillar acquis® after the Treaty of Lisbon
enters into force, Professor Steve Peers, University of Essex, Second
Version, 1 December 2009

A1-03 | Consolidated version of the Treaty on the functioning of the European
Union, art. 82-86 (OJ C 326/47; 26.10.2012)

A1-04 | Consolidated Version of the Treaty on the European Union, art. 9-20 (OJ
C326/13;, 26.10.2012)




A1-05

Charter of fundamental rights of the European Union (OJ. C 364/1;
18.12.2000)

A1-06

Explanations relating to the Charter of Fundamental Rights (2007/C 303/02)

A1-07

Convention implementing the Schengen Agreement of 14 June 1985 (OJ L
239; 22.9.2000, P. 19)

A2

) Court of Justice of the European Union

A2-01

Consolidated Version of the Statute of the Court of Justice of the European
Union (01 August 2016)

A2-02

Consolidated version of the Rules of Procedure of the Court of Justice (25
September 2012)

A3) European Convention on Human Rights (ECHR)

A3-01

Convention for the Protection of Human Rights and Fundamental Freedoms
as amended by Protocols No. 11 and No. 14 together with additional
protocols No. 4, 6, 7, 12 and 13, Council of Europe

A3-02

Case of Mihalache v. Romania [GC] (Application no. 54012/10), Strasbourg,
08 July 2019

A3-03

Case of Altay v. Turkey (no. 2) (Application no. 11236/09), Strasbourg, 09
April 2019

A3-04

Case Beuze v. Belgium (Application no. 71409/10), Strasbourg, 09
November 2018

A3-05

Case of Vizgirda v. Slovenia (Application no. 59868/08), Strasbourg, 28
August 2018

A3-06

Case of Sahin Alpay v. Turkey (Application no. 16538/17), Strasbourg, 20
March 2018

A3-07

Grand Chamber Hearing, Beuze v. Belgium [GC] (Application no.
71409/10), Strasbourg, 20 December 2017

A3-08

Case of Blokhin v. Russia (Application no. 47152/06), Judgment European
Court of Human Rights, Strasbourg, 23 March 2016

A3-09

Case of A.T. v. Luxembourg (Application no. 30460/13), Judgment
European Court of Human Rights, Strasbourg, 09 April 2015

A3-10

Case of Blaj v. Romania (Application no. 36259/04), Judgment European
Court of Human Rights, Strasbourg, 08 April 2014

A3-11

Case of Boz v. Turkey (Application no. 7906/05), Judgment European Court
of Human Rights, Strasbourg, 01 October 2013 (FR)

A3-12

Case of Pishchalnikov v. Russia (Application no. 7025/04), Judgment
European Court of Human Rights, Strasbourg, 24 October 2009

A3-13

Case of Salduz v. Turkey (Application no. 36391/02), Judgment, European
Court of Human Rights, Strasbourg, 27 November 2008

A4) Brexit

A4-01

Draft text of the Agreement on the New Partnership between the
European Union and the United Kingdom (UKTF 2020-14), 18 March 2020

A4-02

Draft Working Text for an Agreement on Law enforcement and Judicial
Cooperation in Criminal Matters

A4-03

The Law Enforcement and Security (Amendment) (EU Exit) Regulations
2019 (2019/742), 28th March 2019

A4-04

Brexit next steps: The European Arrest Warrant, House of Commons, 20
February 2020




A4-05 |Brexit next steps: The Court of Justice of the EU and the UK, House of
Commons, 7 February 2020

A4-06 | The Law Society, “Brexit no deal: Criminal Justice Cooperation”, London,
September 2019

A4-07 |European Commission, Factsheet, ,A ,No-deal“-Brexit: Police and judicial
cooperation”, April 2019

A4-08 | CEPS: Criminal Justice and Police Cooperation between the EU and the UK
after Brexit: Towards a principled and trust-based partnership, 29 August
2018

A4-09 | Policy paper: The future relationship between the United Kingdom and the
European Union, 12 July 2018

A4-10 |House of Lords, Library Briefing, Proposed UK-EU Security Treaty, London,
23 May 2018

A4-11 | HM Government, Technical Note: Security, Law Enforcement and Criminal
Justice, May 2018

A4-12 | LSE-Blog, Why Britain’s habit of cherry-picking criminal justice policy cannot
survive Brexit, Auke Williams, London School of Economics and Political
Science, 29 March 2018

A4-13 | House of Commons, Home Affairs Committee, UK-EU Security Cooperation
after Brexit, Fourth Report of Session 2017-19, London, 21 March 2018

A4-14 | HM Government, Security, Law Enforcement and Criminal Justice, A future
partnership paper

A4-15 |European Criminal Law after Brexit, Queen Mary University London,
Valsamis Mitsilegas, 2017

A4-16 |House of Lords, European Union Committee, Brexit: Judicial oversight of
the European Arrest Warrant, 6" Report of Session 2017-19, London, 27
July 2017

A4-17 |House of Commons, Brexit: implications for policing and criminal justice
cooperation (24 February 2017)

A4-18 | Scottish Parliament Information Centre, Briefing, Brexit: Impact on the
Justice System in Scotland, Edinburgh, 27 October 2016

B) Mutual legal assistance

B1) Legal framework

B1-01

Council Act of 16 October 2001 establishing in accordance with Article 34
of the Treaty on European Union, the Protocol to the Convention on Mutual
Assistance in Criminal Matters between the Member States of the European
Union (2001/C 326/01), (OJ C 326/01; 21.11.2001,P. 1)

B1-02

Council Act of 29 May 2000 establishing in accordance with Article 34 of the
Treaty on European Union the Convention on Mutual Assistance in Criminal
Matters between the Member States of the European Union (OJ C 197/1;
12.7.2000, P. 1)

B1-03

Agreement between the European Union and the Republic of Iceland and
the Kingdom of Norway on the surrender procedure between the Member
States of the European Union and Iceland and Norway (OJ L 292,
21.10.2006, p. 2-19)

B1-04

Second Additional Protocol to the European Convention on Mutual
Assistance in Criminal Matters (Strasbourg, 8.X1.2001)

B1-05

Additional Protocol to the European Convention on Mutual Assistance in
Criminal Matters (Strasbourg, 17.111.1978)

B1-06

European Convention on Mutual Assistance in Criminal Matters
(Strasbourg, 20.1V.1959)




B1-07

Third Additional Protocol to the European Convention on Extradition
(Strasbourg, 10.X1.2010)

B1-08

Second Additional Protocol to the European Convention on Extradition
(Strasbourg, 17.111.1978)

B1-09

Additional Protocol to the European Convention on Extradition (Strasbourg,
156.X.1975)

B1-10

European Convention on Extradition (Strasbourg, 13.XI11.1957)

B2) Mutual recognition: the European Arrest Warrant

B2-01

Council Framework Decision 2009/299/JHA of 26 February 2009 amending
Framework Decisions 2002/584/JHA, 2005/214/JHA, 2006/783/JHA,
2008/909/JHA and 2008/947/JHA, thereby enhancing the procedural rights
of persons and fostering the application of the principle of mutual recognition
to decisions rendered in the absence of the person concerned at the trial
(OJ L 81/24; 27.3.2009)

B2-02

Council Framework Decision of 13 June 2002 on the European arrest
warrant and the surrender procedures between Member States (OJ L 190/1;
18.7.2002, P. 1)

B2-03

Case law by the Court of Justice of the European Union on the European
Arrest Warrant — Overview, Eurojust, 15 March 2020

B2-04

Case C-717/18, X (European arrest warrant — Double criminality)
Judgement of the Court of 3 March 2020

B2-05

Case C-314/18, SF Judgement of the Court of 1 March 2020

B2-06

Joined Cases C-566/19 PPU (JR) and C-626/19 PPU (YC), Opinion of AG
Campos Sanchez-Bordona, 26 November 2019

B2-07

Case C-489/19 PPU (NJ), Judgement of the Court (Second Chamber) of 09
October 2019

B2-08

Case 509/18 (PF), Judgement of the Court (Grand Chamber), 27 May 2019

B2-09

Joined Cases C-508/18 (OG) and C-82/19 PPU (PI), Judgement of the
Court (Grand Chamber), 24 May 2019

B2-10

The Guardian Press Release: Dutch court blocks extradition of man to
'inhumane' UK prisons, 10 May 2019

B2-11

Case 551/18, IK, Judgement of the Court of 06 December 2018 (First
Chamber)

B2-12

CJEU Press Release No 141/18, Judgement in Case C-207/16, Ministerio
Fiscal, 2 October 2018

B2-13

CJEU Press Release No 135/18, Judgement in Case C-327/18 PPU RO, 19
September 2019

B2-14

Case C-268/17, AY, Judgement of the Court of 25 July 2018 (Fifth Chamber)

B2-15

Case C-220/18 PPU, ML, Judgement of the Court of 25 July 2018 (First
Chamber)

B2-16

Case C-216/18 PPU, LM, Judgement of the Court of 25 July 2018 (Grand
Chamber)

B2-17

InAbsentiEAW, Background Report on the European Arrest Warrant - The
Republic of Poland, Magdalena Jacyna, 01 July 2018

B2-18

Case C-571/17 PPU, Samet Ardic, Judgment of the court of 22 December
2017

B2-19

C-270/17 PPU, Tupikas, Judgment of the Court of 10 August 2017 (Fifth
Chamber)

B2-20

Case C-271/17 PPU, Zdziaszek, Judgment of the Court of 10 August 2017
(Fifth Chamber)

B2-21

Case C-579/15, Poptawski, Judgement of the Court (Fifth Chamber), 29
June 2017




B2-22

Case C-640/15, Vilkas, Judgement of the Court (Third Chamber), 25
January 2017

B2-23 |Case C-477/16 PPU, Kovalkovas, Judgement of the Court (Fourth
Chamber), 10 November 2016

B2-24 | Case C-452/16 PPU, Poltorak, Judgement of the Court (Fourth chamber),
10 November 2016

B2-25 | Case C-453/16 PPU, Ozcelik, Judgement of the Court (Fourth Chamber),
10 November 2016

B2-26 | Case C-294/16 PPU, JZ v Srédmiescie, Judgement of the Court (Fourth
Chamber), 28 July 2016

B2-27 | Case C241/15 Bob-Dogi, Judgment of the Court (Second Chamber) of 1
June 2016

B2-28 | C-108/16 PPU Pawet Dworzecki, Judgment of the Court (Fourth Chamber)
of 24 May 2016

B2-29 |Cases C-404/15 Pal Aranyosi and C-659/15 PPU Robert Caldararu,
Judgment of 5 April 2016

B2-30 | Case C-237/15 PPU Lanigan, Judgment of 16 July 2015 (Grand Chamber)

B2-31 | Case C-168/13 PPU Jeremy F / Premier ministre, Judgement of the court
(Second Chamber), 30 May 2013

B2-32 |Case C-399/11 Stefano Melloni v Ministerio Fiscal, Judgment of of 26
February 2013

B2-33 | Case C-396/11 Ciprian Vasile Radu, Judgment of 29 January 2013

B2-34 | C-261/09 Mantello, Judgement of 16 November 2010

B2-35 | C-123/08 Wolzenburg, Judgement of 6 October 2009

B2-36 | C-388/08 Leymann and Pustovarov, Judgement of 1 December 2008

B2-37 | C-296/08 Goicoechea, Judgement of 12 August 2008

B2-38 | C-66/08 Szymon Kozlowski, Judgement of 17 July 2008

B3) Mutual recognition: freezing and confiscation and asset recovery

B3-01

FATF, COVID-19-related Money Laundering and Terrorist Financing Risk
and Policy Responses, Paris, 4 May 2020

B3-02

Money-Laundering and COVID-19: Profit and Loss, Vienna, 14 April 2020

B3-03

FATF President Statement — COVID-19 and measures to combat illicit
financing, Paris 1 April 2020

B3-04

Moneyval Plenary Meeting report, Strasbourg, 31 January 2020

B3-05

Directive (EU) 2019/1153 of the European Parliament and of the Council of
20 June 2019, laying down rules facilitating the use of financial and other
information for the prevention, detection, investigation or prosecution of
certain criminal offences, and repealing Council Decision 2000/642/JHA

B3-06

Commission Delegated Regulation (EU) .../... of 13.2.2019

supplementing Directive (EU) 2015/849 of the European Parliament and of
the Council by identifying high-risk third countries with strategic
deficiencies, C(2019) 1326 final

B3-07

Regulation 2018/1805 of the European Parliament and of the Council on
the mutual recognition of freezing and confiscation orders, L 303/1,
Brussels, 14 November 2018

B3-08

Directive (EU) 2018/1673 of the European Parliament and of the Council of
23 October 2018 on combating money laundering by criminal law, L 284/22




B3-09

Directive (EU) 2018/843 of the European Parliament and of the Council of
30 May 2018 amending Directive (EU) 2015/849 on the prevention of the
use of the financial system for the purposes of money laundering or terrorist
financing, and amending Directives 2009/138/EC and 2013/36/EU (Text
with EEA relevance), PE/72/2017/REV/1 OJ L 156, p. 43—74, 19 June 2018

B3-10

Directive (EU) 2017/541 of the European Parliament and of the Council of 15
March 2017 on combating terrorism and replacing Council Framework
Decision 2002/475/JHA and amending Council Decision 2005/671/JHA

B3-11

Regulation (EU) 2016/1675 of 14 July 2016 supplementing Directive (EU)
2015/849 of the European Parliament and of the Council by identifying high-
risk third countries with strategic deficiencies (Text with EEA relevance)

B3-12

Directive (EU) 2015/849 of the European Parliament and of the Council of 20
May 2015 on the prevention of the use of the financial system for the
purposes of money laundering or terrorist financing, amending Regulation
(EU) No 648/2012 of the European Parliament and of the Council, and
repealing Directive 2005/60/EC of the European Parliament and of the
Council and Commission Directive 2006/70/EC (Text with EEA relevance)

B3-13

Regulation (EU) 2015/847 of the European Parliament and of the Council of
20 May 2015 on information accompanying transfers of funds and repealing
Regulation (EC) No 1781/2006 (Text with EEA relevance)

B3-14

Regulation (EC) No 1889/2005 of the European Parliament and of the
Council of 26 October 2005 on controls of cash entering or leaving the
Community

B3-15

Council Framework Decision of 26 June 2001 on money laundering, the
identification, tracing, freezing, seizing and confiscation of instrumentalities
and the proceeds of crime (2001/500/JHA)

B3-16

Council Decision of 17 October 2000 concerning arrangements for
cooperation between financial intelligence units of the Member States in
respect of exchanging information (2000/642/JHA)




B4) Mutual recognition: Convictions

B4-01

Council Framework Decision 2009/829/JHA of 23 October 2009 on the
application, between Member States of the European Union, of the principle
of mutual recognition to decisions on supervision measures as an
alternative to provisional detention (OJ L 294/20; 11.11.2009)

B4-02

Council Framework Decision 2008/947/JHA on the application of the
principle of mutual recognition to judgments and probation decisions with a
view to the supervision of probation measures and alternative sanctions (OJ
L 337/102; 16.12.2008)

B4-03

Council Framework Decision 2008/909/JHA of 27 November 2008 on the
application of the principle of mutual recognition to judgments in criminal
matters imposing custodial sentences or measures involving deprivation of
liberty for the purpose of their enforcement in the European Union (OJ L
327/27; 5.12.2008)

B4-04

Council Framework Decision 2008/675/JHA of 24 July 2008 on taking
account of convictions in the Member States of the European Union in the
course of new criminal proceedings (OJ L 220/32; 15.08.2008)

B4-05

Case C-234/18, Judgment of 20 March 2020

B4-06

Case C-390/16, Daniel Bertold Lada, Opinion of AG Bot, delivered on 06
February 2018

B4-07

Case C-171/16, Trayan Beshkov, Judgement of the Court (Fifth Chamber),
21 September 2017

B4-08

Case C-528/15, Policie CR,Krajské feditelstvi policie Usteckého kraje,
odbor cizinecké policie v Salah Al Chodor, Ajlin Al Chodor, Ajvar Al Chodor,
Judgement of the Court (Second Chamber), 15 March 2017

B4-09

Case C-554/14, Ognyanov, Judgement of the Court (Grand Chamber), 8
November 2016

B4-10

Case C-439/16 PPU, Milev, Judgement of the Court (Fourth Chamber), 27
October 2016

B4-11

C-294/16 PPU, JZ v Srédmiescie, Judgement of the Court (Fourth
Chamber), 28 July 2016

B4-12

C-601/15 PPU, J. N. v Staatssecretaris voor Veiligheid en Justitie,
Judgement of the Court (Grand Chamber), 15 February 2016

B4-13

C-474/13, Thi Ly Pham v Stadt Schweinfurt, Amt fir Meldewesen und
Statistik, Judgement of the Court (Grand Chamber), 17 July 2014

B4-14

Joined Cases C-473/13 and C-514/13, Bero and Bouzalmate, Judgement
of the Court (Grand Chamber), 17 July 2014

B4-15

C-146/14 PPU, Bashir Mohamed Ali Mahdi, Judgement of the Court (Third
Chamber), 5 June 2014

B4-16

Case C-383/13 PPU, M. G., N. R., Judgement of the Court (Second
Chamber), 10 September 2013




B5) Mutual recognition in practice: evidence and e-evidence

B5-01

The European Law Blog, ,E-Evidence: The way forward. Summary of a
Workshop held in Brussels on 25 September 2019, Theodore Christakis, 06
November 2019

B5-02

Joint Note of Eurojust and the European Judicial Network on the Practical
Application of the European Investigation Order, June 2019

B5-03

European Commission, Press Release, ,Security Union: Commission
recommends negotiating international rules for obtaining electronic
evidence”, Brussels, 05 February 2019

B5-04

EURCRIM, “The European Commission‘s Proposal on Cross Border Access
to e-Evidence — Overview and Critical Remarks” by Stanislaw Tosza, Issue
4/2018, pp. 212-219

B5-05

Recommendation for a Council Decision authorising the opening of
negotiations in view of an agreement between the European Union and the
United States of America on cross-border access to electronic evidence for
judicial cooperation in criminal matters, COM(2019) 70 final, Brussels, 05
February 2019

B5-06

Annex to the Recommendation for a Council Decision authorising the
opening of negotiations in view of an agreement between the European
Union and the United States of America on cross-border access to electronic
evidence for judicial cooperation in criminal matters, COM(2019) 70 final,
Brussels, 05 February 2019

B5-07

Fair Trials, Policy Brief, ,The impact on the procedural rights of defendants
of cross-border access to electronic data through judicial cooperation in
criminal matters”, October 2018

B5-08

ECBA Opinion on European Commission Proposals for: (1) A Regulation on
European Production and Preservation Orders for electronic evidence & (2)
a Directive for harmonised rules on the appointment of legal representatives
for the purpose of gathering evidence in criminal proceedings, Rapporteurs:
Stefanie Schott (Germany), Julian Hayes (United Kingdom)

B5-09

Proposal for a Directive of the European Parliament and of the Council
laying down harmonised rules on the appointment of legal representatives
for the purpose of gathering evidence in criminal proceedings, COM(2018)
226 final, Strasbourg, 17 April 2018

B5-10

Proposal for a Regulation of the European Parliament and of the Council on
European Production and Preservation Orders for electronic evidence in
criminal matters, COM(2018) 225 final, Strasbourg, 17 April 2018

B5-11

Non-paper from the Commission services: Improving cross-border access
to electronic evidence: Findings from the expert process and suggested way
forward (8 June 2017)

B5-12

Non-paper: Progress Report following the Conclusions of the Council of the
European Union on Improving Criminal Justice in Cyberspace (7 December
2016)

B5-13

ENISA 2014 - Electronic evidence - a basic guide for First Responders
(Good practice material for CERT first responders)

B5-14

Directive 2014/41/EU of 3 April 2014 regarding the European Investigation
Order in criminal matters (OJ L 130/1; 1.5.2014)

B5-15

Guidelines on Digital Forensic Procedures for OLAF Staff’ (Ref.
Ares(2013)3769761 - 19/12/2013, 1 January 2014

B5-16

ACPO Good Practice Guide for Digital Evidence (March 2012)

B5-17

Council Framework Decision 2008/978/JHA of 18 December 2008 on the
European evidence warrant for the purpose of obtaining objects, documents




and data for use in proceedings in criminal matters (OJ L, 350/72,
30.12.2008)

B5-18 | Council Framework Decision 2003/577/JHA of 22 July 2003
on the execution in the European Union of orders freezing property or
evidence (OJ L 196/45; 2.8.2003)

B5-19 | Directive 2000/31/EC of the European Parliament and of the Council of 8
June 2000 on certain legal aspects of information society services, in
particular electronic commerce, in the Internal Market (Directive on
electronic commerce) (Official Journal L 178/1, 17.7.2000)

B5-20 | Communication from the Commission to the European Parliament, the

Council, the Economic and Social Committee and the Committee of the
Regions ensuring security and trust in electronic communication - Towards
a European Framework for Digital Signatures and Encryption (COM (97)
503), October 1997

B6) Criminal records, Interoperability

B6-01

Regulation (EU) 2019/816 of the European Parliament and of the Council of
17 April 2019 establishing a centralised system for the identification of
Member States holding conviction information on third-country nationals and
stateless persons (ECRIS-TCN) to supplement the European Criminal
Records Information System and amending Regulation (EU) 2018/1726 )
(OJ L135/85, 22.05.2019)

B6-02

Regulation (EU) 2019/818 of the European Parliament and of the Council of
20 May 2019 on establishing a framework for interoperability between EU
information systems in the field of police and judicial cooperation, asylum
and migration and amending Regulations (EU) 2018/1726, (EU) 2018/1862
and (EU) 2019/816 (OJ L 135/85, 22.05.2019)

B6-03

Regulation (EU) 2019/817 of the European Parliament and of the Council of
20 May 2019 on establishing a framework for interoperability between EU
information systems in the field of borders and visa and amending
Regulations (EC) No 767/2008, (EU) 2016/399, (EU) 2017/2226, (EU)
2018/1240, (EU) 2018/1726 and (EU) 2018/1861 of the European
Parliament and of the Council and Council Decisions 2004/512/EC and
2008/633/JHA (OJ L 135/27, 22.05.2019)

B6-04

Directive of the European Parliament and of the Council amending Council
Framework Decision 2009/315/JHA, as regards the exchange of information
on third-country nationals and as regards the European Criminal Records
Information System (ECRIS), and replacing Council Decision
2009/316/JHA, PE-CONS 87/1/18, Strasbourg, 17 April 2019

B6-05

Council Framework Decision 2009/315/JHA of 26 February 2009 on the
organisation and content of the exchange of information extracted from the
criminal record between Member States (OJ L 93/23; 07.4.2009)

B6-06

Council Decision on the exchange of information extracted from criminal
records — Manual of Procedure (6397/5/06 REV 5; 15.1.2007)

B6-07

Council Decision 2005/876/JHA of 21 November 2005 on the exchange of
information extracted from the criminal record (OJ L 322/33; 9.12.2005)
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B7

) Conflicts of jurisdiction — Ne bis in idem

B7-01 | Case law by the Court of Justice of the European Union on the principle of
ne bis in idem in criminal matters, Eurojust, April 2020

B7-02 | Council Framework Decision 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exercise of jurisdiction in criminal
proceedings (OJ L 328/42; 15.12.2009, P.42)

B7-03 | European Convention on the Transfer of Proceedings in Criminal Matters
(Strasbourg, 15.V.1972)

C) Procedural guarantees in the EU

C-01

Directive (EU) 2016/1919 of the European Parliament and of the Council of
26 October 2016 on legal aid for suspects and accused persons in criminal
proceedings and for requested persons in European arrest warrant
proceedings (OJ L 297/1, 4.11.2016)

C-02

Directive (EU) 2016/800 of the European Parliament and of the Council of
11 May 2016 on procedural safeguards for children who are suspects or
accused persons in criminal proceedings (OJ L 132 1; 21.5.2016)

C-03

Directive 2016/343 of 9 March 2016 on the strengthening of certain aspects
of the presumption of innocence and of the right to be present at the trial in
criminal proceedings (11.3.2016; OJ L 65/1)

C-04

Directive 2013/48/EU of 22 October 2013 on the right of access to a lawyer
in criminal proceedings and in European arrest warrant proceedings, and
on the right to have a third party informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty (OJ L 294/1; 6.11.2013)

C-05

Directive 2012/13/EU of the European Parliament and of the Council of 22
May 2012 on the right to information in criminal proceedings (1.6.2012; OJ
L 142/1)

C-06

Directive 2010/64/EU of the European Parliament and of the Council of 20
October 2010 on the right to interpretation and translation in criminal
proceedings (OJ L 280/1; 26.10.2010)

C-07

Case C-659/18, Judgement of the Court of 2 March 2020

C-08

Case C-688/18, Judgement of the Court of 3 February 2020

C-09

Case C-467/18, Rayonna prokuratura Lom, Judgment of the Court of 19
September 2019

C-10

Case C-467/18 on directive 2013/48/EU on the right of access to a lawyer
in criminal proceedings, EP, Judgement of the court (Third Chamber), 19.
September 2019

Case C-377/18, AH a. o., Judgment of the Court of 05 September 2019

Case C-646/17 on directive 2012/13/EU on the right to information in
criminal proceedings, Gianluca Moro, Judgement of the Court (First
Chamber), 13 June 2019

C-13

Case C-8/19 PPU, criminal proceedings against RH (presumption of
innocence), Decision of the Court (First Chamber), 12. February 2019

C-14

Case C-646/17, Gianluca Moro, Opinion of the AG Bobek, 05 February
2019

C-15

Case C-551/18 PPU, IK, Judgment of the Court (First Chamber), 6
December 2018

C-16

Case C-327/18 PPU, RO, Judgment of 19 September 2018 (First Chamber)

C-17

Case C-268/17, AY, Judgment of the Court (Fifth Chamber), 25 July 2018

C-18

Case C-216/18 PPU, LM, Judgment of 25 July 2018 (Grand Chamber)
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C-19 |Joined Cases C-124/16, C-188/16 and C-213/16 on Directive 2012/13/EU
on the right to information in criminal proceedings lanos Tranca, Tanja
Reiter and lonel Opria, Judgment of 22 March 2017 (Fifth Chamber)

C-20 |Case C-439/16 PPU, Emil Milev (presumption of innocence), Judgment of
the Court (Fourth Chamber), 27 October 2016

C-21 |Case C-278/16 Frank Sleutjes (“essential document” under Article 3 of
Directive 2010/64), Judgment of 12 October 2017 (Fifth Chamber)

C-22 | C-25/15, Istvan Balogh, Judgment of 9 June 2016 (Fifth Chamber)

C-23 | Opinion of Advocate General Sharpston, delivered on 10 March 2016,
Case C-543/14

C-24 |C-216/14 Covaci, Judgment of 15 October 2015
(First Chamber)

D) Approximating criminal law and Victims” Rights

D1) Terrorism

D1-01

Terrorism Situation and Trend Report (TE-SAT) 2019

D1-02

Communication from the Commission to the European Parliament, the
European Council and the Council, Twentieth Progress Report towards an
effective and genuine Security Union, COM(2019) 552 final, Brussels, 30
October 2019

D1-03

Communication from the Commission to the European Parliament, and the
Council, Towards better Implementation of the EU's anti-money laundering
and countering the financing of terrorism framework, COM(2019) 360 final,
Brussels, 24 July 2019

D1-04

Directive (EU) 2019/713 of the European Parliament and of the Council of
17 April 2019 on combating fraud and counterfeiting of non-cash means of
payment and replacing Council Framework Decision 2001/413/JHA, L
123/18

D1-05

Commission Delegated Regulation (EU) 2019/758 of 31 January 2019
amending Directive (EU) 2015/849 of the European Parliament and of the
Council with regard to regulatory technical standards for the minimum
action and the type of additional measures credit and financial institutions
must take to mitigate money laundering and terrorist financing risk in certain
third countries, L 125/4 (Text with EEA relevance)

D1-06

Council Decision (CFSP) 2019/25 of 08 January 2019 updating the list of
persons, groups and entities subject to Articles 2, 3 and 4 of Common
Position 2001/931/CFSP on the application of specific measures to combat
terrorism and repealing Decision (CFSP) 2016/1136, Brussels, 08 January
2019

D1-07

Proposal for a Regulation of the European Parliament and of the Council
on preventing the dissemination of terrorist content online, Brussels,
12.9.2018, COM(2018) 640 final

D1-08

Regulation (EU) 2017/2226 of the European Parliament and of the Council
of 30 November 2017 establishing an Entry/Exit System (EES) to register
entry and exit data and refusal of entry data of third-country nationals
crossing the external borders of the Member States and determining the
conditions for access to the EES for law enforcement purposes, and
amending the Convention implementing the Schengen Agreement and
Regulations (EC) No 767/2008 and (EU) No 1077/2011 (OJ L 327/20;
9.12.2017)

D1-09

Directive (EU) 2017/541 of the European Parliament and of the Council of
15 March 2017 on combating terrorism and replacing Council Framework
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Decision 2002/475/JHA and amending Council Decision 2005/671/JHA (OJ
L 88/6)

D1-10

Directive (EU) 2016/681 of the European Parliament and of the Council of
27 April 2016 on the use of passenger name record (PNR) data for the
prevention, detection, investigation and prosecution of terrorist offences
and serious crime (OJ L 119/132; 4.5.2016)

D2) Trafficking in Human Beings, Migrant Smuggling and Sexual Exploitation of

Children

D2-01

Regulation of the European Parliament and of the Council amending
Regulation (EC) No 810/2009 establishing a Community Code on Visas
(Visa Code), PE-CONS 29/19, Brussels, 15 May 2019

D2-02

European Migrant Smuggling Centre — 4th Annual Activity Report, The
Hague, 15 May 2020

D2-03

Report from the European Commission to the European Parliament and the
Council, Second report on the progress made in the fight against trafficking
in human beings (2018) as required under Article 20 of Directive
2011/36/EU on preventing and combating trafficking in human beings and
protecting its victims, COM(2018) 777 final, Brussels, 03 December 2018

D2-04

UNODC - Global Study on Smuggling of Migrants 2018, Vienna/New
York, June 2018

D2-05

Council Conclusions on setting the EU's priorities for the fight against
organised and serious international crime between 2018 and 2021,
Brussels, 9450/17, 19 May 2017

D2-06

Directive 2011/36/EU of 5 April 2011 on preventing and combating
trafficking in human beings and protecting its victims, and replacing Council

Framework Decision 2002/629/JHA

D3) Cybercrime

D3-01

Internet Organised Crime Threat Assement (IOCTA) 2019

D3-02

Special Eurobarometer 480, Report, “Europeans” Attitudes towards Internet
Security”, Brussels, March 2019

D3-03

Directive 2013/40/EU of the European Parliament and of the Council of 12
august 2013 on attacks against information systems and replacing Council
Framework Decision 2005/222/JHA (Official Journal L 218/8 of 14.08.2013

D3-04

Directive of the European Parliament and of the Council on combating the
sexual abuse, sexual exploitation of children and child pornography,
repealing Framework Decision 2004/68/JHA (OJ L 335/; 17.12.2011)

D3-05

Council Framework Decision 2005/222/JHA of 24 February 2005 on attacks
against information systems (OJ L 69/67; 16.3.2005)

D3-06

Council Framework Decision 2004/68/JHA of 22 December 2003 on
combating the sexual exploitation of children and child pornography (OJ L
13/44; 20.1.2004)

D3-07

Additional Protocol to the Convention on cybercrime, concerning the
criminalisation of acts of a racist and xenophobic nature committed through
computer systems (Strasbourg, 28.1.2003)

D3-08

Convention on Cybercrime (Budapest, 23.X1.2001)
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D4) Protecting Victims” Rights

D4-01

European Commission, Executive Summary of the Report on strengthening
Victims” Rights: From Compensation to Reparation — For a new EU Victims’
Rights Strategy 2020-2025, Report of the Special Adviser Joélle Milquet to
the President of the European Commission, Brussels, 11 March 2019

D4-02

Regulation (EU) No 606/2013 of the European Parliament and of the
Council of 12 June 2013 on mutual recognition of protection measures in
civil matters

D4-03

European Commission, DG Justice Guidance Document related to the
transposition and implementation of Directive 2012/29/EU of the European
Parliament and of the Council of 25 October 2012 establishing minimum
standards on the rights, support and protection of victims of crime, and
replacing Council Framework Decision 2001/220/JHA

D4-04

Directive 2012/29/EU of the European Parliament and of the Council of
25 October 2012 establishing minimum standards on the rights, support
and protection of victims of crime, and replacing Council Framework
Decision 2001/220/JHA

D4-05

Directive 2011/99/EU of the European Parliament and of the Council of
13 December 2011 on the European protection order

D4-06

Council Directive 2004/80/EC of 29 April 2004 relating to compensation to
crime victims

D4-07

Website of the European Union Agency for Fundamental Rights (FRA) —
Victims’ rights

D4-08

Victim Support Europe

E) Criminal justice bodies and networks

E1) European Judicial Network

E1-01

European Judicial Network, Report on Activities and Management 2017-
2018

E1-02

Council Decision 2008/976/JHA of 16 December 2008 on the European
Judicial Network (OJ L 348/130, 24.12.2008, P. 130)

E2) Eurojust

E2-01 | Eurojust quarterly newsletter

E2-02 | Eurojust Guidelines on Jurisdiction

E2-03 | Eurojust Annual Report 2019

E2-04 | Guidelines for deciding on competing requests for surrender and extradition,
October 2019

E2-05 | Regulation (EU) 2018/1727 of the European Parliament and of the Council
of 14 November 2018 on the European Union Agency for Criminal Justice
Cooperation (Eurojust), and replacing and
repealing Council Decision 2002/187/JHA
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E3) Europol

E3-01 | Europol Report — Beyond the Pandemic — How COVID-19 will shape the
serious and organised crime landscape in the EU, 30 April 2020
E3-02 | Regulation (EU) 2015/2219 of the European Parliament and of the Council

of 25 November 2015 on the European Union Agency for Law Enforcement
Training (CEPOL) and replacing and repealing Council Decision
2005/681/JHA

E4) European Public Prosecutor’s Office

E4-01

Decision 2019/1798 of the European Parliament and of the Council of 14
October 2019 appointing the European Chief Prosecutor of the European
Public Prosecutor’s Office (OJ L 274/1, 28.10.2019)

E4-02

Opinion on the proposal for a regulation of the European Parliament and of
the Council amending Regulation (EU, Euratom) No 883/2013 concerning
investigations conducted by the European Anti-Fraud Office (OLAF) as
regards cooperation with the European Public Prosecutor's Office and the
effectiveness of OLAF investigations Committee on Civil Liberties, Justice
and Home Affairs, Rapporteur for opinion: Monica Macovei, 11.1.2019

E4-03

German Judges' Association: Opinion on the European Commission's
initiative to extend the jurisdiction of the European Public Prosecutor's
Office to include cross-border terrorist offences, December 2018 (only
available in German)

E4-04

Communication from the Commission to the European
Parliament and the European Council: A Europe that protects: an
initiative to extend the competences of the European Public
Prosecutor's Office to cross-border terrorist crimes, Brussels,
12.9.2018, COM(2018) 641 final

E4-05

Annex to the Communication from the Commission to the

European Parliament and the European Council: A Europe that protects: an
initiative to extend the competences of the European Public Prosecutor's
Office to cross-border terrorist crimes, Brussels, 12.9.2018, COM (2018)
641 final

E4-06

Council Implementing Decision (EU) 2018/1696 of 13 July 2018
on the operating rules of the selection panel provided for in
Article 14(3) of Regulation (EU) 2017/1939 implementing
Enhanced cooperation on the establishment of the European
Public Prosecutor's Office (‘the EPPQO’)

E4-07

Annex to the Proposal for a Council Implementing Decision on
the operating rules of the selection panel provided for in Article
14(3) of Regulation (EU) 2017/1939 implementing enhanced
cooperation on the establishment of the European Public
Prosecutor's Office ("the EPPQ"), Brussels, 25.5.2018,
COM(2018) 318 final)

E4-08

Council Regulation (EU) 2017/1939 of 12 October 2017 implementing
enhanced cooperation on the establishment of the European Public
Prosecutor’s Office (‘the EPPQO’)
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F) Data Protection

F-01

Directive (EU) 2016/680 of the European Parliament and of the Council of
27 April 2016 on the protection of natural persons with regard to the
processing of personal data by competent authorities for the purposes of
the prevention, investigation, detection or prosecution of criminal offences
or the execution of criminal penalties, and on the free movement of such
data, and repealing Council Framework Decision 2008/977/JHA (4.5.2016;
OJ L 119/89)

G) Police Cooperation in the EU

G1) General

G1-01

European Commission, Press Release, ,Commission marks ten years of
judicial and police cooperation between between Member States of the
European Union”, 01 December 2019

G1-02

Regulation of the European Parliament and of the Council on establishing a
framework of interoperability between EU information systems in the field of
police and judicial cooperation, asylum and migration and amending
Regulations (EU) 2018/1726 and (EU) 2018/1862 and (EU) 2019/816 [the
ECRIS-TCN Regulation], PE-CONS 31/19, Brussels, 2 May 2019

G1-03

Regulation (EU) 2018/1862 of the European Parliament and of the Council
of 28 November 2018 on the establishment, operation and use of the
Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council
Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of
the European Parliament and of the Council and Commission Decision
2010/261/EU

G1-04

Council Decision 2008/616/JHA of 23 June 2008 on the implementation of
Decision 2008/615/JHA on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (OJ L 210/12;
06.08.2008)

G1-05

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008)

G1-06

Council Framework Decision of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (OJ L 386/89;
29.12.2006, P. 89)

G1-07

Convention on the stepping up of cross-border cooperation, particularly in
combating terrorism, cross-border crime and illegal migration of 27. May
2005 (10900/05; 27.5.2005)

G2) Joint Investigation Teams (JITs)

G2-01 | Eurojust Information on JITs

G2-02 | Third JIT Evaluation Report, Eurojust, March 2020

G2-03 | Joint Investigation Teams Practical Guide (Brussels, 14 February 2017;
6128/1/17)

G2-04 | Council Resolution on a Model Agreement for Setting up a Joint
Investigation Team (JIT) — 2017/C18/01, Strasbourg, 19 January 2017
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G2-05

Council Framework Decision of 13 June 2002 on joint investigation teams
(OJ L 162/1; 20.6.2002)
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What is the Internet ?

Internet, a system architecture that has revolutionized communications and
methods of commerce by allowing various computer_networks around the
world to interconnect. Sometimes referred to as a['network of networks”

https://www.britannica.com/technology/Internet

World Wide Web (WWW) [...] the|leading information retrieval service|of
the Internet (the worldwide computer network). The Web gives users access
to a vast array of documents that are connected to each other by means of
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that
link related pieces of information in order to allow a user easy access to
them.

https://www.britannica.com/topic/World-Wide-Web
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What is the Internet ?

Internet, a system architecture that has revolutionized communications and
methods of commerce by allowing various computer networks around the
world to interconnect. Sometimes referred to as a “network of networks”

https://www.britannica.com/technology/Internet

World Wide Web (WWW) [...] the leading information retrieval service of
the Internet (the worldwide computer network). The Web gives users access
to a vast array of documents that are connected to each other by means of
hypertext or hypermedia links—i.e., hyperlinks, electronic connections that
link related pieces of information in order to allow a user easy access to

them.
https://www.britannica.com/topic/World-Wide-Web
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The Internet
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WWW 49% WWWwW
Indexed by

search engines;
publicly
accessible

Deep Web 90%

Not indexed by search engines:
Govt. communications;
@& InZeit banks; corporations; medical records;




Special software
for access; spies,
dissidents &
criminals

Internet Anonymity
and prevents
online surveillance

@ InZeit

DarkNet 6%

TOR (“"The Onion
Router”)
Started as US
Navy-funded
project 1995

DarkNet 6%

US DARPA
“ARPANET"”
29 Oct 1969

@ InLeit

Deep Web 90%

WWW 4%

SirTim
Berners-Lee
CERN=* 1989

*Conseil européen pour la recherche nucléaire




“Internet uptake has accelerated during the pandemic”

@ InZeit

MNumber of Internet users, billions
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https://www.itu.int/itu-d/reports/statistics/2021/11/15/internet-use/

Numsber of internet and social media users worldwide as

Mumber of users in billions

@ InZeit

of July 2022 (in billions)

503

Internet Users Social Media
5.03 Billion Users

4.7 Billion

63 %
global
population

59 %
global
population

Internet users Social media users

Source: Statista September 20, 2022
https://www.statista.com/statistics/617136/digital-population-worldwide/
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Pandemic Risks:

+ Greater ‘attack surface’

« Use of domestic devices & networks (less security)
« Bring Your Own Device

« Video Conferencing vulnerabilities

« Increased use for banking/shopping

* Loneliness (romance fraud)

« 2?? Abrupt sacking of staff in IT companies???

+m ;- . Interesting presentation: https://rm.coe.int/presentation-fernando-miro-llinares-the-impact-of-covid-19-on-
@ Iill dlt cybercri/1680ale42f

11

The Internet?

Insecure by design

N - .
@ .I=i< !«é FA.I.E Image by Unknown Author is licensed under CC BY-NC
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Must prove:
Which device used in the offence
AND

Who was using it at the relevant time.
(traditional forensics may also help)

Please note:
Information has been simplified to make it easier to understand and remember

Identifiers have been redacted

@ InZeit
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HTTP & HTTPS
(Hyper Text Transfer Protocol (Secure))

Indexed ‘pages’
Collection of pages = Website

Unique Resource Locators (URLSs)
= the website address in words
(linked to IP Address)

Domain Name
= the name you remember + the domain
extension
(e.g. era.int)

@ InZeit
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http://www.era.int

Protocol

—
www.era.int
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Protocol

_AL
/e \

www.era.int
%r_l

Indicates
WWW
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@ InZeit

Protocol

K_H

Domain

~—
www.era.int

N—vy—

Indicates
wWww
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Protocol Domain

rA\ K_H

www.era.int

—— —

Indicates Top level
WWWwW domain

.gov .com .edu .org .net .co.uk .de .fr

@ Inleit

https://en.wikipedia.org/wiki/List_of_Internet_top-level_domains

19

Whois

Register of Internet domain name
‘owners’
* Registrant data may be false
- Hidden behind a registration service
* Place to start search

« EU GDPR Rules - Whois blocked
(Authorised groups still have access)

@ InZeit

20



When websites change:

INTERNET ARCHIVE

(aybgeknachie

(http:/ /web.archive.org)

@ Inleit
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INTERNET ARCHIVE BExqios 408 billion wek pages saved overtime

=== JagRaehaing -

- Collections - Changes - Summary - Site Map WWW.era_lnt

Saved 451 times between Felruary 29, 2000 and July 7, 2012

cadia .f.ij.nl..!:!l.l.l.illl..l. j ) ....L..nhlhl.u;ﬂLﬂJﬂi

18E 183 2000 200 B L R DI Ll 2019

| -|.I.|LII.|.LIIJ.I.I ﬂ-ll.l..l..u‘.,.

wl
1] 2003 20 b [ 2003 a4 2005 206

@ Inleit
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INTERNET ARCHIVE gy

Saved 451 imes beiween Fe 7,2018.
LIu..l.u:ﬂ.Lm.h i
o5 2o 201 sy 2

al ...:..I.uiJJu.l.i.Ill..l....i-.
wor 1ss s oz ooe 208 2008 a0
< >
- & i e~
. "
- » a e
+ @D @
. u
. - . -
- o - oee

& InZeit
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Website from 23 June 2000

PNTRARET A RENTYE AEp W RE Y PUBNOEN Qe INdes Atm (<]

Welcome to the ERA website

To continye, please choose Fom the menu on your letoron the op of the page

Acadarmy of EUropesn Law

2
= Europiische Reciisaksder
|- Acanémie de Droil EUropsen
" t
2

Programme 2000: English - French - German | pdffles)

@ InZeit
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@ Inleit

Normally:
First step is

An Interne S is the unique number
generatey

a conne
messages

g identify the source & destination of
aCross the Internet (like a postal address).

25

Example: tracking a Russian Money Launderer

GO

2014 Tokyo Bitcoin Exchange went bankrupt
Hacked:

750,000 BTC users
100,000 BTC own
(7% of all BTC in existence)

“Loss: $530million”

Images by Unknown Author are licensed under CC BY-SA
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GO

Stolen BTC tracked by Chainalysis
Eventually ended up at BTC-e Exchange

BTC-e

Bitcoin Exchange

BTC-e ownership and location unknown

Images by Unknown Author are licensed under CC BY-SA
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4o Last Price: 612,001 USD Low: 607.819 USD High: 614.751 USD EMal
B I c O volume: 3689 BTC 7 2251278 USD Server Time: 07.10.16 14:00 Password

Login | Sign up | Lost password

o -
Trade News Terms FAQ PAMM Support 5 o B
Latest news: Tepeauriy
salas: Tracert failing 10 53 ms 57 ms
02/10/16 Update: Security 0

58 ms 164.58.244.46 11 58 ms 57 ms 57
ms 164.58.244.17 127~ 7

Company behind BTC-e: . s BTC-e website

- Canton Business i stated hosted
Corporation s | emee fy Bulgaria, but

- Registered in the T et “subject to the
Seychelles '

as: Noaa, needs
I

e 1AWS OF Cyprus”

all news
- s fontas still barueus
* Russian 1 elephone number e
: huabi still crashing ?
. j4321: can vera still not make a correct
I3ttleharry 15‘10‘1359.5!! . prediction?
BOHCTMHY, FOCTIOAa - "6e3 N10xa 1 Hu3Hb naoxa” (C). B rofose He yKNaabiBAeTcs, Kak MOKHO ) i
1033Th. /IVIHAKOBEIE NaPONIM?! 5 ECNM 110 OWIMOKE NACT NAONA re-HUby L CAenalo o Apyroro | (132 1t hev now huohi. dant crush neanles
cepBuca - cpasy 6ery TyAa U Naponb MEHSIO, NGO CTPEMHO - BAPYT Fie B 7IOTaX NOTOM 3T0T ignintawnte.

naponb 3acBETMTER. A TYT... HeT cos.

dev 18.10.13 08:57

Jumpinglorddel, 3To NOMOXET TONBKO ECTN CAENATH MPUHYAMTENbHBIM. A ECAM XOTHTE Gonee
38LUMUIEHHBIA AKKAYHT, TO BCE AOCTATOYHO NPOCTO:

1. Mcnonb3osath Moy Ha gmail ¢ AByxdaKTopHOR ayTerTMKauNed no cie (nu6o ¢
‘t Yal

@ inZeit https://btc-e.com/ 7 October 2016

28



BTC-e BTC-e hosted on
Bitcoin Exchange Server in
Northern Virginia
Legal Process

' served Investigators covertly
PR — copied (‘imaged’)

CLOUDFLARE. BTC-e’s files
Protected BTC-e l

IP Addresses Logs showed 3

BTC-e Admins administrators
Protected IPs (i.e. persons who managed
Posts written in Russian the system)
@;illc:t .
Excellene in Aculty Images by Unknown Author are licensed under CC BY-SA
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Bitcointalk Forum
Admin used Username:
“WME"

(Username linked to known carder)

Email account on

wm-exchanger.com
=0 Web Money Exchanger

//

o
-~ Dispute with CryptXchange (Australia)

e

2012 Posted Lawyer’s letter headed
“Demand for the release of
Alexander Vinnik’'s funds”

@ Inleit
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User WME = Alexander Vinnik

. o 2020
monitored Vinnik’s extradited to
July 2017 accounts France
Arrested in Mid-2016 he logged

Sentenced to

Thessaloniki into one of accounts
5 years,

using unmasked IP

deported to

France, Greece 2022

Russia, USA IP of luxury hotel
sought outside Russia

Extradition

5 August 2022
Hotel Chain HQ in USA extradited to
(VLY.

Subpoena for Passport

@l"“’rﬁ.‘..‘. Further Reading : “Tracers in the Dark” (2022) Andy Greenberg
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@ InZeit

Internet Protocol (IP) Addresses

Two types:
- Static (always the same)

. Dynamic (only lasts as long as connected)

Two versions:
IPv4

(4.3 billion - not enough numbers for everyone)

IPv6

What's yours? www.ipchicken.com

32




Every website (every connection to Internet)
has an associated IP address:

www.era.int

IPv4:
195.243.153.54

IPv6:
0:0:0:0:0:ffff:c3f3:9936

@ InZeit

33

IP Address:
« Geo-specific
- Identifies:
% The country
% The ISP
ISP holds records of usage

@ InZeit
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Be careful what you ask for ...
IP Address:

Needs to be carefully recorded
Time stamped to the second

@ InZeit
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A police force was conducting an investigation into the use of
blackmail to incite sexual acts by children over social media.
The force made a series of accurate applications to identify the
person using the offending account. In their final application, a
request was made to find the broadband account used to first
register the username. When sending thisinformation tothe CSP,
a transposition error changed the day and month. The name
U K I nfo rm ation and address received in response to this incorrect information

became the base upon which an intelligence package was built.

Com mi Ssioner’ & | This intelligence was sent to another force who executed a

search warrant at the incorrect address. Officers seized a large
number of devices for forensic examination. All four occupants,
Re po rt 2 0 1 6 including two children, were subsequently interviewed voluntarily.
Because of the possible threat to the children at the address,
social services were called in to assist, and briefly separated the
children from their parents. The family’s solicitor received the IP
resolution results through the legal disclosure process. This was
queried by the account holder, and the error was revealed.

The police searched an address unconnected with their
investigation, carried out forensic examination of a large
number of devices owned by innocent people and conducted
voluntary interviews of four people. This included two children
who were then subject to formal safeguarding processes,
including being separated from their parents for a weekend.

= A https://www.gov.uk/government/uploads/system/uploads/attachment_d
@ Inleit ata/file/670219/I0CCO_annual_report_2016_2.PDF p74

acelience in Aeuity
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@ InZeit

“Blackmail to incite sexual acts by children
over social media.”
“"When sending this information to the CSP, a |

transposition error changed the day and
month”

m\"

| including two children, were subsequently interviewed volur;tarily.

Search warrant on wrong house

* Four occupants (2 children) interviewed

- Social services called and removed children |
for weekend

- Digital devices examined forensically

L

https://www.gov.uk/government/uploads/system/uploads/attachment_d
ata/file/670219/I0CCO_annual_report_2016_2.PDF p74
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MAC Address:

(Media Access Control or Physical Address)

195.243.153.54




MAC Address:
(Media Access Control or
Physical Address)

« Identifies the device on the network
« Built into the device by manufacturer

« (normally) not broadcast beyond
network

 But can ‘leak’ (e.g. some IPv6 versions)

& InZeit
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] Technitium MAC Address Changer v6 - by Shreyas Zare - X
File Action Options Help
Network Connections Changed | MAC Address Link Status Speed | ~
E“i Hidden ZE
] Ethomet 2 FO— TR ———————
] Ethemet 4
[ HMAI Pro VPN
ifomain | 1P s Proses] Original MAC Address
Connection Detads
~ : E8E Hidden -CE
fom wast Technitium MAC Address Changer v6 - by Shreyas Zare = X
Device Inte(R] WirelessH 7
Hudn::l: PCI\VEN_, = Imd Eum‘de w File Action Options Help
Config ID (4D0130E . Network Connections [ MAC Address [ Link Status | Speed | ~
" } Active MAC Admvir Yes ) Up, Operational 300 mbps
TCP/IPv4: Enasbled - Ethemet 2 No 00_Hidden BE Up. Non Operational 100 mbps
Change MAC Address EQf Hidden .{&evenes ves 00 Hidden }48 Up. Non Operational 10 mbps
_____ [¥] HMAI Pro VPN No 00 Hidden A3 Up. Non Operational 100 mbos
Intel Corporate [&==
Informati
W Automatically restart network connection to apply changes Conne: - =
W Make new MAC address persistent g T Coin 0 I'I_CIII"IBI “Ac AMle”
¥ Use 02 as first octat of MAC address Why? “qﬂ:;d 1 \ E8'I Hidden "‘CE
‘ ] 5.;—[ e : Hardw > -
= cogy Intel Corporate (Address: Lot 8, Jalan Hi-Tech 2/3,
TCP .
— Active MAC Address
—  02-36-D08-93-07-3D (Changed)
Unknown Vendor
¥ Aut : o
B Mk oo B oot s Fieceived 260.76 KB (267015 bytes)
W Use 02 as frst oclet of MAC addiess Why? Speed 37.73KB/s (38635 bytes)
Eesepind | S Spesd 2752K8/s 161 bjes)

@ InZeit
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@ Inleit

Phones - IMEI

International Mobile Equipment Identity

“Also MEID (Mobile Equipment Identifier)

“+Hardcoded into mobile device by
manufacturer (make and model can be
traced)

<+ Identifies the device to the Cell Network

+Get IMEI Number key in: *#06#

41

@ InLeit

Hiding an IP
« Public Access Points
« Piggybacking
« Compromised devices

- Proxy servers
« Virtual Private Networks
« Anonymisers

« Carriergrade NAT

42




@ Inleit

4 March 2015, California

Home burgled

65-inch Smart TV (with Netflix)
stolen

Victim realised someone using her
Netflix account

43

@ Inleit

[ft

Bobby Alexander

Police obtained IP address
Raided the given address
Came up with nothing

Owners explained neighbour used
their wifi account

44
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Virtual Private Networks
(VPNs)

VPNs enable access to the Internet through a
remote computer/server using encrypted
communication channel/tunnel

VPNs can be used by criminals to hide their
location

VPN Providers often cooperate with legal
process ... some don’t!

@ nleit

47
China Banned (unless licenced)
Turkey Banned
Iraq Banned N.B. VPNs are controlled in some
Russia Banned countries
Belarus Banned (check local law before use)
North Korea Banned https://www.comparitech.com/vpn/where-are-vpns-legal-banned/
Turkmenistan Banned
UAE Only approved VPNs
Iran Only approved VPNs
Oman Not for personal use
India Data reporting requirement
Myanmar Only approved VPNs
Pakistan Only if user registers

@ Inleit
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@ Inleit

Well known VPN providers:

ExpressVPN
NordVPN
Hidemyass
CyberGhost VPN
Proton VPN

Also included in some
anti-virus/internet security packages
And browsers

49

@ InZeit

Welcome to Brave

New Tab X =+

11

C A Q Search DuckDuckGo or type a URL [Eg @ A A R OB

ENCRIPTION IS ENABLED
00:0118

ﬁ- Google Translate g \ Neeva - Ad-free, priv... —

Germany v

2 49 9 16 Mops 3977 MB 2863 sites
L M [ d Bandwidth Unblocked

Trackers & ads blocked Bandwidth'saveét

O Ads blocked

6 Trackers blocked

O Cookies blocked

O Malware blocked

WebRTC blocker Enadled ‘vards

= Bypass local network ;
ind give back

wing Brave Private
content creators
atically.

g Rewards

Auto-protect websites

agree to the Terms
Privacy. Policy.

Exclude websites

50




680 8 0

Browsar

) <

Even so, some browsers
may ‘leak’ your location
(webrtc)

©  Usc gctault public o

(:-N
Enatie Vi

@ InZeit

All you need is logs

the automatically produced and

time-stamped documentation of
events relevant to a particular system

(source:www.techtarget.com)
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@ Inleit

LOGS

Originally created for tracing bugs &
improving performance

Billing/maintenance records
Generated automatically

On the device

On servers in the network
Service providers

Record meta-, traffic-data

53

All In Browser 0] Clear browsing data
Recent
I:i a Money Laundering - Overview, How It Works, Example corporatefinanceinstitute.com 10:37 X
|:| 6 An Idiot's Guide to Money Laundering | Global Witness vww.globalwitness.org 10:37 X
|j| ﬂ How Money Laundering Works | HowStuffWorks money.howstuffworks.com 10:37 X
|;| 1 Top 5 Unconventional Ways to Launder Money www.trulico.com 10:37 X
| | Moo D Dinsn Daalare | aningd, LY.} 2 - Tonlbitali - Taokitali

@ InZeit

edge://history/all

[ ] B Beginner's Guide to Money Laundering

| & how can 1 launder my cash? - Google Search

|| == Money Laundering 101: Understanding the Basics - IP Services Inc www.ipservicesinc.com 0:36 X

)

maney laundering 101 - Google Search

[
)
8
L
w
X

54




e T cookies

Settings <= Cookies and site data / All cookies and site data @

SSRGS Cookies and data stored for sites you have browsed Sortby: | Name | Filter by:

< Appesrance
(Ot p—
3 New tab pags [

e snare,

a-mao.net

oy, s paste
I e
2 etaubrowser

L s

= symiemn
o ORI

Y prebid.a-mo.net

O Phone and other devic 0 + 1 cookie

@ Apout Micresors Lage

[ admatic.com.tr

< < & rtdoe | edad
NP COVID Registricruna
B ads3.admatic.com.tr

Settings 0 bytes - 1 cookie

[=ere——
@ proniss [ ads4.admatic.com.tr
& Privacy. scarch, and services S BEE okie

D Appesrance ¥

5 Kev iy

G5 snare, copy. ana paste -

3 New tab page [  cdn.admaticcom.tr

s fon e i e T

8 etaurt prowser

L it
BB Family sarery (]

A Langusges

D P

= e
D mower - [  console.adtarget.com.tr

O rhone and other des kies

Al

@@ Apout Micresor Loge

(9 ctnsnctcom

edge:/ /settings/siteData

& ®Firefox aboutcache v I\ Q search

Information about the Network Cache Storage Service

memory

Number of entries: 452
Maximum storage size: 32768 KiB
Storage inuse: 11766 KiB
Storage disk locatiol none, only stored in memory
List Cache Entries

disk

Number of entries: 1418
Maximum storage size: 1048576 KiB

Storage in use: 20005 KiB

Storage disk location:
List Cache Entries

:\Users\steve\AppData\Local\Mozilla\Firefox\Profiles\04lggorc.default-1466439770768\cache2

appcache

°

Number of entries:

_ . about:cache
e (Firefox)

Storage disk location: none, only stored in memory
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about:cache?storage=memory

*) Firefox y

= 6974 bytes 1 R R
id.com$29,p, t 17:25:53 17:25:51

2021-07-16 Expired

://www.fake-id.com/assets/images/flags/active/en-.
ingTd=lepartiti o i 529,50,

0 bytes i .
17:25:54 Immediately

https://www.fake-id.com/assets/front/fonts/!

Regular.woff?v=4.5.0

O”“privateBrowsingId=l&partitionKey=%28httpa

https://www.fake-id.com/assets/front/j
O”“privateBrowsingId=l&partitionRey=iad Delete the Browser :25:51
-
history?

https://www.fake-id.com/asset]|

O*privateBrowsingId=lé&partitiod

https://www.fake-id.com/assets/

Hiberfil.sys pagefile.sys ,

O”“privateBrowsingId=l&partitionk

2021-07-16 2021-08-15
17:25:54 17:25:54

2021-07-16 2021-08-15
1710 bytes
17:25:53 17:25:52
2021-07-16 Expired
0 bytes i e

17:25:54 Immediately

2021-07-16 2021-08-15

3 0 bytes 1
Ta=1gpart o 29,p, 17:25:54 17:25:54

Mohammed Ammer Ali —-Computer Programmer
Father of two, Bolton, UK
2015 ordered enough ricin on Dark Web to kill 700 -
1,400 people

Username weirdos 0000
500 mg for 2.1849 BTC

Encrypted chats discussed with seller:
+ the price of a lethal dose,
» discounts for bulk orders and repeat purchases
* ricin’s shelf life

Asked: “"How do I test this ricin?”
Reply:“"You must test it on a rodent.”

@ InLeit
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Investigators found on Ali's Computer notepad:
To do “paid ricin guy” and “get pet to murder”

Searches for chinchillas, animal rescue centres, rabbits
and “pocket-sized pets”

Google searches:

“abrin v ricin”
“"home made cyanide and ricin”
“hydrogen peroxide”

On LG Nexus smartphone searched Yahoo for:

“what poison kills you quick, is foolproof, easily
found/made, easily concealed and hard to detect post
mortem”

@ InZeit https://www.theguardian.com/uk-news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot
freein ey https://www.bbc.com/news/uk-england-merseyside-36483593
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Cookies, search history and device
configuration create a characteristic
‘browser fingerprint’

Try this out:

https://webkay.robinlinus.com/

@ InLeit
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Commercial value - profile used by Data Brokers for
targeted online advertising.

Data to sell or share? More > Sign in or Register @7

databroker
https://www.databroker.global/community/people

People Energy  Transport  Economy  Supply Chain

People "~

Data about the characteristics and "
behaviour of individuals and groups '

of people is critical to public-and. « Sk
private sector entities who wantto *

better understand motivations and
needs, identify challenges and find
solutions, and overall, make more
strategic use of resources.

SEE DATA OFFERS

‘In 2017, both Alphabet (Google’'s parent company) and Facebook
made an overwhelming majority of their total profits through
digital advertising—88% and 97%, respectively.’

R 1T
@ ,I,i lltﬂ' it https://us.norton.com/internetsecurity-privacy-how-data-brokers-find-and-sell-your-personal-info.html
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> C@ & 08 7 : A I,

©3 Google Translate ~ Vienna City Map ® ZDNET  The Regi ch.. [JIoBS VirusTotal - Free Onlin...

Your Results

Your browser fingerprint appears to be unique among the 250,064 tested in the past 45 days.

COVER
YOUR

l RACKS The measurements we used to obtain this result are listed below. You can read more about our
methodology, statistical results, and some defenses against fingerprinting here.

Currently, we estimate that your browser has a fingerprint that conveys at least 17.93 bits of
identifying information.

See how trackers view your browser

Test your browser to see how
well you are protected from
tracking and fingerprinting:

TEST YOUR BROWSER

|| Test with a real tracking company *

Browser Fingerprinting
https://coveryourtracks.eff.org/

Hrwr drsc tracking tarhnal Ao

@ InZeit
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#)

Browser fingerprint can also be faked:

Firefox Browser

ADD—ONS Explore Extensions Themes More... v

Extension Workshop ! Developer Hub i Register or log in

e!

422, Recommended o 5
Users Reviews 4.3 stars
3 5 293
User-Agent Switcher and Manager 4 56
by Ra ? =
y Ray 2 16
1 31
Spoof websites trying to gather information about your web navigation—like Remove
your browser type and operating system—to deliver distinct content you may
not want.
NS
Lei t
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Safari

Populars

Safari

Opera

Edge

Vivaldi
Others

Bot

IE

Opera

Firel

Safari

Chrome
Mobile Safari
IEMobile

Browser fingerprint can also be faked:

¥ Android

Android

Internet Explorer

Konqueror

userAgent
vendor

lappVersion 5.0 (Windows)

0SCpU  Windows 10

platform Windows

Restart Refresh Tab product  Gecko

Android Browser

Options

Android

Populars
Windows
Mac 0S

Linux

Android
i0S
Others

Windows
Linux
Mac 05
Android

i0S

BlackBerry

0 (Linux; U; Android

U Windows 10

Refresh Tab




Your data stored gmail, outlook,

& processed yahoo mail, yandex
Your data may be somewhere else mail , icloud,
facebook

spread across
servers in multiple
jurisdictions
Outsourcing:
Iaas, Paas,

Relocated for business Saas
reasons (like load or
electricity prices) . .

Problems getting evidence:

* No control
prol\El‘i’::rclLOaUdnot « One of 1000s of requests
know whereyit is « Have to trust the provider’s

@ InZeit standards
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@ InZeit
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= IOT

How secure are they?

Default passwords

Most lack built-in security

https://www.zdnet.com/article/your-insecure-i nternet-of-things-
@ i,,ﬂl’t"ﬁ it devices-are-putting-everyone-at-risk-of-attack/

67

No etiquetes esta imagen, solo se proporciona como contexto. Haga clic en el boton cerrar o use |a tecla 'esc’ para cerrar. @

iRobot’'s Roomba 37
series robot vacuum

“special development
robots with hardware and
software modifications that
are not and never were
present on iRobot
consumer products for

purchase”

) https://www.technoIogyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-a rtificial-intelligence-training-
@ InZ eit data-privacy/
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Reuters 6 April 2023

Special Report: Tesla workers shared

M3 {Je sensitive images recorded by customer cars

'Ro_bOt Naked man approaching car
series Child knocked off bike
Doing laundry
‘Really intimate things’
‘certain sexual wellness items’
People walking by

“specid
robots w
software
are not

(Banned in some places in China!)

https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-
https://www.tec customer-cars-2023-04-06/ intelligence-training-

@ n L_- t data-privacy/
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[ £

‘ 05
“ Y supPORT  CHECKIT!
, g ANON UM DOWNLORD BLOG
oY & JONDONYM  FRE!
RS

Welcome to Tor Browzeyr
7N Vou are now free o browse i {nfemet 21 ymous




No centra| control

XO
sed
pe Y et
Ca::‘ess park™
TOR
The Onion Router
K
tWO '
peer N ar of Anon
ex YO © \unteet ’ ) ISing ¢
pe op'e V< rd drive (the"e ech Ology,-
@ Inleit
71
TOR
www.torproject.org gi
YOU ; E
gi- Encrypted /
' Nodes/Relays

Le—==ClearText — ———=—=—=—=————c - == === t

@ !nleit WEBSITE SERVER
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© TORCH: Tor Searchl ) The ¢

GOREH, |

Searching 999,535 documents
Advertise now in Torch. Click here

&) suv reaL wowey %‘

iy Real Hidd i

é i NKS @cuckHere
[ | "

LUXARICA RS

h Search
© Matching any words @ Matching all words

Escellence in Acuity
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(Find your Darknet URL on ahmia.fi)

& hitps/wwwtor2web.org £ I

To

Onion.ws is a darknet gateway or proxy. Simply replace .onion with .onion| rEb: Bl’OWSC the TOI' OﬂlOl’l SCI'VICCS

url bar, press go and you will be redirected to that darknet site without the
configure any new software such as Tor and I2P.
What'e Tartumh

T ——

WARNING: Tor2web only protects publishers, not readers. As a reader installing Tor Browser will
give you much greater anonymity, confidentiality, and authentication than using Tor2web. Using
Toraweb trades off security for convenience and usability.

available by volounteers Tor2web operators Example:

This connects vou with Tor2web, which then talks to the onion service via Tor and relays the
response back to vou.

WARNING: Tor2web only protects publishers, not readers. As a reader jnsi

Access i n g D ar k N et et e o e o eosvanionte S seany, o oo fot peing
H I b Tor2web & Tor Onion Sites Resources
u S I n g n o r m a rowse r Below a set of useful resources, Tor Onion Services indexes, search engines and applications available on
- .
0NION.WS
-
@nzeit .onion.to
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Resources and further reading
(NB Links are active so you should be able to click on them)

Definition
https://www.britannica.com/technology/Internet
https://www.britannica.com/topic/World-Wide-Web

Data Estimation

https://www.statista.com/statistics/617136/digital-population-worldwide/
https://www.worldwidewebsize.com/
https://www.the-next-tech.com/blockchain-technology/how-much-data-is-produced-every-day-2019/

Protocols

Gross,M. (updated) 12 common network protocols and their functions explained
https://www.techtarget.com/searchnetworking/feature/12-common-network-protocols-and-their-functions-
explained

Wayback Machine (for old website versions)
http://web.archive.org

Find your IP address
www.ipchicken.com
http://www.privateinternetaccess.com/pages/whats-my-ip
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Bitcoin Transactions
Greenberg, A. (2022) Tracers in the Dark, Doubleday Publishing

Changes in cybercrime trends during Pandemic:
https://rm.coe.int/presentation-fernando-miro-llinares-the-impact-of-covid-19-on-cybercri/1680ale4 2f
https://aag-it.com/the-latest-cyber-crime-statistics/
https://www.itu.int/itu-d/reports/statistics/2021/11/15/internet-use/

UK Information Commissioner’s Report 2016
https://www.gov.uk/government/uploads/system/uploads/attachment data/file/670219/10CCO annual repor
t 2016 2.PDF p74

Technicum MAC Address Changer
https://technitium.com/tmac/

VPN bans
O’Driscoll,A. (2022) Where are VPNs legal and where are they banned?
https://www.comparitech.com/vpn/where-are-vpns-legal-banned/

WebRTC leaks
Vigderman,A. Turner,G. (2021) WebRTC Leaks: A Complete Guide https://www.security.org/vpn/webrtc-leak/
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Your Browser Logs
(Enter in address bar of browser)

Google Chrome:
chrome://history/
(try this software utility:
https://www.nirsoft.net/utils/chrome cache view.html )

Microsoft Edge:
edge://history/all
edge://settings/siteData

Motzilla Firefox:
about:cache
about:cache?storage=memory

Ricin Dark Net case

Press Association (2015) Breaking Bad fan jailed for trying to buy ricin https://www.theguardian.com/uk-
news/2015/sep/18/breaking-bad-fan-jailed-over-ricin-plot

BBC (2016) Mohammed Ali: Breaking Bad ricin plotter's appeal turned down https://www.bbc.com/news/uk-england-
merseyside-36483593

Browser Fingerprinting
https://webkay.robinlinus.com/
https://coveryourtracks.eff.org/
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Data Brokers

https://www.databroker.global/community/people

Rafter,D. (2021) How data brokers find and sell your personal info https://us.norton.com/internetsecurity-privacy-how-data-
brokers-find-and-sell-your-personal-info.html

Internet of Things

Palmer,D. (2021) Your insecure Internet of Things devices are putting everyone at risk of attack
https://www.zdnet.com/article/your-insecure-internet-of-things-devices-are-putting-everyone-at-risk-of-attack/

Guo,E. (2022) A Roomba recorded a woman on the toilet. How did screenshots end up on Facebook?
https://www.technologyreview.com/2022/12/19/1065306/roomba-irobot-robot-vacuums-artificial-intelligence-training-
data-privacy/

Stecklow, S. Cunningham, W. lJin, H. (2023) Special Report: Tesla workers shared sensitive images recorded by customer cars
https://www.reuters.com/technology/tesla-workers-shared-sensitive-images-recorded-by-customer-cars-2023-04-06/

Meta-Search Engines
Dogpile.com
Metacrawler.com
Wolframalpha.com
Metager.com
Startpage.com

At your own risk:
Torproject.prg
Tor2web.org
Onion.ws
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Internet searches and computer forensics in
criminal cases:

using open-source intelligence to gather
evidence online

Rdta Jasinskiené
Information analysis expert, NRD Cyber Security

Co-funded by the Justice Programme of the European Union 2014-2020

{ :ﬂ" ‘.

| NRD Cyber Security

INTRODUCTION

OSINT and SOCMINT: is this a silver bullet for
evidence search?

Search engines: how it works?

Alternative search engines to explore the hidden
Internet

Main obstacles getting data from online sources or
“How to think as a hacker?”

Visualization of forensics findings - must or nice to

do?
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‘W‘t percentage of your country's or the world's
population uses'the Internet?

RD Cyber Security

]

= = o

KNOWLEDGE PYRAMID

data, information and knowledge that have been evaluated, analysed and
presented in a decision-making format for action-oriented purposes

information that has been given an interpretation and understanding

-
data put in context and empowered with meaning, which gives
it greater relevance and purpose

raw and uninterpreted observations and measurements
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|| INTELLIGENCE

Don’t jump to conclusions — take the
right steps!

,» The mind is a wonderful instrument for observing the

world and formulating hypotheses, but it requires

careful attention and training to function accurately.,,
William James

2

('§ ) NRD Cyber Security

|I OPEN-SOURCE INTELLIGENCE (OSINT)

OSINT - intelligence derived from
publicly available sources of
information.

This information is collected,
processed, analyzed and disseminated
to address a specific intelligence
requirement.
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|I OSINT Framework

OSINT Framework O

B https://osintframework.co
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|I YOGA

Your OSINT Graphical Analyzer -
a project to help people
understand different courses of
action to take based upon the
data they have.

D https://yoga.osint.ninja/
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|I What OSINT is Not?

vintage social networking

LinkedIn Pinterest YouTube
o Not a technical discipline i

o Not limited to web-based
information

o Not phishing or hacking

2
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|I Social Media Intelligence (SOCMINT)

SOCMINT - intelligence derived from @’_“‘
information and data gathered from social %
media sources.

Such information can be public or private.

It consists in gathering information about
anything based on what is publicly
available on social media, like pictures,
location data, or simply content.
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Il Types of social media platforms

o Social networking (e.g. Facebook)

o Professional (e.g. LinkedIn)

o Photo sharing (e.g. Instagram, Flickr)
o Video sharing (e.g. YouTube)

o Social bookmarking (e.g. Pinterest)
o Blogging (e.g. Blogger)

o Microblogging (e.g. Twitter, Tumblr)
o Forums (e.g. Reddit)

o Q&A ssites (e.g. Quora)

o Review websites (e.g. Yelp)

2
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|I OSINT benefits

o Global coverage, scope

o Provides context

o Realtime utility

o Strategic and operational
o Inexpensive

o Shareable

o Legally admissible
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[ Why OSINT does NOT a silver bullet?

a Overwhelming
o Reliability
o Validity

o Inadequate training and investment

h NRD Cyber Security

Which of these people do not exist?
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Is it real?

. § ) NRD Cyber Security

Source reliability and information validity

= anna holligan & @ o
@annaholligan o
] ) fis L \ Lisa Westerveld @ ,
Incorrect assumptions and articles about Noa's dead ever @Lisawesterveld
reached the Vatican #NoaPothoven 4 s S g :
There is a lot of misinformation in international press about
& Pope Francis @ @Pontifex the tragic death of Noa. Her friends and family want people
Euthanasia and assisted suicide are a defeat for all. We are called never  to know that she did not die of euthanasia. | ask all media to

abandon those who are suffering, never giving up but caring and loving respect the privacy of Noa's fami|y and let them grieve in
restore hope.

peace.
2:30 AM - Jun 6, 2019 ®
HEARTBREAKING
3 D10 & C link to Tweet Noa Pothoven: Raped girl, 17, dies | H

@ O © erytinRto fwee by legal euthanasia in the ,7 rﬂﬂr‘u’dﬂm'h E’H w’m
Netherlands Was Raped as a Ghild Is
e Legally Euthanized
@ INDEPENDENT = =" CaiyBonl QELEED |
Teenager who was sexually Dutch girl, 17, who was sexually

FECPTTR RN AT S Tl abused at 11 and raped as a 14-
own life through legal euthanasia  [RYCTETNIRTY (L VPETI LFTATERS Y
her home by ‘end-of-life” elinie
because she felt her life was
nnhearahle due ta denrvessinn
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Source reliability and information validity

This is the first MRI capturing the brain
activity of a mother kissing her child...

By TaehGuy | rugp

& Thread

= v R

Rebecca Saxe @rebecca_saxe - 12 Sep 2019

A few years ago, | was deing an fMRI study of infant brains. The scientific
questions we were asking (with amazing grad student @bmhdeen) were

about the organization of functional activity in infant brains when viewing
meaningful visual images, like faces and natural scenes.

~ . e T e T -~

i = - .
- p—
This is the first MRI capturing the brain
! activity of a mother kissing her child...

Her kiss has caused a chemical reaction in her baby's brain. Source Credit :
(@rebecea_saxe , @MIT

. § ) NRD Cyber Security

Fake or real

Fact Checks : Politics

Were These Three World Leaders Friends
gppes li‘thuama| in High SChOOl?

A photograph of Andela Merkel at a party as a teenagder does not feature
Theresa May or Dalia Grybauskaité.
Become a Member  Submit a Topic Shop Latest  Top Fi

By Dan Evon
Published 16 March 2018

Oy @O =

https://www.snopes.com/
https://www.factcheck.org/
https://www.politifact.com/

Miscaptioned
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| Search Engines

* How do search engines

work?

= Data and metadata

Robots

Indexing

Databases

Filtering and ranking

Search algorithms

2

" LR BetESHQﬁ pica 00! HI.YCOS
§ turboscout
ogpile 4 ﬁ

DuckDuckGo @ ZUUI.Aﬂunbougn .-é | s
Findelio|F; yie ?! 2] Twicsy [EING o S
~— ‘“’*"“a“;'"f" SigIgshe WHOS TALKIN

KlSEEK Y'Jll = L

i o
Social Searcher\

23 ovandc[J::E Mﬁltvycter
sesrch different] ik Quwant
T T

fefo The WWW Virtual Library 1y,
Sea rchlo myallsearch
l_J Fostﬁﬂ PANDORA | ' |L:ke songza
:L_wdu: | Youl I ‘OE’, nmyspn:- Ty | Goug&:

;JMMD bwﬁ\ i
”""’P‘"!J Hsiraty  NexTag

local | WO o2 yelpdt s
conldnnj @5 ol recipes @F-.k. CooKstoN  epieurious
MB JI‘bIbfs HOO! OWManey M3 pareciinc:
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|I Popular General Search Engines

Market share 2023

Google Bing Yahoo
G I3  YAHOO!
92.57% 3.04% 1.24%
Yandex Baidu DuckDuckGo
00
e O
Ya ndex Bal@ Er; DuckDuckGo
1% 0.72% 0.58%
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Your data shouldn't be for sale.
At DuckDuckGo, we agree

DuckDuckGo

tavies. Help Spread DuckDuckGaol

) NRD Cyber Security

Specialized Search Engines and Websites

carrot2.org = findagrave.com

archive.org = platesmania.com

archive.eu = millionshort.com

cachedview.com = ahmia.fi

2lingual.com = darksearch.io

= gofindwho.com = Baidu browser

= opencorporates.com " Searchftps,com

1
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|I Chat GBT

how reliable is Chat GPT?

Asan Al language model, Chat GPT is a powerful tool that can generate human-like

responses to a wide range of prompts. Its reliability depends on the accuracy and relevance

a HOW reliable is it? of the input it receives and the quality of its training data.

: : : Chat GPT has been trained on vast amounts of text data and has the ability to learn and
a How easy it is to deceive?

y adapt based on its interactions with users, However, it is not infallible; and its responses may
not always be accurate or appropriate, particutarly In situations that require specialized or

nuanced knowledge.

In general, Chat GPT can be a useful resource for generating ideas or suggestions, providing
general information, or answering common gquestions. However, it is always advisable fo
verify the accuracy of its responses and seek further assistance or clarification from human
experts when necessary,

Browse Privately.
Explore Freely.

Defend yourself against tracking and surveillance. Circumvent censorship.

/eroNet

Open, free and uncensorable websites,
using Bitcoin cryptography and BitTorrent

I 2 . . . ﬂ' OnenBazaas
000

Download About Donate

A FREE ONLINE MA

LATFORM FEES. NC

Buy and Sell Freely
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Tor Network

= Onion Services are the most anonymous web servers that exist today
= |P addresses are not used for Onion Services - no possibility to scan every IP address
on the planet, like we can do for the WWW

= You need to know the URL of the website you are going to visit

o e.g. http://cannazonceujdye3.onion/
o e.g. http://garden2b7zwrjskh2y3f4pkscgg2waogjp2ilax2mvikjlzmamylznad.onion

= QOver 2 million users access the Tor platform daily.
= Only 45% of websites on the dark web host illicit activities.
» Russia has the biggest share of daily Tor users.

= Bitcoin transactions on the dark web were on track to reach $1 billion in

NRD Cyber Security

Ordinary browsers vs Tor browser

et H & mmmmﬂlﬂmmna&lﬂbmﬁui

Ransomware - WlklpEd[a http i3 knymedic32baead S6vhwurbaddjabfiltpoqbrigrhriskyrixyd onton

Ransomware is a type of malware from cryptovirology that threatens to publit  RANION - Better and Cheapest FUD Ransomware + Datknﬂ C2 = NO Fees RANIN - Better & Cheapest FUD
personal data or perpetually block access to it unless a ransom ... Ransomware ~ Darknet C2 = NO Fees BUY - FAQ - REVIEWS - SCREENS...

Jigsaw (ransomware) - Ryuk (ransomware) - FBI MoneyPak Ransomware 9] Gniine ®3fﬂ‘:‘-wi‘&f Tor2Web
@ EP91S - Ransomware
https://iwww.malwarebytes.com » Cybersecurity hesp:  dgSfvie3 TabmivrvislordrezabdbrSwzefe2msuoSmbbulexnud6fid onion
: _ EP918 - me:m\m EP918 Spe:tullsl m cybersecurity, we have designed a very powerful FUD
How to Protect Against Ransomware - Malwarebytes i Ating 18 & AR Rerirk
Ransom malware, or ransomware, is a type of malware that prevents users f (@] g7 Report abuse IQ' ek
system or personal files and demands ransom payment in order to ...
& Ransomware Group Sites

hitp./ ransomwitsydenidgd3vazm Twolladudaguitomtdd Texitfewyvd omon
Ransomware Group Sites Ransomware Group Sites Support of TOR onion version 2 URLs (aka "short omon
What Is Ransomware? | Trellix domains”) will be disabled on TOR nodes on July 15th, 2021 a

[ ntine | | @ Report abuse| Forames

https://www.trellix.com » en-us » security-awareness

Ransomware is malware that employs encryption to hold a victim's informatic
user or organization's critical data is encrypted so that they ...

. % o *
https://www.trendmicro.com » vinfo » security » ranso...  } a-ﬁgon prlme Save 50 on Prlme ’E
-y . “For qualifying EBT and government assitance recipients i |
Ransomware - Definition - Trend Micro
Ransomware is a type of malware that prevents or limits users from accessir 0 .
; Ny " /' Ransomware Group Sites
either by locking the system's screen or by locking the users' files ... http://inhxdx4v66guv6linhgdijbbgrohaSseicvolusimzvvdIvdwze6fid onion
Feb 18, 2021 - Uploaded by Trend Micro Ransomware Group Sites Ransomware wiki last updare:2021/06.27 Join Our Telegram Group

Name Link status Astro Team Open Down Avaddon Open Down Babuk Pavioad bin

The History and Evolution of... - Early Years - The Evolution to Crypto... A
[®l oniine | | @ Repors abuse | For2Wes




) NRD Cyber Security

Boolean Operators

The three operators common to most search engines are called Boolean operators in
honour of the mathematician George Boole

= Boolean operators - AND, OR, NOT - are used as conjunctions to combine or exclude
words in a search query. It can be used in almost every search engine, database, or
online catalogue.

* Improve the quality and accuracy of your search results

Reduce the time spent searching, thus allowing more time for reading

1

§)NRD Cyber Security

Google Operators

= inurl: limit your search to page URLs

= allinurl: search for multiple keywords and phrases in a URL

» intext: searches within the text of a page only

= allintext: searches for multiple keywords and phrases within the text of a page
= before: / after: narrow your results to a specific date range

= wild card (*) look for spelling variations, alternate word endings etc

= cache: operator returns the most recent, cached version of a web page

1

* related: returns websites Google considers similar to your target
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|l Do not leave a footprint behind...

https://randomuser.me/

https://www.name-generator.org.uk/

https: //www.fakenamegenerator.com/

https://this-person-does-not-
exist.com/en

2

Creating a VM

Name Generator

The Perfect Name for Every Occasion
OETS CETS GI G

Generate names for characters, babies, authors or bands, Search at random or
filker and sort by gender, popularity, birth year, country, personality and many other
interasting properties.
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|I Perception and visual analysis
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|l Oneimage replaces a thousand words. .. .
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Thank you!!!!

RGta JASINSKIENE

ri@nrdcs.lt

www. linkedin.com/in/ruta-jasinskiene

50 | nrdcs. It
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About INsig2

Established in 2004, HQ in Zagreb
2018 INsig2 business expansion in Indonesia
70+ highly educated employees

B & & &

Educational & Training centre

Education & Training Centre in Zagreb, Croatia
- Accommodates up to 15 people per classroom
= Equipment, forensic tools & materials provided

\/

@ INMG2

il o 7 : ‘o %~ 4 w
" INsig2
. . #
w Two business units We teach what we do! 7,
Ay
” . . . . . f
& ,One-stop-shop” in the field of Digital Forensics w e
Integration of
logical and _———— Investigations
physical security /7 \
Integration of / \
Int ted :
people, \’ :e:ﬁ;aicgl I, Const{lting Education
processes gnd Central v security '/ A services
technologies database \ \
iei Lab
management - Dlgltal \ 2

. \
and surveillance

. M t
\ Forensics / =

\ ;

|

Support and
maintenance

@ INMG2
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E-'Iearnir;g platform

Customized courses
For legal entities, law enforcement, and private sectors

Courses on deeper aspects of digital forensics and forensic value of the evidence
while collecting, processing, and presenting digital evidence in criminal and
administrative proceedings

Website: https://insig2-and-zyberglobal.learnworlds.com/

Is of digital f i Fund: Is of digital f i P
for lawyers and judges for private sector

Triage of the crime scene

@ INIG2?
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Uncovering evidence tracks

@ It is important to follow the SOP and to ensure data and evidence

integrity j: 2
& Evidence examination

— Purpose of investigation, points to prove?

— What digital evidence do you expect to find?

— Home or office?

— Administrator?

— Is there a network?

— Cloud storage utilized?

— Encryption?

@ INMG2

Uncovering evidence tracks

@ Once you have the answers to the questions from the previous slide you
have to look at the evidence collected 2
— Data atrest
* HDD, SSD, USB, CD...
— Volatile data (from RAM)
* Live acquisition
— Mobile devices data
— Network data
* Network packet or logs
— Datain the Cloud
* Credentials, web site, cloud backup

@ INMG2
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Uncovering evidence tracks

@ Next step is to choose you weapon aka Digital Forensic Tool
— What is available?
— What is the best tool for the case and evidence type?

* Computer or mobile
e Commercial or free/open source

— With what tool are you most comfortable?
— Special tool required?

* Cloud acquisition, analytics, chip off, python
— Knowledge required for the case?

* Malware, networking, RAM analysis, linux, scripting

P INMG?
9
Why care about live data?
& Computers regularly left on _ -"'J_..,
& Corporate needs H 4
& Encryption
@ Covertrequirements
& Because we miss loads of data when we pull the plug
P INMG?
10
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Digitaloforensics
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E;'gr.:zl ) Preparation ) Identification Triage
D @ ° . L ]

Seizure and
acquisition

Analysis ) Report

May 2023

@ INMG2?
11
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g % . . &
Preparation

4
& 7
oy
Intelligence  Purpose of investigation, points to prove? "LF! g
assessment i

What digital evidence do you expect to find?
Home or office?

Administrator?

Is there a network?
Cloud storage utilized?

Encryption?

@ INIG2?
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o
. e What kind Interview
Has there been
an incident at of the
Pl P incident? suspect
®°
Is this your computer /
Often what have access to it?

What is the user account
name & password?
Who else uses the

seems like an
attack could

just be a
system computer?
malfunction Do they have separate
i accounts?
or loose wire k
Encryption

Cloud Storage

@ INIG2?

Identify

Confiscate .

| items and
or analyze locations of
on scene? potential

evidence

HDD, RAM, registry,
browser, attached
devices, mail
accounts, servers,
cloud...

e I':‘l]l i 9 s "‘9 A 5 = & = & . ar ; L"'
- - - io ’" > . - ':1 eﬂ
Preparation
wl
7
_A'.\mur\
13
3 [ $ s Y VN @ 5 o v & L

14
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| Identification
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L&
17
ﬁxl .. e QQ ®*. V% @ _- S 1 wms'ﬁ,‘. O
L ﬁf - 'B °
Seizure
. . . W
@ On site processing techniques P
— Logical acquisition A ¢
— Physical acquisition
— Triage / Preview
@ Seizure vs. Triage
— Volume of evidence to be examined
— Technical limitations
— Potential for destructive data processes set up by suspect
@INIG? 18
18
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AL (S S s o B i s Y™ 3 8
- ‘I . . . -~ . ..
When to triage?
£
¥
Covert operations
@INMG?
19
s ‘ 5 .? » ..;: e NN @ 7 "N | o"i‘?. .
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Live scene
@ Dawn raids
— Preparation!
* Suspect is using computer at the moment
— ON and UNLOCKED
@ Triage:
— Photograph!
— Date and time!
— Encryption?
— Malicious processes?
@INMG?
20
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Triage - general procedure
I
e If the computer is off, leave it
off
O
e If the computer is turned on,
it depends...
PINIG? 2
21
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Triage - general procedure

& Photograph first!

,A picture is worth a thousand words”
& Document

— What is it?

Make, Model, Serial
— What state isitin?
Off / On / Disconnected / Damage
PINMG? 2
22
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Triage - general procedure

& Client workstation

— Destructive process running or system is locked:

* Pull the plug — from the back of the computer (UPS)

* Observe time from authoritative source

* Document, document, document!

* NOTE: If the client hosts network services, especially databases, shutdown normally
— No destructive process observed:

* Observe time from authoritative source

* Document, document, document!

* RAM dump

* Perform a normal shutdown

23

@ INMG2
23
Triage — general procedure
@ If possible, save the encryption keys or create a logical image of the #
device in decrypted form B 4
@ DOCUMENT!
& INMG? ”
24
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Triage - general procedure / ‘?
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@ If computer is ON and unlocked, do a RAM dump!
— Alot of information can be found inside RAM ¢

* Sometimes RAM is all you have
— Passwords, encryption keys, pictures, recent files, network connections,
processes, malware...
PINIG? ”
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Gathering digital evidence from live memory
@ INMG2
26
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RAM imaging & analysis
@ Which tool to use? ’J
— Most reliable H ¢

— Least memory consumption

— Smallest footprint
* FTK Imager — 64MB
* Dumpit — 615 KB
* Belkasoft — 58 KB

@ Any memory acquisition tool will always dump the entire memory of the
system

& All generated files will be the same size

@ INMG2
— :
- ® L . % z » &0
& . @ d
Creating RAM dump using Belkasoﬁ "
w
&y 7
gl "4
2 ¢
. | - = ¥ -
v
Na J ™
1% msy
I: ==, Ran SEIectuumutF?\der path: i e
@ & ram |C:VJsars\uanue\s.INSIGZ\Desktop\RAM_|mage -
; [ Name - Date modified Type Size
= IJ 20190507.mem 7.5.2019.13:13 MEM File 18.079.744 ...
E
Cgpmra_\ Cancel | Close
Give access to 7
Pin to taskbar
@ INMG2
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Live Scene

@ Before you start always record the date and time:
— On your device
— From the target machine

@ An unrecorded time offset could mess up your evidence

@ INMG2

29

Scripts in digital forensic examinations

@ INMG2

30

15



11 May 2023

Date and time

BES Command Prompt

P INMG?
31
.
Volatile Data
@ What is volatile data?
— How often does the data change?
* 1s,1m, 1h, 1day, 1 week, 1 month, 1 year!?
e :
The closer the data is to the CPU it will be more volatile
P INMG?
32
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Volatile Data g i
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@ Data lost when we turn computer off:
— Passwords A
— Encryption keys
— Active network connections
— Opened programs and status windows
— Notifications
— Running processes
— Malware — some will only live in memory
P INMG?
. N o
. nasl Q:ffl
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Volatile Data g i
\'.{.'.—

@ If we want to extract volatile data from the computer whilst it’s running
@ We can run commands from command shell

s netstat -na — network connections

« ipconfig /all —network adapters

* systeminfo - system info

» tasklist — list of running tasks

* Etc...

@ INMG2
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Using batch‘sE:ri.pts. in forensic pur

@ Automating the forensic process using self-made scripts

*
8 - .

poses

sat /p nameshat File
EEM With .TXC excens

date /T >» inanal
0 time /T >>

=xe

REM path r
ed c:\temp\rools
5t LR

[ pause

naghDeskto)

Bel

name do you went?

i

t.exz
piincident reaponse\Bncrypticn detection

r memdump £il

"C:\Users\savi:

is maved

ti oft RAM capturer ls saved
ed "C:\Users\savinag\Deskcop\incident response\Belkasoft RAM capturer\xG4"

searchy

g\Desktophincident responseiBelkasoft BAM capturer’x£4\20190301.mem"

/1 http >> \name
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FTK Imager
. .
Creating custom image
F] « e e |
Ble fww Mode  Heip |
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* PTK Imager

Image mounting and previewing
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Building a (mobile) forensics lab

MEDIUM LAB

11 May 2023
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Building a (mobile) forensics lab

40

20



Computer and mobile forensics

11 May 2023

@ INMG2
41
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Digital crime
@ INMG2
42
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' Information in digital l

form that confirms
or excludes a crime

has been committed I

@ INMG2
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Collecting Devices and Storage Media at the Scene

@ Every successful examination starts with a successful physical &7
seizure of the devices that hold the data and/or the rep05|tory ;éi 3

(such as cloud storage)
@ So many things to think

about
BINMG?
45
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What can you find on computers? e 2
Installed software iy |
: ¥
46
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What can you find on mobile devices?

r erial numbers (dig and non digita

H

!

VWeb browser artiracts

Hand writing information
APPLICATIONS and their data

J

11 May 2023

@INMG?
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What is mobile device digital forensics and wﬁy is it
important?
& Information sources
— Participants and witnesses
— Third party sources (CSP/CDR)
— Physical evidence from scene
@ Fundamental questions:
— Who?
— What?
— When?
— Where?
— How?
— Why?
@INMG?
48
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Need for mobile forensics e
\-.*.'.-F

@ With the mass adoption of mobile devices, digital evidence is more
prevalent in criminal cases than ever before
By the year 2024, 4.5 billion people will be using smartphones

Few cases that don't involve mobile devices

(L)
(L)
— this presents challenges for law enforcement when it comes to investigating

crimes
@ Having a mobile device forensics lab that can properly process seized

phones is critical (maintaining Chain of Custody)
— because when you can access mobile devices, you can solve crimes more quickly

@ INMG2

49

What is mobile device digital forensics and why is it 7
important? IE:

@ Subcategory of digital forensics o
— process of recovering data from mobile devices i, ¢
& This data can be used to track down a suspect, understand a crime, or gain

insights into a person’s life
& Here are a few reasons why mobile device digital forensics is essential to

investigations today:
Mobile devices contain a wealth of evidence that can be used in any type of

investigation

* Often the only source of evidence
Can be used to track down a suspect who may be hiding their tracks on a traditional

computer system
Can help investigators understand how a crime was committed and who was responsible

@ INMG2
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Term'inology

m» Device - target mobile phone, tablet, or other technology from which we are
acquiring data g
e ‘
& Collection and acquisition - can imply the seizure of a device or the process of
obtaining an image.
— “seizure” for the process of physically obtaining a device from a scene
— “collection” and “acquisition” for the process of obtaining a forensic image to include associated
processes such as network isolation
» Image - forensic image
@ Imaging - process of creating a forensic image
» Exploit -
— Exploit (noun): vulnerability which we will use to gain access (or more access) to a device
— Exploit (verb): action taken when we “exploit a device” — use a vulnerability to take action against
the device such as gaining necessary access in order to image a device
P INMG?
51
What tools and techniques do you need for mobile device
digital forensics?
& Tools:
— Network Isolation Hardware: Isolate devices from radio frequency signals to maintain evidence 3
integrity "
— Portable Batteries and Device Cables: Ensure on-scene officers have the equipment and
accessories they need to properly secure seized devices
— Computer System: Run digital forensics imaging and analysis software to process digital
evidence
— *GrayKey/Cellebrite Premium/Cellebrite CAS: Access and extract encrypted or inaccessible data
from mobile devices
— Data Analysis Software: Import extracted mobile device data into analysis software to begin
examining digital evidence
— Device Storage: Safely store mobile device extractions and simplify chain of custody and data
integrity
— External Data/Evidence Storage: Relieve storage space from computer systems and store
evidence long term (Data approved cloud storage)
P INMG?
52
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What tools and techniqu-es do you need for mobile device
digital forensics?

@ Techniques:

— Preserve Digital Evidence:
» Dedicated evidence intake personnel should be educated on the proper way to preserve digital evidence
* Properly seizing and storing digital evidence can be paramount to your investigations due to the security
implemented on digital devices
¢ Educating team members on proper device handlingis worthwhile, even if that is the only time they will interact
with the evidence
* Chain of Custody

@ INMG2
53
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What tools and techniques do you need for mobile device
digital forensics?
. Q“
@ Techniques:
— Copy, Copy, Copy: 2 ¢
* Once the evidence is back at your lab, you must create a forensic image, or copy, of the digital evidence
* You will conduct your investigation on the forensicimage as opposed to the evidence item itself
*  While manually searching the device itself is sometimes necessary, this is not typical in most investigations
@ INMG2
54

27



11 May 2023

=

What tools and techniduéés do you need for r-n’obiie device
digital forensics?

@ Techniques:
— Hashes:

* After you create your forensic image, a hash value will be reported for the newly created file

* This hash value results from a calculation or hash algorithm performed on the forensic image obtained from the
device

* This hash value is important as it is used to verify the integrity of your forensic image throughout the life cycle of
your investigation

@ INMG2

55

What tools and techniiqﬁ‘es do you need for mobile device
digital forensics?

» Techniques:
— Maintain Chain of Custody:

* Whatever methods are applied to search for data, examinations of the evidence must be
thorough and proper note-taking is critical

* The results from any examination need to be repeatable

* Logging who has interacted with the evidence at any point during the investigation helps
prove evidence authenticity and document chain of custody in court

@ INMG2

56
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What tools and techniques do you need for mobile device
digital forensics?

@ Techniques:

— Ask the Investigator:
* It can be beneficial to ask the investigator many questions about the case before beginning
your analysis
* Anyone in this position has heard the line “Give me everything.

* As you can imagine, that can be an overwhelming amount of data, and without applying
techniques to filter through the data, evidence could be missed

@ INIG2?

11 May 2023
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7 things to do when collecting mobile devices
01

" Obtain Proper

Legal Authority Keep the Device “Open” -

O

Ee
-

* +1 Obtain P
"=

L)
=

B
Get the Device
* Off the Network () 2
Q

R
» Keep the Power On

Collect Additional -
Media Devices

07

Investigate All Paired Devices #

58
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savina.gruicic@insig2.com

@ INMG2
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Cross-border access to data and admissibility of evidence

POST-COVID CHALLENGES IN CRIMINAL JUSTICE

Co-funded by the Justice
Programme of the European Union 2014-2020

Cross-border access to data and admissibility of evidence

Introduction

Studies:
- Computer Science
- Law School

Professional experience:

- Legal assistant, Lawyer at the Dutch Judiciary

- Legal advisor, Policy Officer cybercrime and digital
investigations at the Dutch Police

Current Position, Additional Positions:

- CISO EQUANS Central Europe

- Judge at the criminal court of Zeeland West-Brabant

- Legal advisor, Policy Officer cybercrime and digital
investigations at the Dutch Police
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Cross-border access to data and admissibility of evidence

Safety mome -

https://www.youtube.com/watch?v=MF{fZWt3APS0

-
de Rechtspraak

Rechtbank
Zaaland - Wast-Brabant

Cross-border access to data and admissibility of evidence

Guideline

» Safety moment

* Introduction and some figures

* Mutual Legal assistants

- Difficulties in investigating (Cyber)crime

* European Production Order and Preservation Order
* Innovation in Law in the Netherlands

» Case study

=
de Rechtspraak

Reehtbank
Zostand - Wast-Brabant
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Cybercriminals are increasing
efficiency with coordinated attacks

Cross-border access to data and admissibility of evidence

We are under attack

@

The lost productivity as a result of the
WannaCry attack cost $ 4 billion

Ransomware has been assessed as the prime threat for 2020-2022.

Cybercriminals are increasingly motivated by monetization of their
activities, e.g. ransomware.

Malware decline that was observed in 2020 continues during 2021 and
2022.

The volume of crypto jacking infections attained a record high in the first
quarter of 2021, compared to recent years.

There was a surge in healthcare sector related data breaches.

Traditional DDoS (Distributed Denial of Service) campaigns in 2021 are
more targeted, more persistent and increasingly multivector. In 2022 en
2023 Healthcare sectors and energy sectors were struck.

In 2020 and 2021, we observe a spike in non-malicious incidents, as the
COVID-19 pandemic became a multiplier for human errors and system
misconfigurations, up to the point that most of the breaches in 2023 were
caused by errors.

-
de Rechtspraak

Rechtbank
Zaaland - Wast-Brabant

January: Microsoft Exchange Server data breach
April: Over 500 million Facebook users' personal info
was discovered posted on a hackers' website

April: The Ivanti Pulse Connect Secure data breach of
unauthorized access to the networks

May: Operation of the U.S. Colonial Pipelineis
interrupted by a ransomware cyber operation.

May: On 21 May 2021 Air India was subjected to a
cyberattack wherein the personal details of about 4.5
million customers around the world were compromised|
July: On 22 July 2021 Saudi Aramco data were leaked
by a third-party contractor and demanded $50 million
ransom from Saudi Aramco.

August: T-Mobile reported that data files with
information from about 40 million former or
prospective T-Mobile customers were compromised.
September and October: 2021 Epik data breach.
Anonymous obtained and released over 400 gigabytes
of data from the domain registrar and web hosting
company Epik.

October: an anonymous 4chan reportedly hacked and
leaked the source code of Twitch

Novemberand December: zero-day vulnerability (later
dubbed Log4Shell) involving the use of arbitrary code
execution in the ubiquitous Java logging framework
software Log4j.

Cross-border access to data and admissibility of evidence

=
de Rechtspraak

Reehtbank
Zostand - Wast-Brabant

During the next decade, cybersecurity risks will
become harder to assess and interpret due to the
growing complexity of the threat landscape,
adversarial ecosystem and expansion of the attack

surface.”
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Cross-border access to data and admissibility of evidence

Developments Achievements

enforcement authorities still work with cumbersome methods,
criminals use fast and cutting-edge technology to operate. We need
to equip law enforcement authorities with 21st century methods to
tackle crime, just as criminals use 21st century methods to commit
crime.”

I I Vera Jourova, EU Commissioner for Justice: "While law

-
de Rechtspraak

Cross-border access to data and admissibility of evidence

Mutual Legal Assistance

European Convention on Mutual Assistance in Criminal Matters (ETS No. 30)

» Under this Convention, Parties agree to afford each other the widest
measure of mutual assistance with a view to gathering evidence, hearing
witnesses, experts and prosecuted persons etc.

» National procedures on judicial co-operation in the criminal field.

» Practitioners are urged to consult the lists of signatures and ratifications
as well as the declarations and reservations of any convention.

» Treaties create binding obligations on states parties, but actual execution
of a request for international cooperation also requires analysis and
consideration of the domestic laws of the requesting and requested
states

=
de Rechtspraak
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Cross-border access to data and admissibility of evidence

General Principles International Cooperation in Criminal Matters

b g Eurcjust cooperation with Third States

» Widest Cooperation Possible
* Dual Criminality

» Specialty Principle

* Proportionality

Cross-border access to data and admissibility of evidence

Difficulties traditional MLA in cybercrime cases

Traditional
legal
concepts

Territoriality

exponentially!

Jurisdiction

the need to have access to digital evidence which has been growing

10
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Cross-border access to data and admissibility of evidence

Exceptions

* Article 26 — Spontaneous information

within the limits of its domestic law and without prior request,
forward information obtained within the framework of its own investigations
when it considers that the disclosure of such information might assist the receiving Party in initiating

or carrying out investigations or proceedings concerning (cyber)criminal offences or might lead to a
request for (cyber)co-operation.

Article 32 — Trans-border access to stored computer data with consent or where publicly available

without the authorization of another Party:

» aaccess publicly available (open source) stored computer data, regardless of where the data
is located geographically; or
b access or receive, through a computer system in its territory, stored computer data located in
another Party, if the Party obtains the lawful and voluntary consent of the person who has the

lawful authority to disclose the data to the Party through that computer system.
"

11
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Cross-border access to data and admissibility of evidence

European Production and Preservation Orders
Background

» Current framework is not sufficiently workable
* The information and communication technology in everyday life

the territorial
approach to the
jurisdiction to
enforce — that is
impractical and
outdated

Digital evidence is held
on servers owned by
service providers.

12
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Cross-border access to data and admissibility of evidence Zaatand Won Brabant

European Production and Preservation Orders
Summary of the proposed Regulation

* Issued or validated by a judicial authority of a Member State

» Preservation or production of data that is stored by a service
provider located in another jurisdiction

* Necessary as evidence in criminal investigations or criminal
proceedings

* Only be issued if a similar measure is available for the same
criminal offence in a comparable domestic situation in the
issuing State

13

de Rechtspraak
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Cross-border access to data and admissibility of evidence

European Production and Preservation Orders
Legal Basis, Subsidiarity and Proportionality

* Legal basis

European Production Order

* Choice of the instrument

JUDICIAL
AUTHORITY

¥

- Subsidiarity g e 7

* Proportionality

14
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Rechtbank
Zaaland - Wast-Brabant

Status

* 29 November 2022: Press release provisional political
agreement European Parliament and Council;

* After published in Official Journal in January 2023

- The regulation enter into force 20 days later en enter into application three
years after that;

- The directive enter into force 20 days later and Member states must adopt
within two and half year

15
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Cross-border access to data and admissibility of evidence Zuatiedh - WesnBrabast

European Production and Preservation Orders
Legal Basis, Subsidiarity and Proportionality

sufficiency

plentitude
- -9 sizable
bol‘.'nt'm abundant
lvoluminous
vast f :
ample —
. fully ful i
~ repleteadequote _abundantly

copiously 0dequUACy i g ce
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exceptional Criminals don't stop at Europe's borders. Nowadays, the use fast and modern technologies to
organise their llegal activities and erase their path afterwards. A lot of the data needed to track
down these criminals is stored in the U.S. or by U.S. companies. An EU-US agreement to speed
up the access of our law enforcement authorities to e-evidence is therefore of outmost
importance. This will make Europe a safer place but, at the same time, it must do so while
protecting our cifizens' data, privacy and procedural rights.

Ana Birchall, Romanian Vice Prime Minister, Minister for Justice ad-interim

06-06-2019 The Council adopted today two mandates authorizing the Commission to negotiate on behalf of EU an agreement with the US facilitating access to e-evidence for the purpose of
judicial cooperation in criminal matters and to participate in the negotiations in the Council of Europe on a second additional protocol to the Cybercrime Convention, respectively. 16

16



6 Jun 2023

-
de Rechtspraak
Rechtbank

Zaaland - Wast-Brabant

Cross-border access to data and admissibility of evidence

Innovation Law in the Netherlands

+ Collecting, saving and take notice of data stored on a device
after seizure, 556 Sy;

* Investigating data that is stored elsewhere at the time of or
after the seizure of a device (network search), 557 Sv

» The forced biometric unlocking of a seized device, 558 Sv.

17

Cross-border access to data and admissibility of evidence

Collecting and investigation of data stored on a device after
seizure, 556 Sv;

* In case of a red-handed felony or a felony that allows pre-trail
custody;

* The public prosecutor can order;
+ After authorization of the investigation Judge;

» That a police officer can investigate data that is received after
seizure;

« Ifitis needed for the investigation.

Synchronization?

Existing

» Period 3 days, 3 months of 6 months (severity of the crime and  connection?
necessary for the investigation)

18
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Cross-border access to data and admissibility of evidence

Investigating data that is stored elsewhere at the time of or
after the seizure of a device (network search), 557 Sv

* In case of a red-handed felony or a felony that allows pre-trail
custody;

* The public prosecutor can order;
 After authorization of the investigation Judge;

* That a police officer can investigate data that is stores
elsewhere during seizure;

* If it is needed for revealing the truth.

* Period 3 days, 3 months of 6 months (severity of the crime and
necessary for the investigation)

Territoriality?
Existing
connection?

19

Cross-border access to data and admissibility of evidence

Case Study: A sixteen-year-old girl is extorted with a
sex video on Facebook and commits suicide. Who is the
blackmailer?

* 16-year-old girls commits suicide;
 Suicide note;

= - Explicit video performing sexual acts;
Clm.nm.e-- swv Facebook - BTG;
- Video distributed;
- Slickrick

20
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Cross-border access to data and admissibility of evidence

OSINT on Facebook: ‘SlickRick’

21
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Cross-border access to data and admissibility of evidence

Investigation Facebook: ‘SlickRick’

» OSINT on Facebook: ‘SlickRick’
-> No visibility only for friends

* Request subscriber data Facebook
- Telephone number by registration;
- IP address by registration;

Next Step?

de Rechtspraak

22
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Cross-border access to data and admissibility of evidence

Phone number / IP-address

* Number:
- Bulgarian Mobile Telecom provider, Sim only;
- Whatsapp?
- True caller?

* |P address
- ltalian telecom provider;
-> Carrier grade NAT (Multiple users, same |IP address)
- No logging
- Last used IP address = Tor node

23

23

Cross-border access to data and admissibility of evidence

Content data (request US)

Login to account?
- Victim;
- Slickrick? Pay for leaked data set?

Undercover?

Hacking?

24
Next step?

24
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Cross-border access to data and admissibility of evidence

Investigating the video and the victim's laptop:

* Video on a USB-stick form a friend

- Metadata was removed;
- Are the images real?

* Victims' laptop
- No login credentials;
- RAT found;
- Send to NFI;

25

25

Cross-border access to data and admissibility of evidence

Investigating the video and the victim's laptop:

» Privacy of the Victim?
» Using credentials of the

Victim?
» Checking the cloud?

* RAT - connecting?
+ Password Vault?

Next step?

26
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Cross-border access to data and admissibility of evidence

Investigation:

* Investigating the Police systems;
- More Cases in other regions. Same MO (RAT / BTC)
¢ Another victim;
-> Balance account SlickRick
- Chats
* Investigation Bitcoin account;
- Chainalysis
» Cooperation at Europol
-> Polish investigation (undercover, IP tap)
-> Share information?

* Plot twist and final

27

27

Thanks!

Questions?

Contact:
https://www.linkedin.com/in/jordy-mullers-5583b829/
J.mullers@rechtspraak.nl
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Electronic evidence and

criminal procedure.
From open source to dark web.

ENELI LAURITS

Setting the stage

Dark web?
How to collect electronic evidence according to law?

Publicly available data. Reasonable expectation of privacy and restrictions to
collection of evidence.
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Where is the dark web?

- 90%

Encrypted information
that is not searchable

LI
ILETRATIGN: NEVEGABORE STOSK. 018 TECHTARSET. ALL MistTs assesveD. TechTarget

The terms "dark web" and "deep web" are often used interchangeably, but they
are not the same. Rather, the dark web is a small, less accessible part of the deep
web.

Both the dark and deep web share one thing in common: neither can be found in
search engine results. The difference between them primarily lies in how their
content is accessed. Deep web pages can be accessed by anyone with a standard
web browser who knows the URL.

Dark web pages, in contrast, require special software with the correct decryption
key, as well as access rights and knowledge of where to find the content.
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TO' About Support Community Blog Donate English(en) ~ | Download Tor Browser W Darknet WebSIteS are acceSSIble
Smm————_ O1|y through networks such as
Tor.

Tor (originally, The Onion
Router) is an underground
distributed network of
computers on the Internet that
conceals the true IP addresses,
and therefore the identities of
the network’s users, by routing

Browse Privately.
Fxplore Freely. ey

them in numerous layers of
encryption.

Defend yourself against tracking and surveillance. Circumvent censorship.

Requirements for admissibility - legitimacy

Digital evidence is considered legitimate and lawful when:

It has been gathered without violating fundamental rights.

It has been obtained and processed according to the procedure
established by law.

It must be obtained in compliance with best practices to be admissible
in court.
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State A
request

access and control of data

State B

ISP

Investigator

DOMESTIC TERRITORY

State C

T FOREIGN TERRITORIES

Dark web investigations

Playpen was a notorious darknet child pornography website that operated from
August 2014 to March 2015. The website operated through a hidden

service through the Tor network which allowed users to use the website
anonymously. After running the website for 6 months, the website owner was
captured. After his capture, the FBI continued to run the website for another 13
days as part of Operation Pacifier.

When it was shut down in March 2015, the site had over 215,000 users and
hosted 23,000 sexually explicit images and videos of children as young as
toddlers.
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SUDAMETUNNISTUSEGA OIGLUSE POOLE

Dark web investigations

The term “network investigative technique” [NIT] is a euphemism for law enforcement hacking;

It describes a law enforcement surveillance method that entails remotely accessing and installing malware
on a computer without the permission of its owner or operator.

Network investigative techniques are especially useful in the pursuit of criminal suspects who use
anonymizing software to obscure their location.

NITs have lead to many cases which have eventually ended up in international cooperation. As Kerr and
Murphy* put it: ,To date, not only has the most usual response [to discovering a foreign law enforcement
agency engaged in the unauthorised access of data stored within its jurisdiction] been one of acquiescence,
but, indeed, of providing even more cooperation.”

*QOrin S. Kerr & Sean D. Murphy. Essay. Government Hacking to Light the Dark Web. Risks to International Relations and
International Law? - Stanford Law Review, vol 70, July 2017.

SUDAMETUNNISTUSEGA OIGLUSE POOLE

Publicly available data

Article 32 -Trans-border access to stored computer data with consent or where publicly available
A Party may, without the authorization of another Party:

a) access publicly available (open source) stored computer data, regardless of where the data is located
geographically; or
b) access or receive, through a computer system in its territory, stored computer data located in another Party,

if the Party obtains the lawful and voluntary consent of the person who has the lawful authority to disclose the
data to the Party through that computer system.

10
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SUDAMETUNNISTUSEGA OIGLUSE POOLE

Capturing evidence from the internet

As a general rule, data recovered by the investigator will have to withstand some of the following questions
being asked:

Where does the data come from?
Are you sure about the integrity of this data?
Are you sure about the completeness of this data?

Are you sure there aren’t any details you might be unaware of, regarding the data which might render your
conclusions drawn upon it invalid?

Or simply: Can you guarantee the integrity of you evidence?

11

SUDAMETUNNISTUSEGA OIGLUSE POOLE 3

Publicly available data

Compliance with legal regulations is only possible if the subjects of the law understand what is required from
them.

To date there is no globally valid legal definition of public availability. Public availability is often falsely used
synonymous with 'not protected in any way’.

The core of the understanding appears to be that data is publicly available if access to it is not limited to a
specified group of persons.

The key question under EU legislation is if data are related to natural persons and hence fall under the scope
of Articles 7 and 8 of the Charter of Fundamental Rights of the European Union. The mere public availability
of data is no feature that can completely disable the protection of a natural person through Articles 7 and 8
EU-CFR.

12
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Publicly available data

The US perspective: in contrast to Article 7 EU-CFR the protection is not
automatically granted if data is ‘related to a natural person’ but rather depends on
the reasonable expectation of privacy of the affected person.

If that expectation exists, it is regularly determined by areal considerations.

13

Social media — publicly availabe?

A sub-section of the surface web is social media (eg Instagram, Snapchat, Facebook,
Tinder). Social connections have always been an important investigative approach, with
the shift from real-life to electronic communication these connections are often easily
accessible and generate valuable insights for law enforcement.

Some of the currently existing networks allow users to limit the reach of their content to
certain user groups (everyone, network participants, friends, friends of friends).

The public availability for such restricted data hence often depends on factual barriers
that these settings eventually raise.*

Thilo Gottschalk. ,The Data-Laundromat? Public-Private-Partnerships and Publicly Available Data in the Area of Law Enforcement.”

14



15 May 2023

Data on social networks are easily relatable to natural persons and
often give insights in particularly sensitive areas of a persons' life such
as religious or political beliefs or sexual preferences.

Accessing social media data hence bears severe risks to the
fundamental rights of the data subject.

While data on social media may be manifestly made pubilic, this
cannot be re-interpreted as consent or abandoning fundamental
rights protection.

15

US example — case of Meregildo

Where Facebook privacy settings allow viewership of postings by “friends,” could
the Government access them through a cooperating witness who is a “friend”
without violating the rights to privacy?

While the user undoubtedly believes that his Facebook profile would not be
shared with law enforcement, does he have a justifiable expectation that his
“friends” would keep his profile private? And the wider his circle of “friends,” the
more likely his posts would be viewed by someone he never expected to see
them.

16
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b
SUDAMETUNNISTUSEGA GIGLUSE POOLE & A&

In US vs Meregildo, the defendant Melvin Colon wanted to suppress evidence that the
government obtained from his Facebook account. The government accessed this information
from his Facebook “friend” who cooperated with law enforcement. Colon’s Facebook “friend”
gave the government access to view Colon’s profile.

The Judge in the case evaluated the evidence in the context of Colon’s privacy settings and his
circle of friends. The Judge denied Colon’s motion to suppress and said that his Facebook
information was lawfully obtained and useful in the case.

The Judge emphasized the privacy settings used by Colon on his Facebook account. These privacy
settings allowed the cooperating witness, Colon’s Facebook “friend,” to see the messages he
posted to his account. As such, the Judge ruled that accessing this information was not a violation
of the Fourth Amendment. Colon allowed “friends” to view his posts and he had a wide circle of
friends. The Judge believed that because of this, Colon’s expectation of privacy ended when he
posted on Facebook.

17

e
SUDAMETUNNISTUSEGA GIGLUSE POOLE 4 ASP*AS

The Deep web.
US v Auernheimer*

The defendant was convicted of unauthorised access for collecting information from a website of
a US telecommunication provider, which was accessible on a hard-to-guess website that was not
intended to be accessed.

Although the data was publicly accessible, the court stated that the data was still protected,
analogous to a home where 'the front door is left open or unlocked’.

The defence argued that the information was made available to everyone and the general public
was authorised to view the data.

Courts increasingly assume that data publication does not necessarily preclude an expectation of
privacy.

*Supreme Court of the United States, United States v Andrew Auernheimer (2014) <https://cite.case.law/f3d/748/525/

18
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Concluding thoughts

It doesn’t much matter whether it is the surface web, deep web or dark web as
evidence in criminal procedure is considered legitimate and lawful when:

It has been gathered without violating fundamental rights

It has been obtained and processed according to the procedure established
by law

It must be obtained in compliance with best practices to be admissible in
court

19

THANK YOU!
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Prosecutor
4 Court of First Instance, Greece
L@
+30 6932491909
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Legal Challenges
lof “the Cloud”
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' Locating and
*extracting the
evidence
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Co-funded by the Justice
Programme of the European Union

The Cloud as a
“Fishnet of Hard Drives”
L
Interconnected Data
Centers, scattered in
different geographical
places, from where the
stored data is recalled on-
demand, regardless of the
end-user’s whereabouts
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= Data Redundancy :
Multiplication of
data for safety and
performance
optimization
reasons

Loss Of Location :
No geographically
fixed reference
point




interesting possession
- P 2

Simply Viewing # Possessing #Ac

(Art. 5 para. 2 Directive 2011/93/EU) S8

Ruling 1648/2016 of the Supreme Couft.of/Gree
(Criminal Department)
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C] Extracting Digital Evidence In The Cloud

- US.A. pahdt 1T e,
a) Stored Communicagiens Act (1986)
b) Microsoft Irelan e(2013-2016)
¢) CLOUD Act (2038)"

_-':‘3".-.:

—

a) G8: Princi'ﬁ: 'i'ra'nsborder Accéss to
Stored, Gtrmﬁj'té?ata — Principles on

Accessing Data ed In"A Foreign
State (1997) . M
b) (Budapest) Conventlon 1Bybercri

(2001)
c) European Investlgatlon Order (2014)

C] Extracting Digital Evidence In The Cloud (2)

= Cloud Storage Providers reveal only tk te G
data and metadata to the LEA andgaré understandabl
reluctant to grant unconditional fujt gess to the content™
of the files per se

b & &

= The not obligatory but S|mply gGaf-gtthg Directive
2014/41/EU/3-4-2014 is'not enac y national legislation
in every State (Ireland)

o European Productlon and Pres vati | for. g

* Ruling 613/2016 of the Mlsdemeanor Council , of Atl;ens
(GR)
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Change Of The Legal Approach _ . s 3

T NEED O SET
(Y FACE TOUARD
{ NEW HORIZONS.

Power of Disposal

' ~Ct".ﬂllll'll‘ll'-r,.,,
The ability of a specific person to obtaii or collaborat
access and hold the right to alter, teléte, suppress, render
unusable or even excludé othefs froaccess and usage of
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Cyber =
Connected:

Thank You
For Your
Attention !




Lisbon, May 18th and 19th 2023

ERA

European Commission

Two Sides of the Decryption Medal

Legal Challenges after Unwrapping the Gift Package

John van Krieken LLM MMO m Co-financed by the European Union

Encryption, Blessing or Curse

» The official point of view:

* Encryption is is a human right and needed to guarantee privacy
Manufacturers will not be forced to build ‘backdoors’
* Not all jurisdictions guarantee human rights

Problems for law enforcement are accepted as collateral
damage.

Titel
Datum 25 april 2023 1
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Standard Encryption

« Communication apps use standard encryption, Skype,
WhatsApp, Telecom

» They use peer to peer encryption, “impossible” to decode

» Software to encrypt hardware is not included in this
presentation

Enter the commercial providers

* Individuals do not trust the standardstandard encryption

* Metadata of the communications are available to law
enforcement

» Commercial services entered this market with dedicated
networks and handsets

» Law enforcement officers found the handsets during arrest and
searches

Titel

Datum

25 april 2023




Ennetcom

Ennetcom \ §2

Ennetcom
encrypted

BlackBerry®

i P

3
{0) www.ennetcom.com

Titel
Datum 25 april 2023 3



Ennetcom lm

Gerechishof
Henagmbeh

Criminals used special Blackberries

Only messaging through Ennetcom
infrastructure

PGP encryption, so very robust
Encryption keys generated by endusers

But in fact generated by the Ennetcom
servers.

Ennetcom H'ﬁ

Servers found in Canada

Keymanagementsystem found and copied
Messages only 24 hs saved?

But several millions of items available?

1 mIn nicknames

Lawyer claims impossible in a legal way

Titel

Datum

25 april 2023 4



Ennetcom

Police claim 500 users/nicknames
identified, used in 25 investigations

In October 2016 recieved, in November
already first use.

Between 13/10/2016 and 12/7/2017 1,6
min massages downloaded in “Hansken”

Filtered: less than 3 words, non-Dutch or
English

\ &1
de Rechtspraak

Gerechishof
Henagmbeh

Ennetcom

Results searched with topics, typical
words used in organised crime

5503 positive adresses and 4282 contacts
Of which 500 identified

\§2
de Rechtspraak

Gerechtshof
‘s Hortagon besch

10
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Now it’s getting Serious!

Encrochat

ED=DM®

11

What’s New with Enchrochat?

» Peer to peer encryption vs encryption in the server
» Europe based, servers in France, EU rules apply
» Data are of no useafter processing by the app

* Handsets cost over 1000 Euro’s plus subscription, only use is
sending and receiving tekst messages

* Over 50.000 users of whom 12.000 in NL

12
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Joint Investigation Team, 26 Lemont

* French and Dutch police developed a tool

» Software introduced to the servers in Lille, France

» That tool infected all the connected handsets with a keylogger
+ All the keystrokes/messages were sent to a Europol server

« An enormous collection of communication content was
collected

» Explored with specially designed software called ‘Hansken’

13

A Gift for Law Enforcement, but a Challenge to the Judiciary

» 26Lemont is a criminal charge against Encrochat, but
encryption is perfectly legal

» French police placed a bot in handsets wherever they were,
mainly in other jurisdictions. Breach of sovereignty?

* If so: what should be the consequence?
* How far goes the principle of mutual trust?
» EU regulations on data protection involved?

14
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What’s the Charge against Encrochat?

» Complicity to serious crimes, like drug trafficking, money
landering and related violent crimes

* Like driving a car to and from the scene of a robbery a legal
activity may add up to complicity

* No or very scarce legal use due to high cost and limited
possibilities of the system

15
Breach of National Sovereignty
» A state needs permission to investigate on the territory of
another jurisdiction
» Abreach of that obligatiom may vreate a diplomatic incident
* Itis up to the state involved to decide to act, accept or ignore
the breach
* Aprosecuted individual cannot claim any rights or immunity in
case the state doesn’t act.
16
16
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A
de Rechtspraak

Henagmbeh

Mutual Trust

* Principle of mutual trust is not put aside by a JIT agreement

» There is no obligation to add a copy of the document to the
casefile

+ |f a competent state official claims to act within the criteria set
out by the law, an official of another state may rely upon his
word.

» The cooperation of the Dutch police (in developing the tool)
does not change that, the tool is applied onder French
responsability.

17

Do the EU regulations on Data Protection Apply

* Yes, of course, but not the rules that bind telecom providers,
including te ban on data retention, The General Data
Protection Regulation EU 2016/679

* Its the Law Enforcement Data Protection Regulation EU
2016/680

» Data must be preserved if possible under scrutiny

* Must be destroyed if no longer needed for that cause
» Or tranferred if needed in another serious matter

+ Which is exactly what happened here.

18
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To be Continued

* There will be other networks, like SKY/ECC, Anom etc.

* There will be new lawyers, with new interventions. There is a
cross-Europe network of law offices, in NL alone 47 members
that specialise in these cases.

« If there is a lawyer that will argue this kind of evidence he or
she will put all the arguments on the table.

19

Questions?

» John van Krieken LLM MMO
Senior Judge

» Appeal Court ‘s-Hertogenbosch
« J.van.krieken@rechtspraak.nl
+31 6 4813 5890

20
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Dark: Web Invgtlgatlons 4

Electronlc Eﬁenm

T* __ Computer Forensics

Lisboa 17.05.2023 Vitor Neves

e PORTUGUESE LAW

Cybercrime Law — L 109/2009 15.09

Data Retention Law — L 32/2008 17.07

Code of Criminal Procedure — DL 78/87 17.02
Penal Code - DL 400/82 23.09

Constitution of the Portuguese Republic
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COMPUTER CRIME, CYBERCRIMINALITY OR CYBERCRIME?

An act defined by law as a crime in which a computer system is the object or
instrument of the crime or the commission of which is significantly linked to the
use of a computer system.

In addition to crimes that offend goods directly linked to the computer
environment, which aim to protect the very use of computers and its
characteristic aspects such as software and surfing the Internet, also crimes that
offend traditional legal goods, but which are committed through the use of
computer systems

COMPUTER FORENSICS

Preservation, identification, extraction and documentation of electronic evidence stored as
data or magnetically encoded information.

LATO SENSU

Any form of digital expertise and data analysis used in the course of an investigation

STRICTO SENSU

Set of methodological procedures and techniques for identifying, collecting, preserving,
extracting, interpreting, documenting and presenting evidence from computer equipment in a
manner that is acceptable during a legal or administrative proceeding in court.
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,,..——[.._\_ SURFACE WEB, DEEP WEB AND DARK WEB

Surface Web - Regular Browsers and Search Engines (ex. Google)
Deep Web — Free, Safe and Anonymous Websurfing (ex. Freenet / TOR)

Dark Web — Deep Web Sites with Criminal Origins and Activities

. iy COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

E-evidence shows up in 85% of criminal investigations

Fragmentary, Fragile, Volatile, Alterable, Unstable, Erasable and Manipulable,
Invisible and Especially Dispersed.

«Given the numerous ways information is stored on a computer, openly and

surreptitiously, a search can be as much an art as a science» — Us Court of Appeals - US
vs Brooks
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COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

Where to find electronic evidence?

¢ networks and workstations

® removable disks

o temporary files

o swap files

® mirror disks

e program files

¢ websites

o cookies

* e-mails

o laptops and home computers

e smartphones

COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

Obtaining the information

The parties must access the information in a lawful manner, without violating the fundamental rights.

Incorporating data to the process

In order to incorporate the data into the process, it should meet some requirements: relevance,
necessity, legality and procedural admissibility.

Value of the incorporated data

If the above requirements on obtaining and incorporating data are met, the electronic evidence will be
subject to assessment by court.
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..y COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

Two basic types of electronic evidence:
Data stored in computer systems or devices

Information transmitted electronically through communication networks

f————~\ COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

Information transmitted electronically through communication networks is:

- Firstly regulated in articles 187 and 188 of the Code of Criminal Procedure, by reference from
article 189.

Criminal procedural law confers the same conditions of admissibility and formalities on
conversations or communications transmitted by electronic mail or other forms of data
transmission by electronic means as it does on interceptions of telephone tapping.

- Also, Cybercrime Law - L 109/2009 15.09
Article 18 Interception of communications

10
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,»--————«\ COMPUTER FORENSICS AND
E-EVIDENCE IN COURT

Data stored in computer systems and/or devices

CYBERCRIME LAW — L 109/2009 15.09

(Budapest Convention on Cybercrime)

Expedited preservation of stored computer data - article 12

Expedited preservation and partial disclosure of traffic data - article 13
Production Order - article 14

Search and seizure of stored computer data - articles 15 and 16

Online search - article 15,5

Seizure of e-mails and communication records of a similar nature - article 17

11

11

““ERA ANTI FORENSICS

Any attempts to compromise the availability or usefulness of evidence to the
forensics process.

Compromising evidence availability includes any attempts to prevent evidence
from existing, hiding existing evidence or otherwise manipulating evidence to
ensure that it is no longer within reach of the investigator.

Usefulness maybe compromised by obliterating the evidence itself or by
destroying its integrity

12
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““ERA ANTI FORENSICS

Avoid detection
Anonymizers
Virtual currencies

Prevent examination and analysis of computer data
Data erasure
Data concealment
Data tampering
Attacks against forensics

13

13

““ERA ANTI FORENSICS

New technologies have made it easier to commit criminal offenses in the digital
environment while making it more difficult to detect and, above all, to prove them.

Digital evidence, due to its special fragility, must be collected in compliance with the
applicable forensic rules, under penalty of contamination, prohibiting its valorization.

The knowledge or mere suspicion, by the investigated party, of the pendency of a criminal
process against him/her is often a sufficient condition for the digital evidence to be
inevitably contaminated, concealed or eliminated - even after the seizure of the physical
supports.

Criminal investigation in the digital environment, especially in the case of particularly
serious crimes, has to move into the shadows or accept its inefficiency

14
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“ERA DARK WEB INVESTIGATIONS

Digital Undercover Agents

Cybercrime Law - article 19

Covert Operations Law - L 101/2001 25.08
Physical Ops - Analogical World

15

15

“ERA DARK WEB INVESTIGATIONS

Covert Operations Law - L 101/2001 25.08
Being a law created in 2001 it is completely outdated

It does not provide for any form of digital evidence collection, establishing exclusively the use of
the undercover agent in the physical environment under the control of the portuguese criminal
police - Policia Judiciaria

Cybercrime Law - L 109/2009 15.09

The rule on covert actions in digital media only extends the catalogue of crimes where it is
possible to resort to this form of investigation.

Despite being amended in 2021 it does not introduce new means of obtaining evidence.

Using the rules foreseen for the interception of communications does not allow the action of the
digital undercover agent.

Intercepting is not interacting.

16
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DATA RETENTION

Portuguese Constitutional Court

Ac.268/2022 15APR2022

On those grounds, the Constitutional Court rules to:

a) Declare the unconstitutionality, with general mandatory force, of the rule contained in article 4 of Law no.
32/2008, of 17 July, in conjunction with article 6 of the same law, for violation of the provisions of paragraphs 1
and 4 of article 35 and paragraph 1 of article 26, in conjunction with paragraph 2 of article 18, all of the
Constitution;

b) Declare the unconstitutionality, with general mandatory force, of the rule of article 9 of Law no. 32/2008, of 17
July, on the transmission of stored data to the competent authorities for the investigation, detection and
prosecution of serious crimes, in so far as it does not provide for a notification to the person concerned that the
retained data have been accessed by the criminal investigation authorities, provided that such communication is
not likely to jeopardize the investigations or the life or physical integrity of third parties, for violation of the
provisions of Article 35(1) and Article 20(1), in conjunction with Article 18(2), all of the Constituigéo.

17
17
““ERA DATA RETENTION
Remedies being studied as we speak:
Access to data retained for billing purposes for 3 months
Without geo localization
Notification to the person concerned that the retained data have been accessed by the
criminal investigation authorities
18
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