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Key topics

e Technical issues (internet
caches, proxy servers,
encryption, deep/dark web, etc.)

e Legal implications of e-evidence
(collection, evaluation and
admissibility)

e The rise of evidence on mobile
devices

e Insights into different national
criminal justice systems
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Organisers
ERA (Laviero Buono) in cooperation with
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Thursday, 22 February 2024

09:00

09:30

Arrival and registration of participants

Welcome and introduction to the programme
Rosa Pefia & Laviero Buono

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF THE
INTERNET ARCHITECTURE AND CONCEPTS

09:45

10:45

11:00

11:30

12:30

12:45

Internet or Internot?

e The different dimensions and manifestations of the Internet (LAN, WAN,
WWW, Cloud, Deep & Dark)

Understanding Internet Protocols

Threats and opportunities in obtaining Internet evidence

How users mask their locations

Logs, browser fingerprints and data breadcrumbs

Steven David Brown

Discussion
Break
Chair: Laviero Buono

Open-source tools, computer forensics on mobile devices and in the
“Cloud”

Encryption and privacy

Encrypted apps on mobile (smart)phones

Physical and logical acquisition of data

Cloud providers and replicated data on websites

Damir Kahvedzic¢

Discussion

Lunch

PART Il: LEGAL ISSUES RELATED TO THE RISE OF EVIDENCE ON
MOBILE DEVICES

13:45

14:30

14:45

15:15

15:30

Chair: Damir Kahvedzi¢

Mobile phones: swipe right for evidence
e Challenges posed by the type and volume of evidence found on a
smartphone

e Comparing and contrasting cell site analysis with GPS systems for locating a

phone

e Geofence warrants

e IMSI (International Mobile Subscriber Identity) catchers: their use and
concerns about their deployment

Steven David Brown

Discussion

Chair: Steven David Brown

Handling electronic evidence in courts

° The importance of the chain of custody in handling evidence

° Trial considerations: methods of presentation and admissibility tests
Chatrine Rudstrom

Discussion

Break

Objective

Mobile devices such as smartphones and
tablets contain personal information such
as call history, text messages, e-mails,
digital photographs, videos, calendar items,
address books, passwords and credit card
numbers. They can be useful as sources of
digital evidence to be examined when
criminal activities occur.

This seminar aims to share advanced
knowledge and to exchange experience
and best practice between judges,
prosecutors and lawyers in private practice
who deal with criminal proceedings
involving e-evidence on mobile devices.

About the Project

This seminar is part of a large-scale project
sponsored by the European Commission
entitled “Preparing criminal justice
professionals to address new (post-)
pandemic challenges as a result of
criminals’ new modi operandi”. It consists
of seven seminars to take place in
Bucharest, Dublin, Lisbon, Cracow,
Barcelona, Thessaloniki and Tallinn over
the period 2022-2024.

Who should attend?

Judges, prosecutors and lawyers in private
practice from EU Member States.

Venue

ICAB Training Centre
C/Mallorca 283
08037 Barcelona
Spain

CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD).
Participation in the full programme of this
event corresponds to 8 CPD hours.

A certificate of participation for CPD
purposes with indication of the number of
training hours completed will be issued on
request. CPD certificates must be
requested at the latest 14 days after the
event.



16:00

16:45

17:00

19:30

Prosecuting hate speech and other criminal online content: proactive

cooperation by service providers

° New obligations for service providers to submit e-evidence under Union law,
incl. the Digital Services Act

o Additional national rules

o Codes of conduct

Michael Rotharmel

Discussion
End of first day

Dinner offered by the organisers

Friday, 23 February 2024

PART Ill: INVESTIGATING WEB 2.0 - BEST PRACTICES

09:30

10:00

10:15

11:00

11:15

11:45

12:15

12:30

13:00

13:15

Chair; Joachim Meese

Social media and electronic evidence: some concrete cases
Patricia Ayodeji

Discussion

Handling electronic evidence on mobile devices in courts: perspectives of
the defence

e The importance of the chain of custody in handling the evidence

e Trial considerations: methods of presentation and admissibility tests

Maria Barbancho

Discussion

Break

Chair: Maria Barbancho

Dealing with e-evidence in cross-border cases: best practices and possible
new scenarios in light of the new EU legislation

Joachim Meese

Discussion

Handling electronic evidence on mobile devices in court: experiences in
Spain

Andreu Van den Eynde

Discussion

End of seminar and lunch

For programme updates: www.era.int
Programme may be subject to amendment.

Your contact persons

Laviero Buono
Head of Section
E-Mail: LBuono@era.int

Julia Reitz

Assistant

Tel.: +49(0)651 9 37 37 323
E-Mail: jreitz@era.int

Save the date

Annual Conference on

EU Criminal Justice 2023
Lisbon, 9-10 November 2023

Countering Environmental Crime in the
EU

Trier & Online, 30 Nov-1 Dec 2023

Criminal Law and Human Rights:
Recent ECtHR Case Law

Online, 7-8 December 2023

This programme has been produced with
the financial support of the European
Union.

The content of this programme reflects
only ERA’s view and the Commission is
not responsible for any use that may be
made of the information it contains.


http://www.era.int/

Application
POST-COVID CHALLENGES IN CRIMINAL JUSTICE
Barcelona, 22-23 February 2024 / Event number: 324DT06/SBa

Terms and conditions of participation
Selection

1. Participation is only open to judges, prosecutors and lawyers in private practice from eligible EU
Member States.

The number of places available is limited (30 places). Participation will be subject to a selection
procedure. Selection will be according to professional eligibility, nationality and then “first come,
first served”. Spanish applicants who work for the prosecution service must apply for this event
through CEJ.

2. Applications should be submitted before 8 December 2023.

3. Aresponse will be sent to every applicant after this deadline. We advise you not to book any
travel or hotel before you receive our confirmation.

Registration Fee
4. €130 including documentation, lunches and dinner.
Travel and Accommodation Expenses

5. Participants will receive a fixed contribution towards their travel and accommodation expenses
and are asked to book their own travel and accommodation. The condition for payment of this
contribution is to sign all attendance sheets at the event. No supporting documents are needed.
The amount of the contribution will be determined by the EU unit cost calculation guidelines,
which are based on the distance from the participant’s place of work to the seminar location and
will not take account of the participant’s actual travel and accommodation costs.

6. Travel costs from outside Spain: participants can calculate the contribution to which they will be
entitled on the European Commission website (https://era-comm.eu/go/calculator). The distance
should be calculated from their place of work to the seminar location.

7. Forthose travelling within Spain, the contribution for travel is fixed at €52 (for a distance between
50km and 399 km). Please note that no contribution will be paid for travel under 50km. For more
information, please consult p.10 on https://era-comm.eu/go/unit-cost-decision-travel

8. Accommodation costs: international participants and national participants travelling more than
50km one-way will receive a fixed contribution of €117 per night for up to two nights’
accommodation. For more information, please consult p.13 on https://era-comm.eu/go/unit-cost-
decision-travel

9. These rules do not apply to representatives of EU Institutions and Agencies who are required to
cover their own travel and accommodation.

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation
11. Participation at the whole seminar is required and participants’ presence will be recorded.

12. Alist of participants including each participant’s address will be made available to all participants
unless ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

13. The participant will be asked to give permission for their address and other relevant information
to be stored in ERA’s database in order to provide information about future ERA events,
publications and/or other developments in the participant’s area of interest.

14. A certificate of attendance will be distributed at the end of the conference.

ERA

Apply online for
“Post-Covid Challenges in
Criminal Justice” online:
www.era.int/?132493&en

Venue

ICAB Training Centre,
C/Mallorca 283,
08037 Barcelona, Spain

Language
English

Contact Person

Julia Reitz

Assistant

Tel.: +49(0)651 9 37 37 323
E-Mail: jreitz@era.int
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BACKGROUND DOCUMENTATION

*** All documents are hyperlinked ***

Work carried out by the European Union on e-evidence

1

Council Decision (EU) 2023/436 of 14 February 2023 authorising
Member States to ratify, in the interest of the European Union, the
Second Additional Protocol to the Convention on Cybercrime on
enhanced cooperation and disclosure of electronic evidence
(ST/6438/2022/INIT, OJ L 63, 28.2.2023)

Regulation (EU) 2023/1543 of the European Parliament and of the
Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal
proceedings and for the execution of custodial sentences following
criminal proceedings (PE/4/2023/REV/1, OJ L 191, 28.7.2023, p.
118-180)

Directive (EU) 2023/1544 of the European Parliament and of the
Council of 12 July 2023 laying down harmonised rules on the
designation of designated establishments and the appointment of
legal representatives for the purpose of gathering electronic
evidence in criminal proceedings (PE/3/2023/REV/1, OJ L 191,
28.7.2023, p. 181-190)

Other EU criminal justice documents

A) The institutional framework for criminal justice in the EU

Al) Main treaties and conventions

Al-01

Protocol (No 36) on Transitional Provisions

A1-02

Statewatch Analysis, “The Third Pillar acquis® after the Treaty of Lisbon
enters into force, Professor Steve Peers, University of Essex, Second

Version, 1 December 2009

A1-03

Consolidated version of the Treaty on the functioning of the European

Union, art. 82-86 (OJ C 326/47; 26.10.2012)
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Al1-04

Consolidated Version of the Treaty on the European Union, art. 9-20 (OJ
C326/13;, 26.10.2012)

A1-05

Charter of fundamental rights of the European Union (OJ. C 364/1;
18.12.2000)

A1-06

Explanations relating to the Charter of Fundamental Rights (2007/C 303/02)

A1-07

Convention implementing the Schengen Agreement of 14 June 1985 (OJ L
239; 22.9.2000, P. 19)

A2) Court of Justice of the European Union

A2-01

Court of Justice of the European Union: Presentation of the Court

A2-02

European Parliament Fact Sheets on the European Union: Competences of
the Court of Justice of the European Union, April 2023

A2-03

Regulation (EU, Euratom) 2019/629 of the European Parliament and of the
Council of 17 April 2019 amending Protocol No 3 on the Statute of the Court
of Justice of the European Union, OJ L 111, 17 April 2019

A2-04

Consolidated Version of the Statute of the Court of Justice of the European
Union (01 August 2016)

A2-05

Consolidated version of the Rules of Procedure of the Court of Justice (25
September 2012)

A3) European Convention on Human Rights (ECHR)

A3-01

Convention for the Protection of Human Rights and Fundamental Freedoms
as amended by Protocols No. 11 and No. 14 together with additional
protocols No. 4, 6, 7, 12 and 13, Council of Europe

Convention for the Protection of Human Rights and Fundamental Freedoms
as amended by Protocols Nos. 11, 14 and 15, supplemented by Protocols
Nos. 1, 4,6,7,12, 13 and 16, Council of Europe

A3-02

Guide on the case-law of the European Convention on Human Rights:
European Union law in the Court’s case-law, Council of Europe, updated on
31 August 2022

A3-03

Case of Grzeda v. Poland (Application no. 43572/18), Strasbourg, 15 March
2022

A3-04

Case of Mihalache v. Romania [GC] (Application no. 54012/10), Strasbourg,
08 July 2019

A3-05

Case of Altay v. Turkey (no. 2) (Application no. 11236/09), Strasbourg, 09
April 2019

A3-06

Case Beuze v. Belgium (Application no. 71409/10), Strasbourg, 09
November 2018

A3-07

Case of Vizgirda v. Slovenia (Application no. 59868/08), Strasbourg, 28
August 2018

A3-08

Case of Sahin Alpay v. Turkey (Application no. 16538/17), Strasbourg, 20
March 2018

A3-09

Grand Chamber Hearing, Beuze v. Belgium [GC] (Application no.
71409/10), Strasbourg, 20 December 2017

A3-10

Case of Blokhin v. Russia (Application no. 47152/06), Judgment European
Court of Human Rights, Strasbourg, 23 March 2016

A3-11

Case of A.T. v. Luxembourg (Application no. 30460/13), Judgment
European Court of Human Rights, Strasbourg, 09 April 2015
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A3-12 |Case of Blaj v. Romania (Application no. 36259/04), Judgment European
Court of Human Rights, Strasbourg, 08 April 2014

A3-13 | Case of Boz v. Turkey (Application no. 7906/05), Judgment European Court
of Human Rights, Strasbourg, 01 October 2013 (FR)

A3-14 |Case of Pishchalnikov v. Russia (Application no. 7025/04), Judgment
European Court of Human Rights, Strasbourg, 24 October 2009

A3-15 |Case of Salduz v. Turkey (Application no. 36391/02), Judgment, European
Court of Human Rights, Strasbourg, 27 November 2008

A4) Brexit

A4-01 |Trade and Cooperation Agreement between the European Union and the
European Atomic Energy Community, of the one part, and the United
Kingdom of Great Britain and Northern Ireland, of the other part (OJ L 149,
30.4.2021)

A4-02 | Eurojust: Judicial cooperation in criminal matters between the European
Union and the United Kingdom from 1 January 2021, 1 January 2021

A4-03 | Draft text of the Agreement on the New Partnership between the
European Union and the United Kingdom (UKTF 2020-14), 18 March 2020

A4-04 |Draft Working Text for an Agreement on Law enforcement and Judicial
Cooperation in Criminal Matters

A4-05 |The Law Enforcement and Security (Amendment) (EU Exit) Regulations
2019 (2019/742), 28th March 2019

A4-06 |Brexit next steps: The European Arrest Warrant, House of Commons, 20
February 2020

A4-07 |Brexit next steps: The Court of Justice of the EU and the UK, House of
Commons, 7 February 2020

A4-08 |The Law Society, “Brexit no deal: Criminal Justice Cooperation”, London,
September 2019

A4-09 |European Commission, Factsheet, ,A ,No-deal“-Brexit: Police and judicial
cooperation”, April 2019

A4-10 | CEPS: Criminal Justice and Police Cooperation between the EU and the UK
after Brexit: Towards a principled and trust-based partnership, 29 August
2018

A4-11 |Policy paper: The future relationship between the United Kingdom and the
European Union, 12 July 2018

A4-12 |House of Lords, Library Briefing, Proposed UK-EU Security Treaty, London,
23 May 2018

A4-13 |HM Government, Technical Note: Security, Law Enforcement and Criminal
Justice, May 2018

A4-14 | LSE-Blog, Why Britain’s habit of cherry-picking criminal justice policy cannot
survive Brexit, Auke Williams, London School of Economics and Political
Science, 29 March 2018

A4-15 |House of Commons, Home Affairs Committee, UK-EU Security Cooperation
after Brexit, Fourth Report of Session 2017-19, London, 21 March 2018

A4-16 |HM Government, Security, Law Enforcement and Criminal Justice, A future
partnership paper

A4-17 |European Criminal Law after Brexit, Queen Mary University London,
Valsamis Mitsilegas, 2017

A4-18 |House of Lords, European Union Committee, Brexit: Judicial oversight of
the European Arrest Warrant, 6" Report of Session 2017-19, London, 27
July 2017

A4-19 |House of Commons, Brexit: implications for policing and criminal justice
cooperation (24 February 2017)
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
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Information System (ECRIS), and replacing Council Decision
2009/316/JHA, PE-CONS 87/1/18, Strasbourg, 17 April 2019

B6-05

Report from the Commission to the European Parliament and the Council
concerning the exchange through the European Criminal Records
Information System (ECRIS) of information extracted from criminal records
between the Member States. (COM/2017/0341 final, 29.06.2017)

B6-06

Council Framework Decision 2009/315/JHA of 26 February 2009 on the
organisation and content of the exchange of information extracted from the
criminal record between Member States (OJ L 93/23; 07.4.2009)

B6-07

Council Decision on the exchange of information extracted from criminal
records — Manual of Procedure (6397/5/06 REV 5; 15.1.2007)

B6-08

Council Decision 2005/876/JHA of 21 November 2005 on the exchange of
information extracted from the criminal record (OJ L 322/33; 9.12.2005)

B7) Conflicts of jurisdiction — Ne bis in idem

B7-01 |Case law by the Court of Justice of the European Union on the principle of
ne bis in idem in criminal matters, Eurojust, April 2020
Case-law by the Court of Justice of the European Union on the Principle of
ne bis in idem in Criminal Matters, Eurojust, December 2021

B7-02 |Council Framework Decision 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exercise of jurisdiction in criminal
proceedings (OJ L 328/42; 15.12.2009, P.42)

B7-03 | European Convention on the Transfer of Proceedings in Criminal Matters
(Strasbourg, 15.V.1972)

C) Procedural guarantees in the EU

C-01

Report from the Commission to the European Parliament and the Council
on the implementation of Directive (EU) 2016/1919 of the European
Parliament and of the Council of 26 October 2016 on legal aid for suspects
and accused persons in criminal proceedings and for requested persons in
European arrest warrant proceedings, COM/2023/44 final, 1 February 2023

C-02

Commission Recommendation (EU) 2023/681 of 8 December 2022 on
procedural rights of suspects and accused persons subject to pre-trial
detention and on material detention conditions, (OJ L 86, 24.3.2023)

C-03

FRA Report, Presumption of innocence and related rights — Professional
perspectives, Luxembourg, 31 March 2021

C-04

FRA Report, Rights in practice: Access to a lawyer and procedural rights in
criminal and European Arrest Warrant proceedings, Luxembourg, 27
September 2019

C-05

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2013/48/EU of the European Parliament
and of the Council of 22 October 2013 on the right of access to a lawyer in
criminal proceedings and in European arrest warrant proceedings, and on
the right to have a third person informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty, COM/2019/560 final, 26 September 2019

C-06

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2010/64/EU of the European Parliament
and of the Council of 20 October 2010 on the right to interpretation and



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
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translation in criminal proceedings, COM/2018/857 final, 18 December
2018

C-07 Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2012/13/EU of the European Parliament
and of the Council of 22 May 2012 on the right to information in criminal
proceedings, COM/2018/858 final, 18 December 2018

C-08 Directive (EU) 2016/1919 of the European Parliament and of the Council of
26 October 2016 on legal aid for suspects and accused persons in criminal
proceedings and for requested persons in European arrest warrant
proceedings (OJ L 297/1, 4.11.2016)

C-09 Directive (EU) 2016/800 of the European Parliament and of the Council of
11 May 2016 on procedural safeguards for children who are suspects or
accused persons in criminal proceedings (OJ L 132 1; 21.5.2016)

C-10 Directive 2016/343 of 9 March 2016 on the strengthening of certain aspects
of the presumption of innocence and of the right to be present at the trial in
criminal proceedings (11.3.2016; OJ L 65/1)

C-11 Directive 2013/48/EU of 22 October 2013 on the right of access to a lawyer
in criminal proceedings and in European arrest warrant proceedings, and
on the right to have a third party informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty (OJ L 294/1; 6.11.2013)

C-12 Directive 2012/13/EU of the European Parliament and of the Council of 22
May 2012 on the right to information in criminal proceedings (1.6.2012; OJ
L 142/1)

C-13 Directive 2010/64/EU of the European Parliament and of the Council of 20
October 2010 on the right to interpretation and translation in criminal
proceedings (OJ L 280/1; 26.10.2010)

C-14 C-209/22 - Rayonna prokuratura Lovech, TO Lukovit (Fouille corporelle), 7
September 2023

C-15 C-660/21 - K.B. and F.S. (Relevé d’office dans le domaine pénal), 22 June
2023

C-16 C-430/22, C-468/22 - VB (Information du condamné par défaut), 8 June
2023

C-17 C-608/21 - Politseyski organ pri 02 RU SDVR, 25 May 2023

C-18 C-694/20 - Orde van Vlaamse Balies i in., 8 December 2022

C-19 C-348/21 - HYA and Others (Impossibilité d’interroger les témoins a
charge), 8 December 2022

C-20 C-347/21 - DD (Réitération de I'audition d’'un témoin), 15 September 2022

C-21 C-242/22 PPU - TL () and de traduction), 1 August 2022

C-22 C-564/19 - IS (lllégalité de I'ordonnance de renvoi), 23 November 2021

C-23 C-282/20 - ZX (Régularisation de l'acte d'accusation), 21 October 2021

C-24 C-649/19 - Spetsializirana prokuratura (Déclaration des droits), 28 January
2021

C-25 Case C-659/18, Judgement of the Court of 2 March 2020

C-26 Case C-688/18, Judgement of the Court of 3 February 2020

C-27 Case C467/18, Rayonna prokuratura Lom, Judgment of the Court of 19
September 2019

C-28 Case C-467/18 on directive 2013/48/EU on the right of access to a lawyer
in criminal proceedings, EP, Judgement of the court (Third Chamber), 19.
September 2019

C-29 Case C377/18, AH a. 0., Judgment of the Court of 05 September 2019



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274103&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3280748
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268430&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=3285449
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=265550&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2910323
https://curia.europa.eu/juris/document/document.jsf?text=&docid=263736&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2908635
https://curia.europa.eu/juris/document/document.jsf?text=&docid=249861&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909058
https://curia.europa.eu/juris/document/document.jsf?text=&docid=247868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909606
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224382&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=&docid=223364&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=2013%252F48&docid=217905&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995655#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217488&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995195
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C-30 Case C-646/17 on directive 2012/13/EU on the right to information in
criminal proceedings, Gianluca Moro, Judgement of the Court (First
Chamber), 13 June 2019

C-31 Case C-8/19 PPU, criminal proceedings against RH (presumption of
innocence), Decision of the Court (First Chamber), 12. February 2019

C-32 Case C646/17, Gianluca Moro, Opinion of the AG Bobek, 05 February 2019

C-33 Case C-551/18 PPU, IK, Judgment of the Court (First Chamber), 6
December 2018

C-34 Case C-327/18 PPU, RO, Judgment of 19 September 2018 (First Chamber)

C-35 Case C-268/17, AY, Judgment of the Court (Fifth Chamber), 25 July 2018

C-36 Case C-216/18 PPU, LM, Judgment of 25 July 2018 (Grand Chamber)

C-37 Joined Cases C-124/16, C-188/16 and C-213/16 on Directive 2012/13/EU
on the right to information in criminal proceedings lanos Tranca, Tanja
Reiter and lonel Opria, Judgment of 22 March 2017 (Fifth Chamber)

C-38 Case C-439/16 PPU, Emil Milev (presumption of innocence), Judgment of
the Court (Fourth Chamber), 27 October 2016

C-39 Case C-278/16 Frank Sleutjes (“essential document” under Article 3 of
Directive 2010/64), Judgment of 12 October 2017 (Fifth Chamber)

C-40 C-25/15, Istvan Balogh, Judgment of 9 June 2016 (Fifth Chamber)

C-41 Opinion of Advocate General Sharpston, delivered on 10 March 2016, Case
C543/14

C-42 C-216/14 Covaci, Judgment of 15 October 2015
(First Chamber)

D) Approximating criminal law and Victims™ Rights

D1) Terrorism

D1-01

EU Centre of Expertise for Victims of Terrorism

D1-02

EU’s Counter-Terrorism Coordinator

D1-03

Eurojust Meeting on Counter-Terrorism, 16-17 November 2022, Summary
of Discussions, 05 April 2023

D1-04

Eurojust Casework on Counter-Terrorism: Insights 2020 — 2021, December
2021

D1-05

Regulation (EU) 2021/784 of the European Parliament and of the Council
of 29 April 2021 on addressing the dissemination of terrorist content online
(Text with EEA relevance), (OJ L 172, 17.5.2021)

D1-06

European Commission, EU Handbook on Victims of Terrorism, January
2021

D1-07

2019 Eurojust Report on Counter- Terrorism, 09 December 2020

D1-08

Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social
Committee and the Committee of the Regions: A Counter-Terrorism
Agenda for the EU: Anticipate, Prevent, Protect, Respond, 9 December
2020, COM(2020) 795 final

D1-09

Report from the Commission to the European Parliament and the Council
based on Article 29(1) of Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March 2017 on combating terrorism
and replacing Council Framework Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA, COM(2020) 619 final, Brussels, 30
September 2020

D1-10

Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social



http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=214946&pageIndex=0&doclang=DE&mode=req&dir=&occ=first&part=1
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Regulation (EU) 2021/1232 of the European Parliament and of the Council
of 14 July 2021 on a temporary derogation from certain provisions of
Directive 2002/58/EC as regards the use of technologies by providers of
number-independent interpersonal communications services for the
processing of personal and other data for the purpose of combating online
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data, and repealing Council Framework Decision 2008/977/JHA (4.5.2016;
OJ L 119/89)

G) Police Cooperation in the EU

G1) General

G1-01

Directive (EU) 2023/977 of the European Parliament and of the Council of
10 May 2023 on the exchange of information between the law enforcement
authorities of Member States and repealing Council Framework Decision
2006/960/JHA, (OJ L 134, 22 May 2023)

G1-02

Council Recommendation (EU) 2022/915 of 9 June 2022 on operational law
enforcement cooperation, (OJ L 158, 13 June 2022)

G1-03

Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee, and the Committee
of the Regions on the EU Strategy to tackle Organised Crime 2021-2025
(COM/2021/170 final, 14 April 2022)

G1-04

Proposal for a Regulation of the European Parliament and of the Council on
automated data exchange for police cooperation (“Prum 1I”), amending
Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817, and 2019/818 of the European Parliament and of the
Council, (COM/2021/784 final, 8 December 2021)

G1-05

European Commission, Press Release, “Police Cooperation Code: Boosting
police cooperation across borders for enhanced security”, 8 December 2021

G1-06

European Commission, Factsheet, “Reinforcing police cooperation across
Europe”, 8 December 2021

G1-07

Commission Staff Working Document: Impact Assessment Report
accompanying the document Proposal for a Regulation of the European
Parliament and of the Council on automated data exchange for police
cooperation (“Prim 11”), amending Council Decisions 2008/615/JHA and
2008/616/JHA and Regulations (EU) 2018/1726, 2019/817, and 2019/818
of the European Parliament and of the Council, (SWD/2021/378 final,
Brussels, 8.12.2021)

G1-08

Proposal for a Regulation of the European Parliament and of the Council
amending Regulation (EU) 2018/1862 on the establishment, operation and
use of the Schengen Information System (SIS) in the field of police
cooperation and judicial cooperation in criminal matters as regards the entry
of alerts by Europol, (COM(2020) 791 final, Brussels, 9 December 2020)

G1-09

European Commission, Inception Impact Assessment on EU Police
Cooperation Code (PCC), Ref. Ares(2020)5077685, 28 September 2020

G1-10

Regulation (EU) 2018/1862 of the European Parliament and of the Council
of 28 November 2018 on the establishment, operation and use of the
Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council
Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of
the European Parliament and of the Council and Commission Decision
2010/261/EU

Regulation (EU) 2022/1190 of the European Parliament and of the Council
of 6 July 2022 amending Regulation (EU) 2018/1862 as regards the entry
of information alerts into the Schengen Information System (SIS) on third-
country nationals in the interest of the Union, (OJ L 185, 12.7.2022)
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G1-11

Council Decision 2008/617/JHA of 23 June 2008 on the improvement of
cooperation between the special intervention units of the Member States of
the European Union in crisis situations, (OJ L 210, 6.8.2008)

G1-12

Council Decision 2008/616/JHA of 23 June 2008 on the implementation of
Decision 2008/615/JHA on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (OJ L 210/12;
06.08.2008)

G1-13

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008)

G1-14

Council Framework Decision of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (OJ L 386/89;
29.12.2006, P. 89)

G1-15

Convention on the stepping up of cross-border cooperation, particularly in
combating terrorism, cross-border crime and illegal migration of 27. May
2005 (10900/05; 27.5.2005)

G2) Joint Investigation Teams (JITS)

G2-01

Eurojust Information on JITs

G2-02

Europol Information on JITs

G2-03

JIT Evaluation Form

G2-04

Council of Europe: Guidelines on the use of Joint Investigation Teams

G2-05

Riehle, C. “20 years of Joint Investigations Teams (JITs) in the EU”: An
overview of their development, actors and tools. ERA Forum 24, 163-167,
29 June 2023

G2-06

Checklist for multilateral joint investigation teams, 22 June 2023

G2-07

Latest trends and novelties in JIT operations: first-hand experiences of JIT
practitioners and Eurojust | Eurojust | European Union Agency for Criminal
Justice Cooperation (europa.eu) Fourth JITs Evaluation Report, 14 June
2023

G2-08

Regulation (EU) 2023/969 of the European Parliament and of the Council of
10 May 2023 establishing a collaboration platform to support the functioning
of joint investigation teams and amending Regulation (EU) 2018/1726, OJ L
132, 17 May 2023

G2-09

Guidelines on the Network of National Experts on Joint Investigation Teams,
2 December 2020

G2-10 |Third JIT Evaluation Report, Eurojust, March 2020

G-11 | Joint Investigation Teams: Practical Guide, 16 December 2021

G2-12 [Council Resolution on a Model Agreement for Setting up a Joint
Investigation Team (JIT) — 2017/C18/01, Strasbourg, 19 January 2017

G2-13 | Council Document establishing the JITs Network, 08 July 2005

G2-14 | Council Framework Decision of 13 June 2002 on joint investigation teams

(GJ L 162/1; 20.6.2002)
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SIM Registration NOT Required
March 2020 (Europe)

Bosnia &
Herzegovina
Croatia
Czech
Republic
Cyprus
Denmark
Estonia
Finland
Iceland
Ireland

Latvia
Liechtenstein
Lithuania
Malta
Moldova
Netherlands
Portugal
Romania
Serbia
Slovenia

UK

https://www.comparitech.com/blog/vpn-privacy/sim-card-registration-laws/



(about) 160 Countries globally
... hot UK

Heathrow 2019
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Phones
Identifiers:

Subscriber Account details
SIM (Subscriber Identity Module) Card

IMSI
International Mobile Subscriber Identity
(Linked to SIM)

IMEI
International Mobile Equipment Identity
(Linked to Phone)

(Most phones display the IMEI when you
key in *#06# )
@ nleit



Phones

5G networks use a SUPI
(Subscription Permanent Identifier)
which is compatible with 4G IMSI
network.

The SUPI is encrypted into a
Subscription Concealed Identifier
(SUCI)

SUCI is regenerated for each
connection to antenna.

: 7 https://citizenlab.ca/2023/10/finding-you-teleco-vulnerabilities-for-location-disclosure/
@ mnceit https://www.5gworldpro.comt/blog/2023/10/25/what-are-the-major-security-threats-to-the-
5g-air-interface/




SIM Card

Authorises phone number on a telecoms
network.

May contain

» call history §‘f

« contacts and \ ,//

e received texts

SIM can be switched between different
phones

Some modern SIM cards have Secure
Element that stores credit card details to

allow use as payment device
@lnleit



When phone switched on sends a signal (‘ping’)
to the network.

It selects the most powerful base station signal

Registered on system (if phone on standby will
‘ping’ periodically)

Not necessarily the closest base station H jﬂ
(affected by topography, buildings, weather,

reflected signal, load on the base st(atlon)

((({ |




Urban area: single tower can identify phone
location to within an area of about 1km?

Rural setting may be 10s of km?

Note: Cell-site sectors are not neat shapes with
clearly defined edges (diagrams can be
misleading)

Cell-site sectors overlap

4G phones may connect to more than 1 cell-site
@ Inleit



During a call, the network will control to
which tower the phone is connected.

When crosses cell site boundary the phone
is ‘handed off’ to the next tower.

Each ‘dish’ on a cell site antenna has an
identifying number.

The antenna number is recorded.




Cell Site Analysis

« Historical cell site & call data analysis
— Which cell tower used
— Number called
— Time and duration of call
— IMEI (physical number on phone)
— IMSI (identifying the user account)

« Transaction records for billing

e Can be ‘near’ real time



Cell Site Analysis

« (Can't draw conclusions about coverage
just from call details records

 Even site surveys can’t reproduce all
variables

(Site survey is when you go to a location and
physically measure cell tower signals)



Time difference of arrival (TDOA)

Possible to estimate phone distance

from antenna from time signal takes
(pinging)
@ inLeit



Oregon Offender Search

Public Information (Last Updated: 04/15/2014 18:48:15)

Offender Name: Roberts, Lisa Marie

Location: Coffec Creck Comrectional Facility
Age: 48 DOB: D&/1965
Gender: Female Race: Black < African Amernican Status: Inmate

Height: 504" Hair: Black
Weight: 170 1bs  Eyes: Brown Institution Admission Date 12022004

SID# 14776586 Caseload: 15704 Sanjines, Cecilia Earfiest Release Date: 09032016

Offenses  Names |
WL-& County Crime Seatence Type Begin Dute MM
02083493101 MULT MANSLAUGHTER | Inmate Sentence 1240272004

In 2004 Lisa Roberts pleaded guilty to
manslaughter on a plea bargain on advice of
her (court appointed) defence attorney

Prosecutor had told the defence attorney that
phone records put Roberts at the scene and it
was 'almost as accurate as DNA".

@ In l eit https://www.washingtonpost.com/local/experts-say-law-enforcements-use-of-cellphone-records-can-be-
Excollence in Acslty inaccurate/2014/06/27/028be93c-faf3-11e3-932¢c-0a55b81f48ce_story.html?utm_term=.elea86444ad2



Oregon Offender Search

Public Information (Last Updated: 04/15/2014 18:48:15)
Offender Name: Roberts, Lisa Marie
Age: 48 DOB: D&/1965
Gender: Female Race: Black < African Amernican
Height: 504" Hair: Black

Weight: 170 Ibs Eyes: Brown Institution Admission D 120272004
> 2 6
SID# 14776586 Caseload: 15704 Sanjines, Cecilia Earliest Release Date 09037201

Offenses  Names |
WL-h Crime Seatence Type Begin Dute MM
02083493101 MULT MANSLAUGHTER | Inmate Sentence 12022004

Status: Inmate

2014 (9 2 years imprisonment) Lisa Marie
Roberts released. Cell-site analysis was found
to be inaccurate.

@ T IZCI t https://www.washingtonpost.com/local/experts-say-law-enforcements-use-of-cellphone-records-can-be-
Excollence in Acslty inaccurate/2014/06/27/028be93c-faf3-11e3-932¢c-0a55b81f48ce_story.html?utm_term=.elea86444ad2



5G operates at higher frequencies, (up to) 10
Gbps download speeds, BUT less penetration,
travel less far, affected by weather &
humidity.

Small cell stations, denser networks. Still not
materialised (((‘|'|'|>)))

3G networks being shutdown, but 2G
networks may remain as backup for calls and
texts in some countries.

@ g-l[c-( https://www.anscorporate.com/blog/what-is-a-5g-cell-tower



(TT] Denmark 2012 - 2019
T Automatic software

(e 11)] calculations on cell-site ﬂT-T
location found to be (| 1))
unreliable | |




Stealth (sms) Ping

Causes phone to register on (nearest) mast
180.000
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BKA Federal Criminal Police
BPOL Federal Police
BfV Federal Office for the Protection of the Constitution

@ InZeit

https://digit.site36.net/2019/08/20/less-stealth-sms-from-germa n-poIice-but-more-secrecy-for-domestic-intelligence/
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Global Positioning System (GPS)
Handsets have GPS chip

Network of 30+ satellites 20,000 km orbit.
Always 6 'in view’

Requires clear view of min. three (better four)
satellites

Structures/reflected signals can cause error

Where no satellite connection, phone may use
wifi or phone network

On average, location identifiable to 5-8 metres
(can be 3-5 metres - future tech 30cm)

@ Inleit



Google’s Sensorvault

Google’s Sensorvault database contains location
data for hundreds of millions of devices all over the
world.

Law enforcement officials use ‘Geofence warrants’
to obtain information from Sensorvault to identify
suspects in vicinity of a crime.

Google Location History not enabled by default but
users are prompted to enable it.

Initial data is anonymized, but once collated and
analysed and potential suspect phones identified,
Google provides the names of the owners of those
devices.

@ Inleit



Gainsville Florida January 2020

Keen cyclist ﬁ
RunKeeper Android App

« Email from Google

* 'Will release data to Police unless get a
court order preventing it’

* Burglary 97 years old woman’s home ‘
(8 months before)

« Passed 3 times in hour

@ Inleit O O

https://www.nbcnews.com/news/us-news/google-tracked-his-bike-ride-past-burglarized-home-made-him-n1151761



IMSI Catcher
(aka StingRay, Hailstorm, TriggerFish)

Device imitates mobile phone base station

Phone automatically detects & connects to the
IMSI catcher

All phone traffic passes through the IMSI
catcher

Based on 2G technology, but 3G/4G phones
are compatible (3G/4G signal can be disrupted
or suppressed)




How a ‘Stingray’ Cellphone-Tracking Device Works

Law-enforcement
officials are quietly
using gadgets
referred to generically
as ‘stingrays’ to locate

cellphones as part of/ =

investigative work. -

1. Often the device is 2. The stingray system, 3. Once the cellphone is
used in a vehicle along which mimics a cellphone detected by the stingray,
with a computer with tower, gets the target the phone’s signal
mapping software. phone to connect to it strength is measured.

=
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4. The vehicle can then move to another locationand 5. By collecting signal strength in several locations, the
again measure the phone’s signal strength. system can triangulate and map a phone’s location

Source: WSJ research and government documents

Source: https://www.extremetech.com/mobile/184597-stingray-the-fake-cell-phone-tower-cops-and-providers-
7Y - use-to-track-your-every-move
@ Inleit
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> Frame 2: 141 bytes on wire (1128 bits), 141 bytes captured (1128 bits)

Message Transfer Part Level 2
Message Transfer Part Level 3
Signalling Connection Control Part
Transaction Capabilities Application Part
GSM Mobile Application
Component: returnResultLast (2)
returnResultLast
invokelID: -50
resultretres
opCode: localvalue (0) S?
locationEstimate: a®2e251fafad5400005507205a
1010 .... = Location estimate: Ellipsoid Arc (10)
@... .... = Sign of latitude: North (@)
.010 1110 0010 0101 2001 1111 =|Degrees of latitude: 3024159 (32.44571 degrees)
1010 1111 1010 1101 0101 0100 =|Degrees of longitude: -5264044 (-112.95414 degrees)
Inner radius: @
.101 0101 = Uncertainty radius: 85
Offset angle: 7
Included angle: 32
.101 1010 = Confidence(%): 90
[Location OSM URI: https://www.openstreetmap.org/?mlat=32.44571&mlon=-112.95414&z00m=12]
ageOfLocationEstimate: @
utranPositioningData: 404c660b40
cellIdOrSai: cellGloballdOrServiceArealdFixedLength (0)
cellGlobalIdOrServiceArealdFixedLength: 13014072 NEGD
Sai-Present

https://citizenlab.ca/2023/10/finding-you-teleco-vulnerabilities-for-location-disclosure/

Source: https://www.extremetech.com/mobile/184597-stingray-the-fake-cell-phone-tower-cops-and-providers-
. use-to-track-your-every-move
@ Inleit
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How a ‘Stingray’ Cellphone-Tracking Device Works

< »

Law-enforcement
officials are quietly
using gadgets
referred to generically
as 'stingrays’ to locate
cellphones as partof
investigative work. 7=

Arms Race:
IMSI
Detectors

https://securityboulevard.com/2020/01
/top-7-imsi-catcher-detection-solutions-
for-2020/

4. The vehicle can then move to another locati mecting signal strength in several locations, the
again measure the phone’s signal strength. system can triangulate and map a phone’s location

Source: WSJ research and government documents
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How a ‘Stingray’ Cellphone-Tracking Device Works

camp)) « >

Law-enforcement
officials are quietly
using gadgets
referred to generically
as 'stingrays’ to locate
cellphones as partof
investigative work. z

. Once the cellphone is
etected by the stingray,

IMSI & 5G

https://www.lightreading.com/security/ rength is measured.
5g-defends-against-imsi-catchers-but-
implementation-is-critical

4. The vehicle can then move to another locati mecting signal strength in several locations, the
again measure the phone’s signal strength. system can triangulate and map a phone’s location

Source: WSJ research and government documents
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5G SUPI encryption is
optional for operators. If

4G enabled, IMSI still
works

Techniques exist to trace 5G

phones

Chlosta, M. et al (2021) 5G SUCI-catchers: still catching them all?
https://casa.rub.de/forschung/publikationen/detail/5g-suci-catchers-still-
catching-them-all




Dr.Fone - Virtual Location (iOS/Android) Hor)

Teleport GPS location to Anywherel

Set your map route to simulate GPS movement.
(> Set your wanted movement speed.

HD and large map view to check location.

Fake GP

Fake GPS Location-GPS JoyStick

The App Ninjas

@ The developer has provided this information about how this app collects, shares, and
handles your data

@ ,'"lﬂc https://www.purevpn.com/uk/internet-privacy/how-to-spoof-your-location
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Fake GPS location

Lexa Tools

* % % %4 400077 &

€ Jedes Alter

A Du hast keine Gerate

Teleport your phone to any place in the world with two clicks! This app sets up fake GPS location so

every other app in your phone belives you are there!

W

asdiftghijk'l

SR L ..\._n . . 3 a
s L 2l I 'l
r(f}_'

B m- _ I
https://play.google.com/store/apps/details?id=com.lexa.fakegps&hl=de_AT&gl=US

HELP BEEK - wincows - reviews - s+ otmer
7 Apps To Fake Your GPS Location On Android

You can't do this with an iPhone

@mlc ¢ https://helpdeskgeek.com/reviews/7-apps-to-fake-your-gps-location-on-
e android/




Active
Russian

SIM cards
(May 2022)

@ InZeit

Source: Linkedin Post by Dan Kaine, Inherent Risks



EXCLUSIVE: Russian spies are tracking
British former special forces teams by
their mobile numbers - and the data is
then used to decide where to launch
missile attacks

« EXCLUSIVE: Kremlin has compiled a database of mobile phone numbers

« The information was gathered by spies near some of the UK's most sensitive
military sites

« These include the headquarters of the Special Boat Service (SBS)

« Moment a mobile phone joins a local network their numbers are revealed to
Russian agents

By MARK NICOL DEFENCE EDITOR FOR THE DAILY MAIL
PUBLISHED: 22:01 GMT, 18 March 2022 | UPDATED: 22:34 GMT, 20 March 2022

https://www.dailymail.co.uk/news/article-10629125/Russian-spies-tracking-British-former-special-
forces-teams-mobile-numbers.html

@ nleit



EXCLUSIVE: Russian spies are tracking
British former special forces teams by
their mobile numbers - and the data is
then used to decide where to launch

missile attacks

« EXCLUSIVE: Kremlin has compiled a database of mobile phone numbers
« The information was gathered by spies near some of the UK's most sensitive

Moscow blames its troops’ use of mobile
phones for Makiivka missile strike

Ukrainian shelling that killed 89 recruits aided by mobiles
switched on near frontlines, claims Russia defence ministry

https://www.theguardian.com/world/2023/jan/04/moscow-blames-its-troops-use-of-mobile-phones-
@ InZeit for-makiivka-missile-strike



If phone powered off or isolated (e.g.
inside a Faraday bag), can’t be located.

Faraday bag = container lined with metallic substance
to block radio waves

@ Inleit



https://www.vice.com/en/article/pkyz3n/ghislaine-maxwell-allegedly-wrapped-her-cell-phone-in-tinfoil-to-avoid-surveillance

N IN CREATE ACCOUNT

= (3 Video TV News Tech RecRoom

Food World News

=3 News

Ghislaine Maxwell Allegedly Wrapped Her Cell
Phone in Tinfoil to Avoid Surveillance

@ Inleit

Prosecutors are pushing hard to keep her in jail so she can't flee and
deprive the alleged victims of a trial.

MORE
LIKE THIS

News

This Dad’s Emotional
Defense of His Trans
Daughter's Rights Is
Going Viral

CARTER SHERMAN

WhyA e Prosecutors

Secretive DNA Database E

Keeping a Huge,

‘Cell phone data’ (GPS and/or cell site
analysis?) > 1 square mile (2.59 km?)



GSMA
Q Unique mobile
=)/ subscribers

O
+496m O
507m .. .. o

Very hig-h Not just
probability --81% D suspects ...

of phone 0 victims &
evidence @ N% B witnesses

2030

e ‘."'"'l'é"c""s https://www.gsma.com/mobileeconomy/europe/



Typical smart phone:

Contains, text, images, video, games, N
applications like WhatsApp, FB messenger,
Snapchat, Telegram, Instagram

64GB phone (6GB for operating system) =
58GB data

11,600 x Complete Works of William
Shakespeare

Potentially 5,800,000 messages (some as
small as 10 bytes) which may not be
keyword searchable

7 Verity Méchant blog 30 Jan 2018
@ inceit https://encroaching.wordpress.com/



December 2017 Liam A. on trial for 12
counts of rape & sexual assault

Case thrown out

Alleged victim’s phone contents downloaded

Investigator said ‘nothing relevant’

Defence Counsel Julia Smart reviewed 40,000
SMS messages (pdf file 2,500 A4 pages) -
57,000 messages on phone

"I read them through the night and into the next
morning. It was laborious but I found messages
that completely undermined the case.”

10:00PM - 04:00AM (6 hours non-stop)

@ Inleit



Client Side Scanning
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C @ europol.europa.eu/media-press/newsroom/news/146-children-worldwide-saved-in-oper... [ &
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146 children worldwide saved in an operation

targeting child abuse online

90 000 online accounts were identified internationally, 46 suspects arrested
in New Zealand and more than 100 identified across the EU

2" March 2022

Furopol supported an international investigation into tens of thousands of accounts possessing and sharing child sexual
abuse material online. The operation, led by the Te Tari Taiwhenua Department of Internal Affairs, has so far involved law
enforcement authorities from Australia, Austria, Canada, Croatia, Czechia, Greece, Hungary, Slovenia, Spain, the UK and
the US. The international coordination of the investigative activities facilitated the identification of a large number of

individials tiad tn thace arcnnint

https://www.europol.europa.eu/media-press/newsroom/news/146-children-worldwide-saved-in-operation-
targeting-child-abuse-online?mtm_campaign=newsletter

@ Inleit



The problem: End to end
encryption

Data encrypted in transit

Proposed solution 1: require a Backdoor

Proposed solution 2: scan data on sender’s
device before encryption

Apple introduced in USA in August 2021 to
scan photo libraries on iPhones.
Ceased 3rd Sept 2021.

Obligatory & Indiscriminate

Scope for abuse?



“"The EU wants to oblige providers to search
all private chats, messages, and emails
automatically for suspicious content -
generally and indiscriminately. The stated
aim: To prosecute child pornography. The
result: Mass surveillance by means of fully
automated real-time messaging and chat
control and the end of secrecy of digital
correspondence.”

Patrick Breyer MEP

11 May 2022: Presentation of Commission proposal on mandatory
messaging and chat controls for online service providers (tbc)

https://www.patrick-breyer.de/en/posts/messaging-and-chat-control/

@ Inleit



Court of Justice of the European Union

PRESS RELEASE No 58/22
Luxembourg, 5 April 2022

Judgment in Case C-140/20
Press and Information Commissioner of An Garda Siochana and others

The Court confirms that EU law precludes the general and indiscriminate retention
of traffic and location data relating to electronic communications for the purposes

N [ | s = =
Ul Lulliudatllily scrivus oriric

The national court may not impose a temporal limitation on the effects of a declaration of invalidity
of a national law that provides for such retention

(Compare Google’s Sensorvault & AI “"Act”
Art.20 on High Risk AI system logs )

https://curia.europa.eu/jcms/upload/docs/application/pdf/2022-04/cp220058en.pdf

@ Inleit



Phone Kiosks

Phones contain intimate and confidential material
Extracts more that the ‘evidence’
Withesses view it as invasion of privacy
What if data discloses offences by the owner?
Consent Forms: Victims of sexual offences felt

psychologically manipulated (Vif you don’t let us,
we won't be able to prosecute”)



Summary

Phone location evidence not as accurate as often
portrayed

Influenced by lots of factors
(technical/topographical/ meteorological)

Our personal data is traded for profit

Mobile devices pose unresolved challenges:

* Volume of data
- Cost & time to review
 Comingling relevant/not relevant data



Robust investigation inevitably involves invasive
powers (nothing new there)

No ideal options for extracting phone data

3rd party spyware
Encryption Backdoors
Client-Side Scanning
Phone kiosks
Consent
Digital Forensic Examination

Oversight, regulation and Codes of Conduct
essential

@ Inleit
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