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Technical issues (internet caches,
proxy servers, encryption,
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across jurisdictions)
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Presenting internet searches in
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Internet search results in court: a
new evidentiary frontier for the
judge?
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Thursday, 23 May 2024

09:00

09:30

Arrival and registration of participants

Welcome and introduction to the programme
Alikakos Petros & Laviero Buono

PART I: TECHNICAL ISSUES AND BASIC UNDERSTANDING OF INTERNET
ARCHITECTURE AND CONCEPTS

09:45

10:45

11:00

11:30

12:30

12:45

This Part aims to introduce participants to the concepts around the internet and its
supporting tools for investigation/research. It will make participants aware of the
sources of evidence available to them in online investigations. The objective is to
improve their ability to work with the current internet technologies

Chair: Laviero Buono

Internet anatomy and architecture

e Understanding the internet and associated technology

e |Ps, proxy servers, encryption issues

o Effective use of the internet as a fraud investigation tool

e Search engines, meta browsers, deep web & people search techniques
Philip Anderson

Discussion
Break

Computer forensics in the “Cloud”

e Geo-location tools for social media and photos

e Tracing domain name owners, origin of an email and blacklist checks
e Investigating Web 2.0 — social networking, blogs and online gaming

e Protecting your privacy when investigating online

Seanpaul Gilroy

Discussion

Lunch

PART II: CRIMINALS’ NEW MODI OPERANDI AND (MIS)USE OF
CRYPTOCURRENCIES

13:45

14:30

14:45

The COVID-19 pandemic has altered criminals’ modi operandi, leading to a
significant increase in offences involving cybercrime and online criminal activities.
This session will show how internet-based criminals have had more opportunities
to hit, and isolation has made people more vulnerable. Participants will gain an
insight into these new forms of crimes. The experts will present real-life examples,
case studies and tool demonstrations in order to illustrate the key concepts
covered.

Chair: Philip Anderson

Addressing new (post)-Covid pandemic challenges — criminals’ new modi
operandi: cybercrime, ransomware, child sexual abuse and non-cash
payment fraud

Rainer Franosch

Discussion

The collection of evidence located abroad and the challenges of transborder
access to data

e Search across jurisdictions / devices seized

e Transborder access to data

e European enforcement challenges in the online context

e Shortcomings and remedies

Sapfo Katsanaki

Objective

The objective of this event is to help legal
practitioners tackle the challenges and
difficulties linked to online investigations.
The seminar will provide participants with a
thorough understanding of the internet’s
architecture and key concepts. It will then
analyse the legal challenges related to
digital investigations, enabling participants
to grasp the complex issues related to
admissibility of e-evidence in court, with a
special focus on internet searches.

About the Project

This seminar is part of a large-scale project
sponsored by the European Commission
entitled “Preparing criminal justice
professionals to address new (post-)
pandemic challenges as a result of
criminals’ new modi operandi”. It consists
of seven seminars to take place in
Bucharest, Dublin, Lisbon, Cracow,
Barcelona, Thessaloniki and Tallinn over
the period 2022-2024.

Who should attend?

Judges, prosecutors and lawyers in private
practice from EU Member States.

Venue

National School of Judges
Ikaron str, PC 55102
Kalamaria, Thessaloniki
Greece

CPD

ERA’s programmes meet the standard
requirements for recognition as Continuing
Professional Development (CPD).
Participation in the full programme of this
event corresponds to 8 CPD hours.

A certificate of participation for CPD
purposes with indication of the number of
training hours completed will be issued on
request. CPD certificates must be
requested at the latest 14 days after the
event.



15:15

15:30

16:00

16:30

16:45

19:30

Discussion

Break

Internet-related crimes, digital evidence and cloud forensics: contemporary

legal challenges and the power of disposal
e Cloud storage and cloud forensics

e Power of disposal

e Case studies

Christos Karagiannis

Discussion
End of first day

Dinner offered by the organisers

Friday, 24 May 2024

PART Ill: ONLINE INVESTIGATIONS AND HANDLING OF E-EVIDENCE -
BEST PRACTICES

09:30

10:15

10:30

11:15

11:45

12:15

12:30

This Part will illustrate the sorts of legal disputes that can arise involving digital
forensics investigations and electronic evidence, i.e. the legal, practical and
technical problems that judges, prosecutors and lawyers in private practice are
confronted with in criminal proceedings where e-evidence is collected, analysed
and ultimately presented in court.

Chair: Rainer Franosch

Digital evidence collection: Open Source Intelligence (OSINT)
Introduction and the role of OSINT

Efficient dialogue with searching engines

Use-case scenarios and OSINT tools

Live case demonstration

Dario Vré¢kovic

Discussion

Technical insights for the preparation, identification and preservation
phase

e The importance of the chain of custody in handling the evidence

e Case studies

Timothy De Groot

Break

e-Evidence in child sexual abuse cases
Eleni Papadopoulou

Discussion

End of seminar and lunch

For programme updates: www.era.int
Programme may be subject to amendment.

Your contact persons

Laviero Buono
Head of Section
E-Mail: Ibuono@era.int

Julia Reitz

2 Assistant

Tel.: +49(0)651 9 37 37 323
E-Mail: jreitz@era.int

Save the date

12-13 March 2024 | Online
Social Network Investigations From
“Likes” to Evidence

21-22 March 2024 | Trier & Online
Annual Conference on White-Collar
Crime in the EU 2024

16-17 April 2024 | Online

Cracking Down on Digital Predators
Investigating and Prosecuting Online
Child Sexual Abuse and Sexual
Violence

13-14 June 2024 | Dublin & Online
Artificial Intelligence (Al) in Criminal
Justice — From Predictive Policing to
Sentencing: Al in the Courtroom

Co-funded by the European Union

The content of this programme reflects
only ERA’s view and the Commission

is not responsible for any use that may be
made of the information it contains.


http://www.era.int/

Application
POST-COVID CHALLENGES IN CRIMINAL JUSTICE
Thessaloniki, 23-24 May 2024 / Event number: 324DT08/JR

Terms and conditions of participation
Selection

1. Participation is only open to judges, prosecutors and lawyers in private practice from eligible EU
Member States.

The number of places available is limited (30 places). Participation will be subject to a selection
procedure. Selection will be according to professional eligibility, nationality and then “first come,
first served”. Spanish applicants who work for the prosecution service must apply for this event
through CEJ.

2. Applications should be submitted before 15 January 2024.

3. Aresponse will be sent to every applicant after this deadline. We advise you not to book any
travel or hotel before you receive our confirmation.

Registration Fee
4. €130 including documentation, lunches and dinner.
Travel and Accommodation Expenses

5. Participants will receive a fixed contribution towards their travel and accommodation expenses
and are asked to book their own travel and accommodation. The condition for payment of this
contribution is to sign all attendance sheets at the event. No supporting documents are needed.
The amount of the contribution will be determined by the EU unit cost calculation guidelines, which
are based on the distance from the participant’s place of work to the seminar location and will not
take account of the participant’s actual travel and accommodation costs.

6. Travel costs from outside Greece: participants can calculate the contribution to which they will be
entitled on the European Commission website, Table 2 (https://era-comm.eu/go/calculator). The
distance should be calculated from their place of work to the seminar location, (in case of Bulgarian
participants the amounts for Inter-Member States return journeys between 50 and 400 km is fixed
at € 37, please consult p.11 on https://era-comm.eu/go/unit-cost-decision-travel).

7. Forthose travelling within Greece, the contribution for travel is fixed at €36 (for a distance between
50km and 400km). Please note that no contribution will be paid for travel under 50km. For more
information, please consult p.10 on https://era-comm.eu/go/unit-cost-decision-travel

8. Accommodation costs: international participants and national participants travelling more than
50km one-way will receive a fixed contribution of €107 per night for up to two nights’
accommodation. For more information, please consult p.13 on https://era-comm.eu/go/unit-cost-
decision-travel

9. These rules do not apply to representatives of EU Institutions and Agencies who are required to
cover their own travel and accommodation.

10. Successful applicants will be sent the relevant claim form and information on how to obtain
payment of the contribution to their expenses. Please note that no payment is possible if the
registered participant cancels their participation for any reason.

Participation
11. Participation at the whole seminar is required and participants’ presence will be recorded.

12. Alist of participants including each participant’s address will be made available to all participants
unless ERA receives written objection from the participant no later than one week prior to the
beginning of the event.

13. The participant will be asked to give permission for their address and other relevant information to
be stored in ERA’s database in order to provide information about future ERA events, publications
and/or other developments in the participant’s area of interest.

14. A certificate of attendance will be distributed at the end of the conference

ERA

Apply online for
“Post-Covid Challenges in
Criminal Justice” online:
www.era.int/?132560&en

Venue

National School of Judges
lkaron str, PC 55102
Kalamaria, Thessaloniki
Greece

Language
English

Contact Person

Julia Reitz
Assistant
Tel.: +49(0)651 9 37 37 323

E-Mail: jreitz@era.int


http://www.era.int/?128336&en
https://era-comm.eu/go/calculator
https://era-comm.eu/go/unit-cost-decision-travel
https://era-comm.eu/go/unit-cost-decision-travel
https://era-comm.eu/go/unit-cost-decision-travel
https://era-comm.eu/go/unit-cost-decision-travel
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is not responsible for any use that may be made of the information it contains.

BACKGROUND DOCUMENTATION

*** All documents are hyperlinked ***

Work carried out by the European Union on e-evidence

1

Council Decision (EU) 2023/436 of 14 February 2023 authorising
Member States to ratify, in the interest of the European Union, the
Second Additional Protocol to the Convention on Cybercrime on
enhanced cooperation and disclosure of electronic evidence
(ST/6438/2022/INIT, OJ L 63, 28.2.2023)

Regulation (EU) 2023/1543 of the European Parliament and of the
Council of 12 July 2023 on European Production Orders and
European Preservation Orders for electronic evidence in criminal
proceedings and for the execution of custodial sentences following
criminal proceedings (PE/4/2023/REV/1, OJ L 191, 28.7.2023, p.
118-180)

Directive (EU) 2023/1544 of the European Parliament and of the
Council of 12 July 2023 laying down harmonised rules on the
designation of designated establishments and the appointment of
legal representatives for the purpose of gathering electronic
evidence in criminal proceedings (PE/3/2023/REV/1, OJ L 191,
28.7.2023, p. 181-190)

Other EU criminal justice documents

A) The institutional framework for criminal justice in the EU

A1) Main treaties and conventions

A1-01

Protocol (No 36) on Transitional Provisions

A1-02

Statewatch Analysis, “The Third Pillar acquis® after the Treaty of Lisbon
enters into force, Professor Steve Peers, University of Essex, Second

Version, 1 December 2009
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A1-03

Consolidated version of the Treaty on the functioning of the European
Union, art. 82-86 (OJ C 326/47; 26.10.2012)

A1-04

Consolidated Version of the Treaty on the European Union, art. 9-20 (OJ
C326/13;, 26.10.2012)

A1-05

Charter of fundamental rights of the European Union (OJ. C 364/1;
18.12.2000)

A1-06

Explanations relating to the Charter of Fundamental Rights (2007/C 303/02)

A1-07

Convention implementing the Schengen Agreement of 14 June 1985 (OJ L
239; 22.9.2000, P. 19)

A2) Court of Justice of the European Union

A2-01 Court of Justice of the European Union: Presentation of the Court

A2-02 |European Parliament Fact Sheets on the European Union: Competences of
the Court of Justice of the European Union, April 2023

A2-03 |Regulation (EU, Euratom) 2019/629 of the European Parliament and of the
Council of 17 April 2019 amending Protocol No 3 on the Statute of the Court
of Justice of the European Union, OJ L 111, 17 April 2019

A2-04 | Consolidated Version of the Statute of the Court of Justice of the European
Union (01 August 2016)

A2-05 |Consolidated version of the Rules of Procedure of the Court of Justice (25

September 2012)

A3) European Convention on Human Rights (ECHR)

A3-01

Convention for the Protection of Human Rights and Fundamental Freedoms
as amended by Protocols No. 11 and No. 14 together with additional
protocols No. 4, 6, 7, 12 and 13, Council of Europe

Convention for the Protection of Human Rights and Fundamental Freedoms
as amended by Protocols Nos. 11, 14 and 15, supplemented by Protocols
Nos. 1,4, 6, 7, 12, 13 and 16, Council of Europe

A3-02

Guide on the case-law of the European Convention on Human Rights:
European Union law in the Court’s case-law, Council of Europe, updated on
31 August 2022

A3-03

Case of Grzeda v. Poland (Application no. 43572/18), Strasbourg, 15 March
2022

A3-04

Case of Mihalache v. Romania [GC] (Application no. 54012/10), Strasbourg,
08 July 2019

A3-05

Case of Altay v. Turkey (no. 2) (Application no. 11236/09), Strasbourg, 09
April 2019

A3-06

Case Beuze v. Belgium (Application no. 71409/10), Strasbourg, 09
November 2018

A3-07

Case of Vizgirda v. Slovenia (Application no. 59868/08), Strasbourg, 28
August 2018

A3-08

Case of Sahin Alpay v. Turkey (Application no. 16538/17), Strasbourg, 20
March 2018

A3-09

Grand Chamber Hearing, Beuze v. Belgium [GC] (Application no.
71409/10), Strasbourg, 20 December 2017

A3-10

Case of Blokhin v. Russia (Application no. 47152/06), Judgment European
Court of Human Rights, Strasbourg, 23 March 2016
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A3-11

Case of A.T. v. Luxembourg (Application no. 30460/13), Judgment
European Court of Human Rights, Strasbourg, 09 April 2015

A3-12

Case of Blaj v. Romania (Application no. 36259/04), Judgment European
Court of Human Rights, Strasbourg, 08 April 2014

A3-13

Case of Boz v. Turkey (Application no. 7906/05), Judgment European Court
of Human Rights, Strasbourg, 01 October 2013 (FR)

A3-14

Case of Pishchalnikov v. Russia (Application no. 7025/04), Judgment
European Court of Human Rights, Strasbourg, 24 October 2009

A3-15

Case of Salduz v. Turkey (Application no. 36391/02), Judgment, European
Court of Human Rights, Strasbourg, 27 November 2008

A4) Brexit

A4-01

Trade and Cooperation Agreement between the European Union and the
European Atomic Energy Community, of the one part, and the United
Kingdom of Great Britain and Northern Ireland, of the other part (OJ L 7149,
30.4.2021)

A4-02

Eurojust: Judicial cooperation in criminal matters between the European
Union and the United Kingdom from 1 January 2021, 1 January 2021

A4-03

Draft text of the Agreement on the New Partnership between the
European Union and the United Kingdom (UKTF 2020-14), 18 March 2020

A4-04

Draft Working Text for an Agreement on Law enforcement and Judicial
Cooperation in Criminal Matters

A4-05

The Law Enforcement and Security (Amendment) (EU Exit) Regulations
2019 (2019/742), 28th March 2019

A4-06

Brexit next steps: The European Arrest Warrant, House of Commons, 20
February 2020

A4-07

Brexit next steps: The Court of Justice of the EU and the UK, House of
Commons, 7 February 2020

A4-08

The Law Society, “Brexit no deal: Criminal Justice Cooperation”, London,
September 2019

A4-09

European Commission, Factsheet, ,A ,No-deal“-Brexit: Police and judicial
cooperation”, April 2019

A4-10

CEPS: Criminal Justice and Police Cooperation between the EU and the UK
after Brexit: Towards a principled and trust-based partnership, 29 August
2018

A4-11

Policy paper: The future relationship between the United Kingdom and the
European Union, 12 July 2018

A4-12

House of Lords, Library Briefing, Proposed UK-EU Security Treaty, London,
23 May 2018

A4-13

HM Government, Technical Note: Security, Law Enforcement and Criminal
Justice, May 2018

A4-14

LSE-Blog, Why Britain’s habit of cherry-picking criminal justice policy cannot
survive Brexit, Auke Williams, London School of Economics and Political
Science, 29 March 2018

A4-15

House of Commons, Home Affairs Committee, UK-EU Security Cooperation
after Brexit, Fourth Report of Session 2017-19, London, 21 March 2018

A4-16

HM Government, Security, Law Enforcement and Criminal Justice, A future
partnership paper

A4-17

European Criminal Law after Brexit, Queen Mary University London,
Valsamis Mitsilegas, 2017

A4-18

House of Lords, European Union Committee, Brexit: Judicial oversight of
the European Arrest Warrant, 6" Report of Session 2017-19, London, 27
July 2017
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https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_001
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=OJ:L:2019:135:FULL&from=LV#bookmark_nopage_003
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32019R0817&qid=1575464342795&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
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Information System (ECRIS), and replacing Council Decision
2009/316/JHA, PE-CONS 87/1/18, Strasbourg, 17 April 2019

B6-05

Report from the Commission to the European Parliament and the Council
concerning the exchange through the European Criminal Records
Information System (ECRIS) of information extracted from criminal records
between the Member States. (COM/2017/0341 final, 29.06.2017)

B6-06

Council Framework Decision 2009/315/JHA of 26 February 2009 on the
organisation and content of the exchange of information extracted from the
criminal record between Member States (OJ L 93/23; 07.4.2009)

B6-07

Council Decision on the exchange of information extracted from criminal
records — Manual of Procedure (6397/5/06 REV 5; 15.1.2007)

B6-08

Council Decision 2005/876/JHA of 21 November 2005 on the exchange of
information extracted from the criminal record (OJ L 322/33; 9.12.2005)

B7) Conflicts of jurisdiction — Ne bis in idem

B7-01 | Case law by the Court of Justice of the European Union on the principle of
ne bis in idem in criminal matters, Eurojust, April 2020
Case-law by the Court of Justice of the European Union on the Principle of
ne bis in idem in Criminal Matters, Eurojust, December 2021

B7-02 | Council Framework Decision 2009/948/JHA of 30 November 2009 on
prevention and settlement of conflicts of exercise of jurisdiction in criminal
proceedings (OJ L 328/42; 15.12.2009, P.42)

B7-03 | European Convention on the Transfer of Proceedings in Criminal Matters
(Strasbourg, 15.V.1972)

C) Procedural guarantees in the EU

C-01

Report from the Commission to the European Parliament and the Council
on the implementation of Directive (EU) 2016/1919 of the European
Parliament and of the Council of 26 October 2016 on legal aid for suspects
and accused persons in criminal proceedings and for requested persons in
European arrest warrant proceedings, COM/2023/44 final, 1 February 2023

C-02

Commission Recommendation (EU) 2023/681 of 8 December 2022 on
procedural rights of suspects and accused persons subject to pre-trial
detention and on material detention conditions, (OJ L 86, 24.3.2023)

C-03

FRA Report, Presumption of innocence and related rights — Professional
perspectives, Luxembourg, 31 March 2021

C-04

FRA Report, Rights in practice: Access to a lawyer and procedural rights in
criminal and European Arrest Warrant proceedings, Luxembourg, 27
September 2019

C-05

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2013/48/EU of the European Parliament
and of the Council of 22 October 2013 on the right of access to a lawyer in
criminal proceedings and in European arrest warrant proceedings, and on
the right to have a third person informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty, COM/2019/560 final, 26 September 2019

C-06

Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2010/64/EU of the European Parliament
and of the Council of 20 October 2010 on the right to interpretation and



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CONSIL:PE_87_2018_REV_1&qid=1557318968172&from=EN
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52017DC0341
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:093:0023:0032:EN:PDF
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://register.consilium.europa.eu/pdf/en/06/st06/st06397-re05.en06.pdf
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2005:322:0033:0037:EN:PDF
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
http://www.eurojust.europa.eu/doclibrary/Eurojust-framework/caselawanalysis/Case%20law%20by%20the%20Court%20of%20Justice%20of%20the%20European%20Union%20on%20the%20principle%20of%20ne%20bis%20in%20idem%20in%20criminal%20matters%20(April%202020)/2020-04_Case-law-by-CJEU-on-NeBisInIdem_EN.pdf
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
https://www.eurojust.europa.eu/publication/case-law-court-justice-european-union-principle-ne-bis-idem-criminal-matters-december-2021
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2009:328:0042:0047:EN:PDF
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=0900001680072d42
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52023DC0044
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023H0681
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2021-presumption-of-innocence_en.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://fra.europa.eu/sites/default/files/fra_uploads/fra-2019-rights-in-practice-access-to-a-lawyer-and-procedural-rights-in-criminal-and-european-arrest-warrant-proceedings.pdf
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52019DC0560
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
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translation in criminal proceedings, COM/2018/857 final, 18 December
2018

C-07 Report from the Commission to the European Parliament and the Council
on the implementation of Directive 2012/13/EU of the European Parliament
and of the Council of 22 May 2012 on the right to information in criminal
proceedings, COM/2018/858 final, 18 December 2018

C-08 Directive (EU) 2016/1919 of the European Parliament and of the Council of
26 October 2016 on legal aid for suspects and accused persons in criminal
proceedings and for requested persons in European arrest warrant
proceedings (OJ L 297/1, 4.11.2016)

C-09 Directive (EU) 2016/800 of the European Parliament and of the Council of
11 May 2016 on procedural safeguards for children who are suspects or
accused persons in criminal proceedings (OJ L 132 1; 21.5.2016)

C-10 Directive 2016/343 of 9 March 2016 on the strengthening of certain aspects
of the presumption of innocence and of the right to be present at the trial in
criminal proceedings (11.3.2016; OJ L 65/1)

C-11 Directive 2013/48/EU of 22 October 2013 on the right of access to a lawyer
in criminal proceedings and in European arrest warrant proceedings, and
on the right to have a third party informed upon deprivation of liberty and to
communicate with third persons and with consular authorities while
deprived of liberty (OJ L 294/1; 6.11.2013)

C-12 Directive 2012/13/EU of the European Parliament and of the Council of 22
May 2012 on the right to information in criminal proceedings (1.6.2012; OJ
L 142/1)

C-13 Directive 2010/64/EU of the European Parliament and of the Council of 20
October 2010 on the right to interpretation and translation in criminal
proceedings (OJ L 280/1; 26.10.2010)

C-14 C-209/22 - Rayonna prokuratura Lovech, TO Lukovit (Fouille corporelle), 7
September 2023

C-15 C-660/21 - K.B. and F.S. (Relevé d’office dans le domaine pénal), 22 June
2023

C-16 C-430/22, C-468/22 - VB (Information du condamné par défaut), 8 June
2023

C-17 C-608/21 - Politseyski organ pri 02 RU SDVR, 25 May 2023

C-18 C-694/20 - Orde van Vlaamse Balies i in., 8 December 2022

C-19 C-348/21 - HYA and Others (Impossibilité d’interroger les témoins a
charge), 8 December 2022

C-20 C-347/21 - DD (Réitération de I'audition d’'un témoin), 15 September 2022

C-21 C-242/22 PPU - TL () and de traduction), 1 August 2022

C-22 C-564/19 - IS (lliégalité de 'ordonnance de renvoi), 23 November 2021

C-23 C-282/20 - ZX (Régularisation de I'acte d'accusation), 21 October 2021

C-24 C-649/19 - Spetsializirana prokuratura (Déclaration des droits), 28 January
2021

C-25 Case C-659/18, Judgement of the Court of 2 March 2020

C-26 Case C-688/18, Judgement of the Court of 3 February 2020

Cc-27 Case C467/18, Rayonna prokuratura Lom, Judgment of the Court of 19
September 2019

C-28 Case C-467/18 on directive 2013/48/EU on the right of access to a lawyer
in criminal proceedings, EP, Judgement of the court (Third Chamber), 19.
September 2019

C-29 Case C377/18, AH a. o., Judgment of the Court of 05 September 2019



https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0857
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:52018DC0858
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L1919&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016L0800&from=en
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32013L0048&from=EN
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2012:142:0001:0010:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=OJ:L:2010:280:0001:0007:EN:PDF
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf;jsessionid=C1D95991AD8ADDEC3B5A51B285D77AEE?text=&docid=277070&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=378403
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3282646
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274425&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3305495
https://curia.europa.eu/juris/document/document.jsf?text=&docid=274103&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3280748
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268430&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=3285449
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=268433&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2911267
https://curia.europa.eu/juris/document/document.jsf?text=&docid=265550&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2910323
https://curia.europa.eu/juris/document/document.jsf?text=&docid=263736&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2908635
https://curia.europa.eu/juris/document/document.jsf?text=&docid=249861&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909058
https://curia.europa.eu/juris/document/document.jsf?text=&docid=247868&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=2909606
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
https://curia.europa.eu/juris/document/document.jsf?text=&docid=237088&pageIndex=0&doclang=EN&mode=lst&dir=&occ=first&part=1&cid=2767818
http://curia.europa.eu/juris/document/document.jsf?text=&docid=224382&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=&docid=223364&pageIndex=0&doclang=en&mode=lst&dir=&occ=first&part=1&cid=3888591
http://curia.europa.eu/juris/document/document.jsf?text=2013%252F48&docid=217905&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995655#ctx1
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217905&pageIndex=0&doclang=DE&mode=lst&dir=&occ=first&part=1&cid=2890439
http://curia.europa.eu/juris/document/document.jsf?text=&docid=217488&pageIndex=0&doclang=en&mode=req&dir=&occ=first&part=1&cid=995195
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C-30 Case C-646/17 on directive 2012/13/EU on the right to information in
criminal proceedings, Gianluca Moro, Judgement of the Court (First
Chamber), 13 June 2019

C-31 Case C-8/19 PPU, criminal proceedings against RH (presumption of
innocence), Decision of the Court (First Chamber), 12. February 2019

C-32 Case C646/17, Gianluca Moro, Opinion of the AG Bobek, 05 February 2019

C-33 Case C-551/18 PPU, IK, Judgment of the Court (First Chamber), 6
December 2018

C-34 Case C-327/18 PPU, RO, Judgment of 19 September 2018 (First Chamber)

C-35 Case C-268/17, AY, Judgment of the Court (Fifth Chamber), 25 July 2018

C-36 Case C-216/18 PPU, LM, Judgment of 25 July 2018 (Grand Chamber)

C-37 Joined Cases C-124/16, C-188/16 and C-213/16 on Directive 2012/13/EU
on the right to information in criminal proceedings lanos Tranca, Tanja
Reiter and lonel Opria, Judgment of 22 March 2017 (Fifth Chamber)

C-38 Case C-439/16 PPU, Emil Milev (presumption of innocence), Judgment of
the Court (Fourth Chamber), 27 October 2016

C-39 Case C-278/16 Frank Sleutjes (“essential document” under Article 3 of
Directive 2010/64), Judgment of 12 October 2017 (Fifth Chamber)

C-40 C-25/15, Istvan Balogh, Judgment of 9 June 2016 (Fifth Chamber)

C-41 Opinion of Advocate General Sharpston, delivered on 10 March 2016, Case
C543/14

C-42 C-216/14 Covaci, Judgment of 15 October 2015
(First Chamber)

D) Approximating criminal law and Victims”™ Rights

D1) Terrorism

D1-01

EU Centre of Expertise for Victims of Terrorism

D1-02

EU’s Counter-Terrorism Coordinator

D1-03

Eurojust Meeting on Counter-Terrorism, 16-17 November 2022, Summary
of Discussions, 05 April 2023

D1-04

Eurojust Casework on Counter-Terrorism: Insights 2020 — 2021, December
2021

D1-05

Regulation (EU) 2021/784 of the European Parliament and of the Council
of 29 April 2021 on addressing the dissemination of terrorist content online
(Text with EEA relevance), (OJ L 172, 17.5.2021)

D1-06

European Commission, EU Handbook on Victims of Terrorism, January
2021

D1-07

2019 Eurojust Report on Counter- Terrorism, 09 December 2020

D1-08

Communication from the Commission to the European Parliament, the
European Council, the Council, the European Economic and Social
Committee and the Committee of the Regions: A Counter-Terrorism
Agenda for the EU: Anticipate, Prevent, Protect, Respond, 9 December
2020, COM(2020) 795 final

D1-09

Report from the Commission to the European Parliament and the Council
based on Article 29(1) of Directive (EU) 2017/541 of the European
Parliament and of the Council of 15 March 2017 on combating terrorism
and replacing Council Framework Decision 2002/475/JHA and amending
Council Decision 2005/671/JHA, COM(2020) 619 final, Brussels, 30
September 2020

D1-10

Communication from the Commission to the European Parliament, the
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data, and repealing Council Framework Decision 2008/977/JHA (4.5.2016;
OJ L 119/89)

G) Police Cooperation in the EU

G1) General

G1-01

Directive (EU) 2023/977 of the European Parliament and of the Council of
10 May 2023 on the exchange of information between the law enforcement
authorities of Member States and repealing Council Framework Decision
2006/960/JHA, (OJ L 134, 22 May 2023)

G1-02

Council Recommendation (EU) 2022/915 of 9 June 2022 on operational law
enforcement cooperation, (OJ L 158, 13 June 2022)

G1-03

Communication from the Commission to the European Parliament, the
Council, the European Economic and Social Committee, and the Committee
of the Regions on the EU Strategy to tackle Organised Crime 2021-2025
(COM/2021/170 final, 14 April 2022)

G1-04

Proposal for a Regulation of the European Parliament and of the Council on
automated data exchange for police cooperation (“Prum 1I”), amending
Council Decisions 2008/615/JHA and 2008/616/JHA and Regulations (EU)
2018/1726, 2019/817, and 2019/818 of the European Parliament and of the
Council, (COM/2021/784 final, 8 December 2021)

G1-05

European Commission, Press Release, “Police Cooperation Code: Boosting
police cooperation across borders for enhanced security”, 8 December 2021

G1-06

European Commission, Factsheet, “Reinforcing police cooperation across
Europe”, 8 December 2021

G1-07

Commission Staff Working Document: Impact Assessment Report
accompanying the document Proposal for a Regulation of the European
Parliament and of the Council on automated data exchange for police
cooperation (“Prim 11”), amending Council Decisions 2008/615/JHA and
2008/616/JHA and Regulations (EU) 2018/1726, 2019/817, and 2019/818
of the European Parliament and of the Council, (SWD/2021/378 final,
Brussels, 8.12.2021)

G1-08

Proposal for a Regulation of the European Parliament and of the Council
amending Regulation (EU) 2018/1862 on the establishment, operation and
use of the Schengen Information System (SIS) in the field of police
cooperation and judicial cooperation in criminal matters as regards the entry
of alerts by Europol, (COM(2020) 791 final, Brussels, 9 December 2020)

G1-09

European Commission, Inception Impact Assessment on EU Police
Cooperation Code (PCC), Ref. Ares(2020)5077685, 28 September 2020

G1-10

Regulation (EU) 2018/1862 of the European Parliament and of the Council
of 28 November 2018 on the establishment, operation and use of the
Schengen Information System (SIS) in the field of police cooperation and
judicial cooperation in criminal matters, amending and repealing Council
Decision 2007/533/JHA, and repealing Regulation (EC) No 1986/2006 of
the European Parliament and of the Council and Commission Decision
2010/261/EU

Regulation (EU) 2022/1190 of the European Parliament and of the Council
of 6 July 2022 amending Regulation (EU) 2018/1862 as regards the entry
of information alerts into the Schengen Information System (SIS) on third-
country nationals in the interest of the Union, (OJ L 185, 12.7.2022)
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G1-11

Council Decision 2008/617/JHA of 23 June 2008 on the improvement of
cooperation between the special intervention units of the Member States of
the European Union in crisis situations, (OJ L 210, 6.8.2008)

G1-12

Council Decision 2008/616/JHA of 23 June 2008 on the implementation of
Decision 2008/615/JHA on the stepping up of cross-border cooperation,
particularly in combating terrorism and cross-border crime (OJ L 210/12;
06.08.2008)

G1-13

Council Decision 2008/615/JHA of 23 June 2008 on the stepping up of
cross-border cooperation, particularly in combating terrorism and cross-
border crime (OJ L 210/1; 06.08.2008)

G1-14

Council Framework Decision of 18 December 2006 on simplifying the
exchange of information and intelligence between law enforcement
authorities of the Member States of the European Union (OJ L 386/89;
29.12.2006, P. 89)

G1-15

Convention on the stepping up of cross-border cooperation, particularly in
combating terrorism, cross-border crime and illegal migration of 27. May
2005 (10900/05; 27.5.2005)

G2) Joint Investigation Teams (JITs)

G2-01 | Eurojust Information on JITs

G2-02 | Europol Information on JITs

G2-03 |JIT Evaluation Form

G2-04 | Council of Europe: Guidelines on the use of Joint Investigation Teams

G2-05 |Riehle, C. “20 years of Joint Investigations Teams (JITs) in the EU”: An
overview of their development, actors and tools. ERA Forum 24, 163—-167,
29 June 2023

G2-06 |Checklist for multilateral joint investigation teams, 22 June 2023

G2-07 |Latest trends and novelties in JIT operations: first-hand experiences of JIT
practitioners and Eurojust | Eurojust | European Union Agency for Criminal
Justice Cooperation (europa.eu) Fourth JITs Evaluation Report, 14 June
2023

G2-08 |Regulation (EU) 2023/969 of the European Parliament and of the Council of
10 May 2023 establishing a collaboration platform to support the functioning
of joint investigation teams and amending Regulation (EU) 2018/1726, OJ L
132, 17 May 2023

G2-09 | Guidelines on the Network of National Experts on Joint Investigation Teams,
2 December 2020

G2-10 | Third JIT Evaluation Report, Eurojust, March 2020

G-11 Joint Investigation Teams: Practical Guide, 16 December 2021

G2-12 |Council Resolution on a Model Agreement for Setting up a Joint
Investigation Team (JIT) — 2017/C18/01, Strasbourg, 19 January 2017

G2-13 | Council Document establishing the JITs Network, 08 July 2005

G2-14 | Council Framework Decision of 13 June 2002 on joint investigation teams

(OJ L 162/1; 20.6.2002)
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Outline

Understanding the Internet and associated technologies.

Effective use of the Internet as an investigation tool.

Search engines, meta browsers, deep web and people search
techniques.

Using open-source intelligence to gather evidence online.




(Post) COVID-19...cybercrime landscape

Europol - Internet Organised Crime Threat Assessment (IOCTA) 2023
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-

2023
Cyber-dependant Cyber-enabled
Ransomware Child sexual abuse material

Increase via social media and online
gaming platforms

P2P distribution increased
Phishing and social engineering
Increased in volume and sophistication
Dark web
Encrypted communication increasing

Mobile malware
DDoS for ransom (returning)


https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023
https://www.europol.europa.eu/publication-events/main-reports/internet-organised-crime-assessment-iocta-2023

Example

Law enforcement partners across the world had been trying to identify the man in the
abuse material ever since it was posted in 2010.

The images were referred to the NCA by Australian Federal Police in 2013, after they
established they had been posted on dark web site, The Love Zone.

In 2017 Italian investigators linked the name “Martyn” to the person who took the images, but they were
unable to progress the case further.

In the same year a French investigator adopted the case and worked on identifying a beach which had

been seen in some images linked to the offender.

After conducting significant research on the geology of the landscape, he established that rocks on the
beach in the photo must either be in Ireland or Wales. He compared them to images of over 60 beaches
before striking an exact match on the Pembrokeshire coast in Wales.



Example

The case remained unsolved until 2022, when NCA investigators created a new programme which finally
disabled the image distortion technique. This revealed the face of the offender but his identity, and that of
his victim, was still unknown.

It was discovered that at the time of the abuse, Armstrong lived in Derbyshire but he had sold his house in
January 2022 and moved close to the same Welsh beach identified by investigators.

Following his arrest, NCA investigators found a number of devices in Armstrong’s home, including one of
the two cameras he used in 2010. This was forensically matched to the camera which took the images.

The original indecent images of children (II0C) he'd posted were also recovered from a laptop.

Investigators also discovered material showing Armstrong abusing two previously unknown child victims
saved on his devices. All three victims were spoken to and safeguarded.

Source: https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt



https://www.nationalcrimeagency.gov.uk/news/nca-develops-new-tool-that-identifies-prolific-child-rapist-after-13-year-international-hunt

#1 Understanding the
Internet and
associated
technologies



How does it work.

Every device connected to the Internet is
assigned an IP (Internet Protocol) address

Every device speaks the same language
Every device has a unique IP address

To communicate, devices need to
exchange addresses

This address could be used to trace an
online activity back to a device




How does it work... Infrastructure

Internet Service Provider (ISP)






Example

How a Nintendo Switch helped locate a
missing girl 2,000 miles from home

With help from Nintendo, the FBI obtained the Switch's IP address

which led them to the abductor's apartment complex.

Her destination was an apartment complex in Tolleson, Arizona.
According to court records, a then-28-vear-old man, Ethan Roberts, had

befriended her on the internet, traveled to Virginia to get her, and later

forced her into child pornography.

Source: https://www.abc15.com/news/local-news/investigations/how-a-nintendo-switch-helped-locate-a-missing-girl-2-000-miles-from-home



https://www.abc15.com/news/local-news/investigations/how-a-nintendo-switch-helped-locate-a-missing-girl-2-000-miles-from-home

How does it work... Public and Private IP

yo)
b /.
c /0

Private IP Private IP

Device #1 Device #2 Internet Service Provider (ISP)



How does it work...Public
and Private IP.

Public IP — assigned to the router by the
ISP

Outward-facing - identifies you to the rest of
the Internet

Private IP — assigned to the device by
the router

Private network — communicate with other
devices on that network




How does it work... Privacy | Anonymity

VPN Server

VPN Tunnel

Internet Service Provider (ISP) VPN IP



Investigations... Dark Web | Email

Like Bake, Yates played a key role in ensuring the site continued to run smoothly. He was responsible for
enforcing the rules by promoting or dropping other users, provided access to private and exclusive
sections of the site and advised on security measures. He also passed on training to others about the role
that he himself had received.

However, Yates was less careful around his own personal security. His username on the site was ‘vates704’
and in chat logs recovered by the NCA, he also told other users first name, his age and that he lived in
Eastbourne.

‘yvates704 was also found on 'THACKFORUMS.NET, a clear website forum dedicated to discussion relating
to hacker culture and cyber security.

impres

Investigators found 6,000 private messages between ‘yates704" and other users of The Annex. The fore be E—
conversations varied from fantasy roleplay involving the sexual abuse of children, as well as more official

conversations around the moderation of the site, advice on how to post indecent images of children and

technigues to evade law enforcement. orcement detection,

NCA officers identified Yates using these details and the email addresses associated to him and he was
arrested at his home in Eastbourne in July 2022.

Source: https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed



https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed

H2 Effective use of the
Internet as an
investigation tool




Investigations...

The planning, collection, analysis, interpretation and
presentation of materials from sources available to the
public, to use as intelligence or evidence within
Investigations.




Investigations... Social media

As of Jan 2024, 5.04 billion social media users from 5.35
billion Internet users?!

1. Statista - https://www.statista.com/statistics/617136/digital-population-worldwide/



https://www.statista.com/statistics/617136/digital-population-worldwide/

Canada

Spain

Australia

Italy

Colombia

Portugal

Mumber of data reques

73,956

70,612

#1 Most popular social networks worldwide as
of January 2024, ranked by number of monthly
active users. Source:
https://www.statista.com/statistics/272014/glo
bal-social-networks-ranked-by-number-of-
users/

#2 Number of user data requests issued to
Facebook by federal agencies and governments
during 1st half 2023, by country (Dec 2023).
Source:
https://www.statista.com/statistics/287845/glo
bal-data-requests-from-facebook-by-federal-
agencies-and-governments/




Investigations... Google Reviews

Some reviews are short and mundane, such as a comment left for a restaurant in Istanbul
in October 2021: “The restaurant is chic and plush, the service was good but not
outstanding.” Others, however, reveal interesting clues about his apparent activities in
recent years. Some comments detail attending “business networking” conferences in
Zimbabwe and of watching a sunset with colleagues in South Africa as they “discussed
some business”. Another states Kinahan Sr is a “Platinum Ambassador” on an

international hotel group’s reward program.

No reviews for locations outside of the UAE have been posted since the US wanted notice

was announced in April, 2022.

— CEre— mmm = = —me e o —— =

——————emp e m e = -

Christopher Junior). All three are reported to be based in Dubai, which has so far refrained

from extraditing the wanted trio.

Source: https://www.bellingcat.com/news/2024/03/30/kinahan-cartel-wanted-narco-boss-exposes-whereabouts-by-
posting-google-reviews/



https://www.bellingcat.com/news/2024/03/30/kinahan-cartel-wanted-narco-boss-exposes-whereabouts-by-posting-google-reviews/
https://www.bellingcat.com/news/2024/03/30/kinahan-cartel-wanted-narco-boss-exposes-whereabouts-by-posting-google-reviews/

Investigations... Social media

“UK's gang scene glorified in flashy social
media brags about criminal lifestyle”

“Images of sports cars, flash clothing, wads
of cash and expensive jewellery are often
uPIoaded online to give a 'filtered illusion’
of a high-end lifestyle...”

“The social media posts portraying the life
of a gangster are even said to be used as a
way of recruiting new members...”

Source: https://www.mirror.co.uk/news/uk-news/uks-gang-scene-uncovered-
social-16189451



Investigations... Social media

Edinburgh council urges residents going
to BBL surgeries offered online to

contact them

A council has warned residents set to undergo a '‘Brazilian Butt Lift’

(BBL) to contact them over concerns about cosmetic surgeries

being offered through social media.

On Friday, the City of Council said it had learned that

companies are offering patients BBLs at an unknown location over

the weekend through social media posts.

Source: https://news.sky.com/story/edinburgh-council-urges-residents-going-to-bbl-surgeries-offered-online-to-contact-them-13123237



https://news.sky.com/story/edinburgh-council-urges-residents-going-to-bbl-surgeries-offered-online-to-contact-them-13123237

Other Investigations...

Detection and prevention

Investigating suspicious claims for injury or workers’ compensation
IP theft
Online defamation

Due diligence




Investigations... considerations
Still need to...

Maintaining evidential integrity — no evidence bags
required here

Ensuring chain of custody — robust audit trail(s)

Dates and times are still key when capturing OSINT
evidence

and so is hashing — uniquely identify the evidential items



Investigations... Legislation (UK)

Human Rights Act 1998 (HRA)
Regulation of Investigatory Powers Act 2000 (RIPA)

nvestigatory Powers Regulations 2018 (IPA)
Police and Criminal Evidence Act 1984 (PACE)
Criminal Procedure and Investigations Act 1996 (CPIA)




Investigations... Ethics

Open source intelligence is the use of publicly produced
and publicly (and legally) available data that can be
collected and shared.

Be aware of the terms and conditions policies on the
public data you are trying to collect.

The collection of open source data and nothing more,
shouldn’t be associated with hacking, intrusion testing, or
anything similar.



H3 Search engines, meta
browsers, deep web
and people search
techniques



The Internet...

Surface web
The section of the Internet that is being indexed by search engines
4.59 billions pages (source: https://www.worldwidewebsize.com/)

Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.

Deep web
Not indexed

Accessed via username and passwords

gomehdata out of the Deep web may be picked up by search engines in the case of a data
reach.

Accessed via ‘standard’ browsers - Chrome, Mozilla Firefox, Opera, etc.


https://www.worldwidewebsize.com/

The Internet...
Dark web

Challenging environment

Anonymous browsing network consists of thousands of relays.

Indexing is now happening (proxied TOR sites — TOR2WEB)

Accessed via ‘specialist’” browsers — TOR Browser.




Example

Like Bake, Yates played a key role in ensuring the site continued to run smoothly. He was responsible for
enforcing the rules by promoting or dropping other users, provided access to private and exclusive
sections of the site and advised on security measures. He also passed on training to others about the role
that he himself had received.

However, Yates was less careful around his own personal security. His username on the site was ‘vates704’
and in chat logs recovered by the NCA, he also told other users first name, his age and that he lived in
Eastbourne.

‘yvates704 was also found on 'THACKFORUMS.NET, a clear website forum dedicated to discussion relating
to hacker culture and cyber security.

impres

Investigators found 6,000 private messages between ‘yates704" and other users of The Annex. The fore be
conversations varied from fantasy roleplay involving the sexual abuse of children, as well as more official
conversations around the moderation of the site, advice on how to post indecent images of children and
technigues to evade law enforcement. orcement detection,

NCA officers identified Yates using these details and the email addresses associated to him and he was
arrested at his home in Eastbourne in July 2022.

Source: https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed



https://www.nationalcrimeagency.gov.uk/news/mechanic-who-had-secret-life-running-child-abuse-sites-on-the-dark-web-is-jailed

Methods... Information Sources

Many websites and tools available that can be used to find publicly
available information about an organisation or individual.

Enable gathering of information about a person that is available on
various social networking sites.

Used to find previous versions of webpages

Provide access to company information that might otherwise be
difficult to obtain.

Find phone numbers, IP addresses, whois data, geo location, tracing,
and more.



Methods... Information Gathering

OSINT Framework - http://osintframework.com/

OSINT Tools - https://www.osinttechnigues.com/osint-
tools.html

OSINT.Link - https://osint.link/



http://osintframework.com/
https://www.osinttechniques.com/osint-tools.html
https://www.osinttechniques.com/osint-tools.html
https://osint.link/

Methods... Information sources

General search engines Social Media networks Transportation
National search Facebook, Twitter, YouTube, b
engines Instagram, Snapchat oman names
Meta search engines Weibo (China), VK (Russia) Internet archives

Results from multiple search

engines Blog search People search engines
Image, video and N

ewspaper searches :

document Search p p Name, Address, Phone, Email
Reverse image search Public records IP Address
Geolocation Business records

Government websites



Methods... Tools

Remember
Evidential integrity
Evidential chain of custody

No digital devices have been
seized or examined.

Capturing the (online) evidence
Hunchly — web capture tool
Searching
Collecting and documenting
Timestamps and hashing
Audit trail
Secure cloud storage

Reporting



H4 Jsing open source
intelligence to gather
evidence online




Open Source... Methods

Defined as “... is the discipline that pertains to intelligence produced
from publicly available information that is collected, exploited, and
disseminated in a timely manner to an appropriate audience for the
purpose of addressing a specific intelligence requirement.”

U.S. Director of National Intelligence and the U.S. Department of
Defense. Source: US Army FM 2-0 Intelligence March 2010




Open Source... Case Studies - Bellingcat

Unravelling the Killing of Black Gold Burning: In Search Of
Colombian Protester Lucas Villa - South Sudan’s Oil Pollution -
https://www.bellingcat.com/news https: -

! ps://www.bellingcat.com/news
[2021/12/06/unravelling-the- Jafrica/2020/01/23/black-gold-
killing-of-colombian-protester- burnine.i h-of H
lucas-villa/ urning-in-search-of-south-

sudans-oil-pollution/

Examined social media posts _ _
Location of the spills was collected

Analysed private CCTV footage through social media research

Data on the oil fields was gathered
from various public sources


https://www.bellingcat.com/news/2021/12/06/unravelling-the-killing-of-colombian-protester-lucas-villa/
https://www.bellingcat.com/news/2021/12/06/unravelling-the-killing-of-colombian-protester-lucas-villa/
https://www.bellingcat.com/news/2021/12/06/unravelling-the-killing-of-colombian-protester-lucas-villa/
https://www.bellingcat.com/news/2021/12/06/unravelling-the-killing-of-colombian-protester-lucas-villa/
https://www.bellingcat.com/news/africa/2020/01/23/black-gold-burning-in-search-of-south-sudans-oil-pollution/
https://www.bellingcat.com/news/africa/2020/01/23/black-gold-burning-in-search-of-south-sudans-oil-pollution/
https://www.bellingcat.com/news/africa/2020/01/23/black-gold-burning-in-search-of-south-sudans-oil-pollution/
https://www.bellingcat.com/news/africa/2020/01/23/black-gold-burning-in-search-of-south-sudans-oil-pollution/

Open Source... Case Studies - Bellingcat

Two Europol StopChildAbuse Images Skripal Poisoning Suspect Dr.

Geolocated - Alexander Mishkin, Hero of Russia -
https://www.bellingcat.com/news/20 https://www.bellingcat.com/news/uk

g’g)/plczh/i(l)gggvt\:ge_—eilr{r:gggslzgeoIocated- -and-europe/2018/10/09/full-report-
skripal-poisoning-suspect-dr-

part-i-madagascar/ L - :
alexander-mishkin-hero-russia/

Google maps photos

_ Passport photos
Google Earth imagery

Online biographical data
Geographic and demographic data &rap

examined Locations searches

Timeline analysis — tropical storms Telephone numbers


https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
https://www.bellingcat.com/news/2019/12/05/two-europol-stopchildabuse-images-geolocated-part-i-madagascar/
https://www.bellingcat.com/news/uk-and-europe/2018/10/09/full-report-skripal-poisoning-suspect-dr-alexander-mishkin-hero-russia/
https://www.bellingcat.com/news/uk-and-europe/2018/10/09/full-report-skripal-poisoning-suspect-dr-alexander-mishkin-hero-russia/
https://www.bellingcat.com/news/uk-and-europe/2018/10/09/full-report-skripal-poisoning-suspect-dr-alexander-mishkin-hero-russia/
https://www.bellingcat.com/news/uk-and-europe/2018/10/09/full-report-skripal-poisoning-suspect-dr-alexander-mishkin-hero-russia/

Open Source...

Planning
ldentify potential sources from which information may be gathered from

Capturing and consolidation

Information collected from the chosen sources that may assist in the
Investigation

Analysis
Data analysis of the processed information
Presentation

Findings are presented/reported




Open Source... Caution

Avoid interaction with other people online

Where required fictional accounts
(https://www.osinttechniques.com/fictional-accounts.html)

Only non-attributable computers

Evidentially capture information



https://www.osinttechniques.com/fictional-accounts.html

Additional Learning Resources

Council of Europe ‘training and other materials on cybercrime and
electronic evidence’ - https://www.coe.int/en/web/octopus/training



https://www.coe.int/en/web/octopus/training

Thank you

Philip Anderson

o
Qu e St I O n S ? Dept. Computer & Information Sciences,
® Faculty of Engineering & Environment,

Northumbria University, UK
Email: philip.anderson@northumbria.ac.uk
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OPEN SOURCE TOOLS, COMPUTER
FORENSICS IN THE “CLOUD”
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Seanpaul Gilroy

Senior Digital Forensic
Investigator

(POST)COVID CHALLENGES
IN CRIMINAL JUSTICE:

Co-funded by
the European Union




Q What will we discuss?

Overview of Open Source Investigations
Protecting your privacy during open source investigations
Tracing domain name owners, the origin of an email and email blacklists

Geo-location tools for Open Source Investigations




About Me

Senior Digital Forensic Investigator at Northumbria Police
Manage a team of Digital Forensic Investigators
Based in Newcastle Upon Tyne, England
Worked in the field of Digital Forensics for 10 years ) $
Deliver training inputs to both new and existing police officers on a regular basis:
Seizure of digital evidence and best practice Q)(D\’ ,
Analysis of digital evidence & digital forensic opportunities @ "

Hybrid Investigator

Worked on a variety of device/data types including computer, mobiles phones and Cloud Q.
) S




* All of the techniques shown in the presentation are to provide you
with an idea of what is possible during an OSINT investigation

* Be aware of local legislation when considering the use of any of
these techniques

m not an expert I n | aw

e As part of my role | work with specialists in legislation (RIPA,

DSA, TEl) when considering investigative techniques






WHAT IS OPEN
SOURCE?

The collection, evaluation and analysis of materials
from sourceavailable to the pubehether on
payment or otherwigeuse amtelligence or evidence
within investigatiops

National Police Chiefs Council (NPCC)




DIGITAL FORENSICS

* Digital Forensics has developed
rapidly over the past few years

* Traditionally, digital forensics has
been ref erdéadlsbox t 0
forensics

* A Digital Forensic Investigator will
encounter an array of different
devices on a case-by-case basis

* Dynamic field, adapting to new
technologies

To understand the importance of opensource investigations, it is beneficial to
understand the Digital Forensic Lifecycle



DIGITAL FORENSIC

LIFECYCLE

* Device seized
* Adyvice is to isolate device from the network and power off where possible (in most circumstances)

s Device Pre-Acquired

* Device information recorded, photographs taken of the device
* Checks conducted to ensure device is isolated from the network

=== Data Extraction

e Data is acquired with the device “ | s 0l at ed f ro(neserte Hola intecitly. Whie willlkalso
prevent new data being downloaded

memes  Data Analysis

* Analysis conducted using an array forensic tools
* In accordance with the supplied Digital Investigative Strategy

e Production of Reports

* Reports produced and submitted into the criminal justice system
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PROTECTING YOUR

PRIVACY ONLINE

* The use of technology records a vast amount of information as part of its

functionality
* This is primarily to improve the user's experience
* Can be used for other purposes

* The end user is often unaware that such information is recorded, often via cookies:

Device name Usernames/passwords Download history IP Address

Device details Location Data
(Device make, model, (longitude and Internet History
serial number, IMEI) latitude)

Social media
information




PROTECTING YOUR

PRIVACY ONLINE

* Cookies during OSINT investigations may reveal our identity
* Cookies are small text files created and stored on your device after visiting a website
* Used to store information about your use on that website, such as the items in your
basket
* |t is important that we protect our identity when conducting open source

investigations

Cookies Settings X

We use cookies and similar technologies to help personalize
content, tailor and measure ads, and provide a better expe-
rience. By clicking accept, you agree to this, as outlined in our
Cookie Policy.



|IP ADDRESSES

IP Address is short for Internet Protocol Address.
* In simple terms it is similar to your home address
« May look something like 192.188.0.1
IP Addresses are used to identify digital devices connected to the internet

When connecting to the internet, the network you use will be allocated a public IP
address by your Internet Service Provider (ISP).

e Unique to your network
e Lease periods

When visiting BBC News, your computer will request information from the BBC News
Server,

* Your IP address is used so that BBC News knows who it needs to send the information to

 In simple terms, your return address on a letter B
Can your IP address be used to identify you.

My IP Address
63.255.173.183




Private IP

192.168.0.1



e Step 1) Visit Google

e Step2)Search “What’'s my | P”
* Google will usually display your IP address, if not it will list a number of free tools which may
help

* https://www.whatismyip.com is one of many tools which are available
* Make a note of your IP address

e Step 3) Visit GeolP2 Databases Demo | MaxMind
* Step 4) Enter your IP address in the GeolP2 precision service search box and press go

GeolP2 Precision Service

Try our demo:




* What information can be obtain from my IP address:

Metro
Organization Domain Code

Virgin Media wvirginm.net

* This reveals some key information about my identity online which could be used to
assist to identify me as an investigator

* What can we do as investigators to protect our identity online?



VIRTUAL PRIVATE

NETWORKS

« VPN stands for Virtual Private
Network

« VPN is an encrypted connection :L‘mlm_l@-
between a device (Computer) and

a network (The Internet)

011010101 ‘

YOUR DEVICES INTERNET

e VPN providers

logs,
« preventing requests for r 1 r o r 1
information from the police and Ak Al Al Al
Other Organlzatlons CORPORATIONS HACKERS GOVERNMENTS ISPs

e Using a VPN is an easy way of
hiding your IP address (Return
address on a letter) from people.



VIRTUAL PRIVATE

NETWORKS

e Each VPN will advertise their own benefits:

e Download Speeds
Bandwidth Limits
Number of connections
Supported Devices
Torrent Support

e Streaming support

e There are numerous VPN providers on the market
e Some VPN's are free, ot hers charge a subscr

n ¥ ProtonVPN % Mvozgn N

NordVPN




VIRTUAL PRIVATE
NETWORKS

Size of the virtual private network (VPN) market worldwide from 2016 to
2022 (Statista)




VIRTUAL PRIVATE
NETWORKS

Why should you use a VPN for Netflix

Netflix and VPNs are two words you always see together online. But is using a VPN when watching Netflix

worth it? In our opinion, yes - here are three reasons why.

VPN use surges during the coronavirus
lockdown, but so do security risks

How to unblock websites and banned web
pages online from anywhere




Stepl)l denti fy your | P addr ess. ( HIi
Step 2) Enter your IP into Maxmind

Step 3) Register and Download Proton VPN

Step 4) Login to Proton VPN Connect to a country of your choice
Step 5) ldentify your IP address

Step 6) Enter your new IP into Maxmind

What do you notice?

nt:

Sear c



Stepl)l dent i fy

Google

your I

whats my ip

All

News Shopping Maps

About 1,360,000,000 results (0.41 seconds)

Your public IP address

—

Learn more about IP addresses

P

Videos

addr es s

More

Settings

( Hi

Q

Tools

nt

Sear c



Step 2) Enter your IP into Maxmind

Organization Domain

Virgin Media virginm.net

Metro
Code




Step 3) Register and Download Proton VPN
Step 4) Login to Proton VPN Connect to a country of your choice

Successfull y Connected

Connected to
United States US-FREE#1




Step 5) Identify your IP address

Google  whatsmyip Q

All News Shopping Maps Videos More Settings Tools

About 1,360,000,000 results (0.41 seconds)

Your public IP address

— Learn more about IP addresses
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